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1. Scope

This document describes management object(s) employed in a diagnostics and monitoring activity that leverages the OMA DM protocol.  It provides standard DM management objects and associated client-side and server-side behavior necessary to conduct diagnostics and monitoring activities on mobile devices.

Diagnostics and Monitoring management objects provide a framework for invoking diagnostics functions, setting traps, monitoring activities, collecting measurements, reporting diagnostics data, etc.   This document defines the technical silutins for Device Management Diagnostics and Monitoring functionality, which builds on OMA DM v1.2 specifications and makes use of the functionalities provided by OMA DM v1.2 specifications. 
2. References

2.1 Normative References

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2, URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMADM]
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	
	

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2. 
URL:http://www.openmobilealliance.org

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL: http://www.ietf.org/rfc/rfc2616.txt


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Diagnostic Function
	Functions in a device that can be remotely invoked by a DM server, that, when invoked, executes a diagnostics related logic to return results

	
	

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction

The DiagMon functionality involves remote invocation of diagnostics functions and the retrieval of diagnostic related data from the device.  Such retrieval can be made in order to diagnose problems with a device, with applications on the device, with the network in which the device operates or with access to services provided by the network.  The DiagMon specifications are expected to address such retrival of diagnostics data by providing one or more diagnostics management objects (MOs) that facilitate remote management.
5. The DiagMon Framework
The DiagMon framework provides for several different types of management objects, broadly categorized as:
· DiagnosticFunctionMO

· TrapMO

· DeviceProfile

The DiagMon MOs SHALL be invoked by a DM Server with an Exec command and results SHOULD be provided asynchronously via a Generic Alert by the device.  In addition, any subsequent Get command on a DiagMon MO MAY return a previously collected diagnostic data.

The Alert Type sent back from the device to a DM server MUST provide information on the type of Diagnostic Function MO, TrapMO, etc. that is invoked and the results of the operation.   The alert message includes the following data:
· An integer result code – Used to report status of the invocation of the Diagnostic Function

· The URI of the MO – the Diagnostic Function Management Object, TrapMO, etc. – Used to identify the source MO 
· An alert type – Used to identify the operation

· Correlator – Used by the server and passed as part of the Exec command
6. The DiagMon MOs

6.1 The DiagnosticFunctionMO

A Diagnostic Function is provided in a device, typically by an OEM.  The DiagnosticFunctionMO makes it remotely invokable.  The DiagnosticFunctionMO is used as the means to expose the Diagnostic function to the DM server (and beyond). The salient points on the usage of the DiagnosticFunctionMO are:
· the DM Server invokes the diagnostic function through the DiagnosticFunctionMO
· the DiagnosticFunctionMO specific behavior determines the results to be returned to the DM server
· Results may be returned in the DM session or a Generic Alert is sent to the DM server for subsequent asynchronous delivery
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Figure 1: DiagnosticFunctionMO

The Diagnostic Function is invoked by the DM server using an Exec command on the DiagnosticFunctionMO node.  Results are communicated asynchronously using a Generic Alert if an Exec command is employed. In addition, the results can also be retrieved subsequently by the DM server using a Get command. Results returned can be Encrypted or Not, based on preference setting.
6.1.1 Proposed Alert Type

The following is the proiposed Alert Type for the Generic Alert to be sent from client to DM server at the end of the invocation of the Diagnostic Function MO:


“org.openmobilealliance.dm.diagnosticfunction” 

6.1.2 Proposed ResultCodes

The following are the proposed Result Codes for the Diagnotic Function MO:
	Code
	Meaning
	Usage

	200
	Successful . 
	Successful - The Request has Succeeded

	250 -299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified ResultCode

	400
	Failed
	Failure to execute Diagnostic Function / operation

	406
	Not authorized
	The server is not authorized to conduct this operation.

	408
	Not Implemented
	The device does not support the requested operation.

	501
	Operation fails because  device is out of memory
	The operation fails due to insufficient memory in the device to execute the diagnostic function


6.2 The TrapMO
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A trap is a well kwown concept employed in network management.  In particular, a TrapMO is used to report the occurrence of an event of interest. A Trap also assembles a context data (variable bindings).  Each trap has its own variable bindings which are reported to server.

Figure 2:  TrapMO

6.2.1 Proposed Alert Type

The following is the proiposed Alert Type for the Generic Alert to be sent from client to DM server at the end of the firing of the Trap MO:


“org.openmobilealliance.dm.Trap” 

6.2.2 Proposed ResultCodes

The following are the proposed Result Codes for the Diagnotic Function MO:

	Code
	Meaning
	Usage

	200
	Successful  
	Successful - The Request has Succeeded

	201
	Successful – Bindings Data Ready
	Successful completion – variable bindsing can be retrieved if needed

	250 -299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified ResultCode

	400
	Failed
	Failure to execute operation associated with Trap

	406
	Not authorized
	The server is not authorized to conduct this Trap operation.

	408
	Not Implemented
	The device does not support the requested operation.

	501
	Operation fails because  device is out of memory
	The operation fails due to insufficient memory in the device to execute the diagnostic function


Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-DiagMon-V1_020060326-D
	26 Mar 2006
	All
	For discussion of Baseline document
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for DiagMon Framework Client

	Item
	Function
	Reference
	Status
	Requirement

	DiagF-C-001
	DM Client allows DM Server to invoke diagnostic functions via  DiagMon MOs
	Section 5
	M
	

	DiagF-C-002
	Results are provided Asynchronously to DM server
	Section 5
	O
	

	DiagF-C-003
	Subsequent Get by server returns results available
	Section 5
	O
	

	DiagF-C-004
	Alert Type provides information on MO
	Section 5
	M
	


B.2 SCR for DiagMon Framework Server

	Item
	Function
	Reference
	Status
	Requirement

	DiagF-S-001
	DM Server can invoke diagnostic functions via  DiagMon MOs
	Section 5
	M
	

	DiagF-S-002
	Results are receives Asynchronously by DM server
	Section 5
	O
	

	DiagF-S-003
	Server can Get results from MO
	Section 5
	O
	

	DiagF-S-004
	Alert Type is received that provides information on MO
	Section 5
	M
	


B.3 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.4 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF

	
	
	
	
	


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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