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1 Reason for Change

This CR aims to give more clear sentences for TrapMO Security Issues by providing a separated section.
This CR also contains the Outward Trap Security issues, which was agreed, but not incorporated into the TS due to the unexpected document corruptions.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Remove Some parts of the spec to move them to another section

5.2 Registrations

If the Device supports a Trap, it means the Device is capable of monitoring the event and send Notifications whenever it detects the event. If the Management Authority wants to use the capability, it has to register for it. The Trap will have two events being monitored – when the Trap becomes active and when the Trap becomes inactive. 

There are two types of Registration depending on the direction in which the Notification is bound, outward and inward. The first type, outward Registration is used when the Management Authority wants to receive the Notification as soon as the Traps are generated; whereas, the second type, inward Registration allows that Traps can be transferred to some other functional components on the same Device so as to trigger a certain operation in the destination. Note that the default triggering is when the Trap becomes active. It is possible to set the Trigger node to allow the Notification to take place when the Trap becomes Inactive as well. There are three possibilities for triggering: Active (default), Inactive and Both.
The OMA Trap Framework supports multiple Trap recipients. Therefore, it MUST be possible that more than one server can register on one Trap at the same time with the maximum allowed number being limited by the vendors based on the Occurrence framework property of the Trap node [OMA-DM]. In this case, the order in which the Device sends the Notifications for each server should be decided at the discretion of the vendors.

Inward Registration involves relatively more complex procedure compared to outward one. This is mainly due to the fact that security mechanisms in [OMA-DM] are not applicable in addressing the security issues pointed out in section 5.4. 



· 
· 

Change 2:  Adding a new Section 7. Secure Trap Operations
7. Secure Trap Operations

7.1 Secure Inward Trap
For secure trap operations, the Device should verify that the DM Server has proper authorizations for the inward Registration and the Notification as described below.

· Registration: The DM Server can register to the Inward Trap by adding sub-tree under ToRef/TargetURI. This registration MUST be granted only if the DM Server has Exec permission on the executable node pointed by ToRef/TargetURI/<x>/URI. The Device MUST verify this Exec permission in addition to the basic ACL rules (i.e. Add right for adding a sub-tree). If the DM Server doesn’t have Exec permission, the registration MUST be rejected with TrapMO Result Code 1400 (Registration failed due to insufficient authorizations). After the successful registration, the ToRef/TargetURI/<x>/RegisteredServerID node MUST be set by the Device with the server identifier that registered this inward trap.
· Notification: When the inward trap event occurs, the trap is transferred to the executable node pointed by ToRef/TargetURI/<x>/URI, which triggers the execution of the node. The trap MUST be notified only if the DM Server, identified by the sibling RegisteredServerID node, has the Exec permission on the executable node pointed by ToRef/TargetURI/<x>/URI. How to verify the Exec permission is up to implementation, but it MUST be considered that the ACL can be dynamically changed. For example, the Device MUST check Exec permission right before notifying the trap event, or the Device MUST trigger a check process upon the ACL change.

If the DM Server doesn’t have the Exec permission on the executable node, the related inward trap registration MUST be deregistered as soon as practical. After the inward trap is deregistered, the Device MUST remove the corresponding sub-tree under ToRef/TargetURI. A Generic Alert MAY be sent to the DM Server, identified by the RegisteredServerID node, for notifying the deregistration as described in section 8.1.

7.2 Secure Outward Trap

The DM Server can register to the Outward Trap by adding sub-tree under ToRef/TargetServer. For the successful registration, the Device MUST verify that the ToRef/TargetServer/<x>/ServerID node is set with the DM Server’s own server identifier (i.e. the DM Server MUST NOT register other DM Servers). If the registration fails, the Device  MUST send the status code 403 Forbidden.
Change 3:  Change the Min. Access Type for ServerID
	<x>/ToRef/TargetServer/<x>/ServerID

	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Required
	One
	chr
	Get, No Replace,
	



This leaf node specifies the server identifier of the registered DM Server.
Change 4:  Deleting the Informative section since the problem is now gone
7. 

7.1 
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