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1 Reason for Change

The RD use cases lack descriptions for locking the device and wiping a device’s data without user request. This CR intends to add some text to describe this. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees this CR and incorporates the changes into a new LAWMO RD baseline for closure review. 
6 Detailed Change Proposal

5. Use Cases
(Informative)
5.2 Wiping Device’s Data
5.2.1  ASK  \* MERGEFORMAT Short Description
1) Wiping Device’s Data with user request

An end user wants to upgrade his device and sell the old one on the internet.  He wishes to permanently wipe all his personal and/or enterprise-related data from device. His device either does not provide a user-accessible wipe function or the wipe function is hard to use. In this case, wiping data by Device Management Server is welcome.

2) Wiping a device without user request: 
When an employee uses a personal phone and decides to terminate his contract with his employer.  Prior to terminating his employment, the enterprise commands the device to wipe enterprise-sensitive data.

5.2.2 Actors

· Management Authority: Customer Care
· Device Management Server
· User: End User
5.2.2.1        Actor Specific Issues
· Management Authority: Management Authority would like to help subscribers deal with their data remotely and easily.  
· Device Management Server: Device Management Server issues and handles the commands in the service.
· User: User would like to permanently wipe his data from his device.
5.2.2.2        Actor Specific Benefits
· Management Authority: Management Authority can provide good service experience for their subscribers
· User: User can permanently erase his personal data and protect his privacy.
5.2.3 Pre-conditions

· Customer Care can request the Device Management Server send wipe command(s).
· The device is able to establish a DM session with the Device Management Server.
· Personal and/or enterprise-related data in the device can be wiped.
· The Device Management Server can optionally provide a user prompt for approving the wipe process.  
· User request Customer Care to help him wipe his data from device and Customer Care can confirm the user’s identity.
5.2.4 Post-conditions
 All sensitive data in the device is permanently wiped by the Device Management Server.

5.2.5 Normal Flow

1. End User contacts Customer Care and requests personal data be wiped from his device

2. Customer Care validates and confirms the User’s identity.
3. Customer Care sends, via the Device Management Server, command(s) to the device to wipe data.
4. The device issues a prompt to the User to confirm this operation. 

5. Upon confirmation by the User, the device wipes user’s data.
6. The device reports the results to the Device Management Server. Customer Care is notified of the results and informs the User.

5.1.6      Alternative Flow 1
This alternate flow describes the scenario that no user prompt is required by the device holder:

1. End User contacts Customer Care and requests personal data be wiped from his device without user confirmation
2. Customer Care validates and confirms the User’s identity
3. Customer Care sends, via the Device Management Server, command(s) to the device to wipe data.

4. The device consumes the command and wipes user data without user confirmation. 

5. The device reports the results to the Device Management Server. Customer Care is notified of the results and informs the User.

5.3 Locking/Unlocking Device Use Case
5.3.1  ASK  \* MERGEFORMAT Short Description

1) Locking device with user request:
Jack comes to his office and finds he has left his mobile Device in a taxi just minutes ago. He contacts the Device Management Authority, who may be his service provider’s Customer Care, at once and asks for his device to be Partially Locked. Customer Care staff first confirms his identity then requests the Device Management Server send a command to Partially Lock his device.  Jack’s device is now protected from fraudulent use and his personal information cannot be perused. Jack calls his device hoping the person in possession of it will return it to him.  The taxi driver answers and Jack arranges to pick up his device.  After picking up his device he calls Customer Care to unlock his device and return it to full functionality.  

2) Locking device without user request: 
An enterprise distributes phones to employees.  An employee resigns but fails to return his phone.  The enterprise (who is the Management Authority in this case) locks the former employee's phone.  Many similar use cases exist ie, the employer may wish to lock the phone when the employee goes on a leave of absence, or on weekends, etc.
5.3.2 Actors

· Device Management Server

· Device Management Authority: Customer Care
· User A: Jack who lost his device
· User B: Someone who holds  the lost device 
5.3.2.1        Actor Specific Issues
· Customer Care: Customer Care helps subscribers to deal with their device and data remotely.
· Device Management Server: Device Management Server issues and handles the commands in the service.
· User: Neither User A or User B can unlock the device locally.
5.3.2.2        Actor Specific Benefits
· Customer Care: Customer Care can provide good service experience for their subscribers and protect against fraudulent service use.
· User A: User can effectively protect his privacy and avoid fraudulent use of his device without having to terminate his service account.  Upon retrieving his device he can have it returned to its normal working state. 
5.3.3 Pre-conditions

· The device is able to establish a DM session with the Device Management Server.
· Customer Care can confirm the identity of Jack, who asks for his device to be locked, and can request the Device Management Server send device lock and unlock command(s).
· The device can be locked and unlocked. 
5.3.4 Post-conditions
        The device is locked/unlocked by the Device Management Server.

5.3.5 Normal Flow

· After losing his device in a taxi, User A (Jack) makes a call to Customer Care to request Partially Locking his device. Customer Care first confirms his identity and then requests the Device Management Server to send a command to Partially Lock Jack’s device.
· The device consumes the operations and partially locks the device.
· The device reports the results to the Device Management Server, and Customer Care is notified of the results and informs Jack.
· Jack dials up his device to contact User B, the current holder, to arrange return of his device.  User B answers and Jack arranges to retrieve his device.
· After retrieving his device, Jack calls Customer Care and requests his device to be unlocked. Customer Care confirms Jack’s identity, then requests  the Device Management Server to send command(s) to unlock Jack’s device 
· The device consumes the operation and unlocks Jack’s device.
· The device reports the results to the Device Management Server and Customer Care is notified of the results and informs Jack.
5.3.6 Alternative Flow

In this alternate flow, Jack realizes his device has been stolen and requests his device to be fully locked.

1. After realizing his device has been stolen, User A (Jack) makes a call to Customer Care to request Fully Locking his device. Customer Care first confirms his identity and then requests the Device Management Server send a command to Fully Lock Jack’s device.
2. The device consumes the operations and fully locks the device.
3. The device reports the results to the Device Management Server, and Customer Care is notified of the results and informs Jack.
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