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1 Reason for Change
This contribution deals with the following ADRR comments
	ID
	Open Date
	Type
	Section
	Description
	Status

	A008
	
	T
	5.4,5.7
	Source: Mr. Angwin Alastair (IBM)
Form: email
Comment: There seems to be an inconsistency between who does the manipulation between sections 5.4 and 5.7 (description of flows. Section 5.4.2 states "The DM Client can access LAWMO provided by the LAWMO Enabler such that the DM Server can manipulate it. " which implies any intelligence/workflow is done at the DM server, e.g. to interogate some status on the device then take actions, where as in 5.7.1.1 it states in the exemplar flow "The DM Client manipulates the LAWMO." and similarly in 5.7.2.1 which implies the DM client can do more than a basic instruct and receive responses type interation with the LAWMO Client. It is my understanding the DM Client, having parsed the DM document, would do the interation with the LAWMO client by instructing the DM client pursuant with the DM document and handling, e.g. pass on, responses to the DM server whereafter the DM server or even the LAWMO server may make decisions on subsequent actions. This being the case I suggest the word manipulate is not used in text pertaining to the interaction between DM client and LM client
Proposed Change:
	Status: OPEN 




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM Group agrees with this CR and CLOSE these ADRR comments (A008).
6 Detailed Change Proposal

Change 1:  A008
5.7.1 LAWMO Server Interactions with LAWMO Client on the Device for LAWMO Operations without User Confirmation/Notification
This flow describes the interaction between the LAWMO Client on the device and the LAWMO Server wherein the LAWMO Server invokes LAWMO functionality on the device. 

This condition would typically apply in the following use case:

· Partial Lock/Unlock Operation: An End User (Jack) finds he has left his mobile device in a taxi and wants to Partially Lock his device.  Jack’s device is now protected from fraudulent use and his personal information cannot be perused. Jack can call his device hoping the person in possession of it will return it to him.  The taxi driver answers and Jack arranges to pick up his device.  After picking up his device he calls Customer Care to unlock his device and return it to full functionality. These operations will be performed without user confirmation.
· Full Lock/Wipe Operation: An End User realizes his device has been stolen and requests his device to be fully locked to protect his device from fraudulent use and his personal information cannot be perused. In addition he may request to wipe all his personal and enterprise-related data. These operations will be performed without user confirmation and without user notification.
5.7.1.1 Normal Flow

1.  The LAWMO Server sends notifications to DM Server to perform LAWMO Operation on the device without User Confirmation/Notification.

2.  The DM Server notifies the DM Client to initiate the device management session.
3.  The DM Server sends the DM command(s) to DM Client on the device to perform a LAWMO Operation.

4.  The DM Client execute the DM command(s) sent from DM Server.

5.  The LAWMO Client performs the requested LAWMO Operation.

6.  The DM Client reports the results of the requested LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the DM command has been received rather than results) to the DM Server.

7. The DM Server relays the results of the requested LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the DM command has been received rather than results) to the LAWMO Server.

5.7.2LAWMO Server Interactions with LAWMO Client on the Device for LAWMO Operations with User Confirmation
This flow describes the interaction between the LAWMO Client on the device and the LAWMO Server wherein the LAWMO Server invokes a LAWMO Operation which requires User confirmation prior to execution.  
This condition would typically apply in the following use case:

· Wipe Operation: An End User wants to upgrade his device and sell the old one on the internet.  He wishes to permanently wipe all his personal and/or enterprise-related data from device with user confirmation.
· Factory Reset Operation: Non-end users, such as mobile network operators, device manufacturers, or resellers of second-hand devices, require the capability to reset devices to the factory clean state automatically and easily and allow user to confirm this operation before execution.

5.7.2.1 Normal Flow

1.  The User requests, via External Management Infrastructure, a LAWMO Operation be performed on the device

2.  LAWMO Server sends notifications to DM Server to perform LAWMO Operation on the device with indication that User confirmation is required.
3.  The DM Server notifies the DM Client to initiate the device management session.
4．The DM Server sends the DM command(s) to DM Client on the device to perform a LAWMO Operation, with User confirmation required.

5.  The DM Client presents the User with the opportunity to confirm execution of the LAWMO Operation.

6.  Upon positive confirmation, the DM Client execute the DM command(s) sent from DM Server.

7.  The LAWMO Client performs the requested LAWMO Operation.

8.  The DM Client reports the results of the LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the command has been received rather than results) to the DM Server.
9. The DM Server relays the results of the requested LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the DM command has been received rather than results) to the LAWMO Server.
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