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1 Reason for Change

The wipe operation in LAWMO removes data from the device as per sub-nodes of the AvailableWipeList node in the MO and optionally removes those nodes from the tree. The decision whether to do the latter is left to client implementation and the LAWMO server has neither control on the behaviour nor advance knowledge how the client will behave in that aspect. This CR proposes adding an optional configuration node that will instruct the client whether to delete the nodes.
Changes are in sections 5 and 6.
Wording changes in the description of result codes
If changes are not accepted, the LAWMO operations are not fully defined in certain cases.
R01 changes:

1. Added new behavior when AvailableWipeList tree is invalid

2. Added a new result code
3. Modified behaviour as per the new node (DeleteNodes)
4. Fixed a typo
2 Impact on Backward Compatibility

The new node will be optional so there is no backward incompatibility.
The new return status is NOT backward compatible.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group reviews and agrees on the proposed changes.
6 Detailed Change Proposal

Change 1:  Section 5 – Add a new node under LAWMOConfig + clerical
a) Add the new node
b) Change the border of optional nodes to dotted line

Old diagram:
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New diagram:
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Change 2:  Section 5 – Add description for new node
<x>/LAWMOConfig/DeleteNodes
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	One
	bool
	Get, Replace


This leaf node specifies whether the LAWMO client will remove sub-nodes under the AvailableWipeList node when the data of those sub-nodes has been successfully wiped.  If the node exists and the value is True, every non-permanent node in the AvailableWipleList/<x> sub-tree will be deleted if the data referred by that sub-tree was deleted. If the value is False, the sub-trees MUST NOT be deleted. If the node is not present, the behavior is left to LAWMO client implementation.
Change 3:  Section 6.1 – Modify Wipe behavior as per new node
When the Wipe primitive is executed, all data associated with nodes in the "AvailableWipeList" that have "ToBeWiped" nodes with values of "true" MUST be wiped. After the Wipe primitive is executed, non-permanent nodes in the "AvailableWipeList" sub-tree MUST be removed by the LAWMO Client if the LAWMOConfig/DeleteNodes node exists and its value is True. If the value of the LAWMOConfig/DeleteNodes is False the nodes MUST NOT be removed. If the node is not present, those nodes MAY be removed by the LAWMO client. For example, if the server is wiping SMS messages in SMS Inbox, the <x> node may remain in place to allow future invocations. If the server is wiping a transient data, the <x> node MAY be removed by the LAWMO Client after the data is wiped.
Change 4:  Section 6.4 – Add, clarify, clerical
6.4 LAWMO Result Code
The LAWMO Result Code MUST be sent as an integer value in <Item>/<Data> element of the LAWMO Alert message or in response to an Exec command in case of synchronous execution. The Result Code MUST be one of the values defined below: 

	Result Code
	Result Message
	Informative Description of Status Code Usage

	1200
	Operation Succeeded
	Operation completed successfully

	1201
	Wipe Operation Succeeded with data wiped
	Wipe Operation Succeeded.  Only data was wiped

	1202
	Wipe Operation Succeeded with both data wiped and associated wipe list nodes within management tree deleted
	Wipe Operation Succeeded. Device data was wiped and associated wipe list nodes within management tree were deleted together (excluding permanent nodes)

	1250-1299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified Result Code

	1400
	Client Error
	Client error – based on User or Device behaviour

	1401
	User cancelled
	User chose not to accept the operation when prompted

	1402
	Fully Lock Device Failed
	The Fully Lock Device Operation failed

	1403
	Partially Lock Device Failed
	The Partially Lock Device Operation failed

	1404
	UnLock Device Failed
	The UnLock Device Operation failed

	1405
	Wipe Device’s Data Failed
	The Wipe Device’s Data Operation failed

	1406
	Wipe Operation not performed


	The Wipe Operation was not performed due to all the values of “ToBeWiped” nodes being set to “False” under the “AvailableWipeList”

	1407
	Wipe operation not performed – invalid tree
	The Wipe operation was not performed because the AvailableWipeList tree structure was invalid

	1450-1499
	Client Error  – Vendor Specific
	Client Error encountered for Operation with Vendor Specified Result Code


Change 5:  Section 6.1 – Add new behavior and new result code

· The LAWMO Server uses it to configure the list of data supported on the Device to LAWMO Server only. In this case, the LAWMO Server MUST create the <x> and its child nodes under <x>/AvailableWipeList node for each list and set the value of “ToBeWiped” node to specify whether a specific list will be removed when Wipe Primitive is executed.
If the AvailableWipeList tree is invalid (e.g. no <x> nodes, or missing nodes under any <x> node), the LAWMO Client MUST reject the whole wipe operation with status 1407 (Wipe operation not performed – invalid tree).
When the Wipe primitive is executed, all data associated with nodes in the "AvailableWipeList" that have "ToBeWiped"
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