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1 Reason for Change

The LAWMO TS contains some bugs, a meaningless text and is also missing some explanations. 
Also, several clerical issues were identified.
This CR attempts to close these gaps.
Scope of change is sections 6.1 and 6.4.
R01 – Replace the deleted text in 6.1 with the correct requirement
R02 – removed parts of change # 2 as per David K. Smith’s comments
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM group reviews and agrees to this CR.
6 Detailed Change Proposal

Change 1:  Section 6.1 – remove meaningless text
The marked text specifies a pre-condition, but the text was unclear. R01 fixes that.
Additionally, the non-normative term ‘needs to’ is replaced with ‘MUST’.
6.1 Exec command semantics
In the LAWMO tree the Exec command is only allowed to target Primitives under Operations nodes. After an Exec command to one of the Primitives under Operations node, the LAWMO Client MUST send response to the LAWMO Server in either of the following ways:

1. Asynchronously if the Exec command is acceptable and will be executed asynchronously. 

· The LAWMO Client MUST return status code 202  (“Accepted for processing”) for Exec command, as defined in [DMREPRO] 

· Upon completion of the asynchronous operation, the LAWMO Client MUST send an alert back to the server by using the Generic Alert defined in [DMPRO]. 

2. Synchronously If the Exec command is acceptable and executed synchronously.
· If the Exec command is performed, the LAWMO Client MUST return appropriate LAWMO Result Code in <Status>/<Data> element for Exec command as defined in section 6.4. 
Before accepting the Exec command, the following Pre-Condition MUST be satisfied:

· The node targeted by the Exec command MUST be present.
· 
The Exec command targeting a child node of an Operations node starts the execution of a chosen Primitive. For example: 

Change 2:  Section 6.1 – fix ‘Lock’ to ‘FullyLock’
The operation name ‘Lock’ is fixed to ‘FullyLock’.
If the Exec command is targeting FullyLock/PartiallyLock Primitive, the LAWMO Client MUST Fully/Partially Lock the device.

If the Exec command is targeting Unlock Primitive, the LAWMO Client MUST re-enable all device functionalities previously locked by FullyLock or PartiallyLock Operations. 

If the Exec command is targeting Factory Reset Primitive, the LAWMO Client MUST reset the device to its initial factory state. In this case only the status code for Exec command will be returned to LAWMO Server within the same DM session. It is not possible to report result back. 

Change 3:  Section 6.1 – Bug fixes + clerical
Change ‘DM client’ to ‘LAWMO Client’, change ‘Client’ to ‘LAWMO Client’, use proper case, fix typos/grammar.
There are two purposes for the <x>/AvailableWipeList branch:

· The LAWMO Client uses it to expose the list of data categories supported on the Device to the LAWMO Server and receive configuration from LAWMO Server. In this case, the LAWMO Client MUST create the <x> and the child nodes under <x>/AvailableWipeList node for each supported “ListItemName” value in advance. Then the LAWMO Server can obtain the “ListItemName” values using the Get command and set the value of “ToBeWiped” node corresponding to each “ListItemName” value to specify whether the category of data represented by the “ListItemName” value will be removed when the Wipe Primitive is executed. 

· The LAWMO Server uses it to configure a ”ListItemName” value  supported by the LAWMO Client and known to the LAWMO Server. In this case, the LAWMO Server MUST configure the child nodes under <x>/AvailableWipeList node for each “ListItemName” value supported by the LAWMO Client and set the value of “ToBeWiped” node to specify whether the category of data represented by the “ListItemName” value  will be removed when the Wipe Primitive is executed.

Change 4:  Section 6.4 – clerical

6.4 LAWMO Result Code

The LAWMO Result Code MUST be sent as an integer value in <Item>/<Data> element of the LAWMO Alert message or in response to an Exec command in case of synchronous execution. The Result Code MUST be one of the values defined below: 

	Result Code
	Result Message
	Informative Description of Status Code Usage

	1200
	Operation Succeeded
	Operation completed successfully

	1201
	Wipe Operation Succeeded with data wiped
	Wipe operation succeeded.  Only data was wiped

	1202
	Wipe Operation Succeeded with both data and associated wipe list within management tree wiped
	Wipe operation succeeded. Device data was wiped and associated wipe list nodes within management tree were deleted together

	1250-1299
	Successful – Vendor Specified
	Successful operation with vendor specified result code

	1400
	Client Error
	Client error – based on User or Device behaviour

	1401
	User cancelled
	User chose not to accept the operation when prompted

	1402
	Fully Lock Device Failed
	The Fully Lock Device operation failed

	1403
	Partially Lock Device Failed
	The Partially Lock Device operation failed

	1404
	UnLock Device Failed
	The UnLock Device operation failed

	1405
	Wipe Device’s Data Failed
	The Wipe Device’s Data operation failed

	1406
	Wipe Operation not performed


	The Wipe operation was not performed due to all the values of “ToBeWiped” nodes under the “AvailableWipeList” being set to “False” 


	1450-1499
	Client Error  – Vendor Specified
	Client error was encountered for operation with vendor specified result code
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