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1 Reason for Change

If one M2M device only provides one service, it is waste of the device resource. As the M2M device gives us M2M services basically by sensing the data and reporting them (no need computational overhead), it is better to deloy more than one service logics in the M2M device and provide us mutiple M2M services with one M2M device. This is the why the authorization machansm in Lightweight M2M is needed.
The Lightweight M2M enabler could have two authorization concepts: server based and application based.
Server based:

Multiple M2M Service Providers will occur as M2M market grows so It is hard to achieve that all the application is in one M2M server which M2M Service Provider has. It means that Lightweight M2M should consider multiple M2M servers senario and support them for Lightweight M2M deployment. As these servers can have different right to control the resource in M2M device, we need to support M2M server based authorization feature if necessary.
Application based:
As you can see below figure, lots of applications can manipulate resource in M2M device. These applications deployed either in the same M2M server or different M2M server. Anyway, as the application can have differnet power to manage the resource in M2M device, we need to support M2M application based authorization feature.
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(e.g. App1: application for gas/water control service, App2: application for servailiance service, App3: application for smart metering service, App4: application for heating and cooling service.)
In addition, ETSI’s M2M architecture already supports multiple service provider concept; they don’t use device id for service, which can identify the device. However they use logical id, node id, which means that the M2M device can have many node id to be identified by each M2M service provider. (Each M2M service provider manage the device by accessing its own node id)
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  supporting authorization
6.1    High-Level Functional Requirements

	Label
	Description
	Release

	LightweightM2M-HLF-00X
	The Lightweight M2M enabler SHALL support authorization mechanism.

	1.0
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