OMA-DM-LightweightM2M-2012-0088-CR_Transfer_Protocol.docx
Change Request


OMA-DM-LightweightM2M-2012-xxx-CR_[image: Picture in Transforming WAPF Into OMA 20020313]definitions_for_terms.doc
OMA-DM-LightweightM2M-2012-0088-CR_Transfer_Protocol.docx[image: Picture in Transforming WAPF Into OMA 20020313]
Change Request


Change Request

	Title:
	Transfer Protocol
	|X| Public      |_| OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0_0-20120904-D.doc

	Submission Date:
	14 Sept. 2012

	Classification:
	|X| 0: New Functionality
|_| 1: Major Change
|_| 2: Bug Fix
|_| 3: Editorial

	Source:
	Zach Shelby, Sensinode, zach@sensinode.com 

	Replaces:
	n/a


Reason for Change
This contribution shows how to define a simple transfer protocol binding to IETF CoAP for efficient binary messages and to IETF DTLS for security. 
Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
DM WG to review and discuss this proposed CR

Detailed Change Proposal

2.1 [bookmark: _Toc124671654]Normative References
	[CoAP]
	Shelby, Z., Hartke, K., Bormann, C., and B. Frank, "Constrained Application Protocol (CoAP)", draft-ietf-core-coap-11 (work in progress), July 2012.

	[OBSERVE]
	Hartke, K. “Observing Resources in CoAP”, draft-ietf-core-observe-06 (work in progress), Sept 2012.

	[RFC6690]
	Shelby, Z. “Constrained RESTful Environments (CoRE) Link Format”, RFC6690, Aug 2012.

	[RFC6347]
	Rescorla, E. and N. Modadugu, "Datagram Transport Layer Security Version 1.2", RFC 6347, January 2012.

	[RFC6655]
	McGrew, D. and D. Bailey, "AES-CCM Cipher Suites for TLS", RFC6655, July 2012.





Transport Protocol
All LWM2M interfaces use the IETF Constrained Application Protocol [CoAP] as an underlying tranport protocol across IP, SMS and USSD bearers. This protocol defines the message header, request/response codes, message options and retranmission and congestions control mechanisms. This section defines the subset of features from the CoAP specification to be used by LWM2M interfaces.
Required Features
LWM2M uses the basic binary CoAP message header, and a small subset of options:
· Confirmable, Acknowledgement and Reset messages MUST be supported.
· GET, PUT, POST and DELETE methods MUST be supported. Each interface and object determines the subset of methods actually used.
· A subset of Response Codes MUST be supported (determined by the methods and options supported).
· The Uri-Path Option MUST be supported to indicate the identifier of the interface, management object or service object being requested. 
· The Uri-Query Option MAY be supported if used by an interface.
· The Content-Type Option MAY be used to indicate the media type of the payload. A default value of application/oma-lwm2m is assumed, allowing this option to be elided.
· The Token Option MAY be used to enable multiple requests in parallel with an endpoint.
Message Header
The basic 4-byte binary CoAP message header is defined in Section 3 of [CoAP]. This same base message is used for Request and Response interactions. 

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |Ver| T |  OC   |      Code     |          Message ID           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |   Options (if any) ...
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |   Payload (if any) ...
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

· The Version field is always set to 1. 
· The Type (T) field indicates if the message is a Confirmable, Non-confirmable, Acknowledgement or Reset message. 
· The Option Count (OC) field indicates the number of binary TLV options immediately following the base header. 
· The Code field indicates the Method (GET, POST, PUT, DELETE) in a Request or the Response Code in a Response. 
· The Message ID field is set when a Confirmable or Non-confirmable message is sent, and copied in an Acknoledgement for message matching and duplicate detection. 
The binary Type-Length-Value format of CoAP Options is defined in Section 3.2 of [CoAP].
URI Identifier
Although CoAP supports a URI in requests, it is not used in the same way as in HTTP. The URI in CoAP is broken down into binary parts, minimizing overhead and complexity. In LWM2M only path segment and query string URI components are needed. The URI path is used to simply identify the interface or object that the request is for, and is encoded in a Uri-Path option. Simple URIs for LWM2M could include:

	Interface
	Path
	Uri-Path Option Size

	Registration
	/rd
	3 bytes

	Bootstrapping
	/bs
	3 bytes

	Management or Service Object
	/45 or /dev/5 or /dev/mdl
	3-8 bytes


[bookmark: _Toc61141565]Table 1: Simple example URIs
Some interface MAY also make use of query string parameters to pass on meta-data with the request separately from the payload. Each query parameter is encoded in a Uri-Query Option.
Hierarchy is not required in a CoAP URI, a simple number may be used as the path. However some structure can be useful for separation of functionality and extensibility. For example the model number of the device group could be identified as /dev/mdl, as /dev/5 or as /45. These URIs could even identify the same object, allowing /45 to be used as a flat identifier for the object.
Reporting
Periodic and event-triggered reporting about object values from the LWM2M Client to the LWM2M Server is achieved through CoAP Observation [OBSERVE]. This simple mechanism allows the LWM2M Server to send an Observe GET request for an object, which results in asynchronous notifications whenever that object changes (periodically or as a result of an event).
UDP Binding
The CoAP binding for UDP is defined in [CoAP]. The protocol has a IANA registered scheme of coap:// and a default port of 5683. The UDP binding is used in NoSec (no security) mode. Reliability over the UDP transport is provided by the built-in retransmission mechanism of CoAP.
DTLS Binding
The DTLS binding for CoAP is defined in Section 9 of [CoAP]. Datagram Transport Layer Security (DTLS) [RFC6347] is a long-lived session based security solution for UDP. It provides a secure handshake with session key generation, authentication, data integrity and confidentiality.  DTLS is also used for authorization on individual CoAP resources. A LWM2M implementation MUST support the Pre-Shared Key mode of DTLS with Cipher TLS_PSK_WITH_AES_128_CCM_8 [RFC6655] as defined in Section 9.1.3.1 of [CoAP], and in addition MAY support Raw Public Key or Certiciate modes as defined in Section 9.1.3.2 and 9.1.3.3 of [CoAP], respectively.
An LWM2M client and server SHOULD keep a DTLS session in use as long as possible (even across sleep cycles).
SMS Binding

USSD Binding
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