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1 Reason for Change

These are changes to cover what we agreed at LA F2F meeting
· Make ACL optional if there is only one account of LWM2M Server
· Add normative language
· Fix execute wording -> perform
· Execute operation is forbidden for operation on Object
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Update Access Control Chapter
8.2.3 Authorization
For authorizing logical operation sent from the LWM2M Server, the LWM2M Client verifies the access based on the conjunction of the access right and the access type. This chapter specifies how the LWM2M Client obtains access right of the LWM2M Server and authorizes logical operation on Resource or Resource Instance and on Object separately.
The LWM2M Server and the LWM2M Client MUST support the authorization procedure described in this section.
8.2.3.1 Obtaining Access Right

For obtaining access right of Object for a certain LWM2M Server, the LWM2M Client MUST performs the following procedure:

1. If the LWM2M Client has only one LWM2M Server account, the LWM2M Server has full access right (i.e. write, read, execute) and ACL of Object is ignored.
2. Unless, the LWM2M Client finds an access right of LWM2M Server according to ACL of Object the LWM2M Server accesses.
A. If ACL has ACL entry which contains Short Server ID of the LWM2M Server, the LWM2M Server has an access right of the ACL entry.

B. If ACL doesn’t have ACL entry of the LWM2M Server, the LWM2M Server has an access right of a default ACL entry if the default ACL entry exists.
C. If ACL doesn’t have ACL entry of the LWM2M Server and the default ACL entry doesn’t exist, the LWM2M Server has no access right. 
8.2.3.1 Operation on Resource or Resource Instance
If the LWM2M Server accesses a Resource or Resource Instance(s), the LWM2M Client gets an access right of the LWM2M Server for Object that Resource or Resource Instance(s) belongs to according to 8.2.3.1 and check whether the access right is granted enough to perform the logical operation. If it is not granted, the LWM2M Client MUST send “ACL Permission Denied” error code to the LWM2M Server. If the access right is granted, the LWM2M Client verifies whether the Resource or the Resource Instance(s) supports the logical operation. If the logical operation is not supported by the Resource or the Resource Instance, the LWM2M Client MUST send “Access Type Permission Denied” error code to the LWM2M Server. If the Resource supports the logical operation, the LWM2M Client performs the logical operation and sends response if needed
8.2.3.2 Operation on Object

If the LWM2M Server accesses an Object, the LWM2M Client finds an access right of the LWM2M Server for Object according to 8.2.3.1 and check whether the access right is granted enough to performs the logical operation. If the logical operation is not granted, the LWM2M Client MUST send “ACL Permission Denied” to the LWM2M Server. If the access right is granted, the LWM2M Client checks whether each Resource supports the logical operation. If the logical operation is “write”, the LWM2M Client MUST perform the logical operation on the Object and sends response only if all the Resources in the operation are allowed to perform the “write” logical operation. If it is not allowed, the LWM2M Client MUST inform the LWM2M Server of which Resources don’t support the logical operation of by sending “Access Type Permission Denied” error code for the Resources. If the logical operation is “read”, the LWM2M Client MUST retrieve all the Resources except the Resource(s) which doesn’t support “read” operation and sends the retrieved Resource(s) information to the LWM2M Server. If the logical operation is “execute”, the LWM2M Client MUST not perform the logical operation.



Note: If Object Instance is introduced, these sections should be updated
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