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6. [bookmark: _Toc357006243]
Security	Comment by tcarey: What do we do for SMS security. Since the authentication and encyrption functions are delegated to Channel security how are these  functions imposed in SMS?
The LWM2M protocol is based on [CoAP] principles and utilizes the UDP and SMS transport channel bindings of the protocol. The LWM2M protocol utilizes the security mechanisms of these channel bindings to implement authentication, confidentiality, and data integrity features of the protocol between communicating LWM2M entities. 
For authentication of communicating LWM2M entities, the LWM2M protocol requires that all communication between LWM2M Clients and LWM2M Servers as well as LWM2M Clients and LWM2M Bootstrap Servers are authenticated using mutual authentication. This means that a:
· LWM2M Client MUST authenticate a LWM2M Server prior to exchange of any information. 
· LWM2M Server MUST authenticate a LWM2M Client prior to exchange of any information. 
· LWM2M Client MUST authenticate a LWM2M Bootstrap Server prior to exchange of any information. 
· LWM2M Bootstrap Server MUST authenticate a LWM2M Client prior to exchange of any information. 

For confidentiality and data integrity of information between communicating LWM2M entities, the LWM2M protocol requires that all communication between LWM2M Clients and LWM2M Servers as well as LWM2M Clients and LWM2M Bootstrap Servers are encrypted and integrity protected.  This means that a:
· LWM2M Client MUST encrypt and integrity protect data communicated to a LWM2M Server.
· LWM2M Server MUST encrypt and integrity protect data communicated to a LWM2M Client. 
· LWM2M Client MUST encrypt and integrity protect data communicated to a LWM2M Bootstrap Server.
· LWM2M Bootstrap Server MUST encrypt and integrity protect data communicated to a LWM2M Client.

The LWM2M protocol specifies that authorization of LWM2M Servers to access Object Instances and Resources within the LWM2M Client is provided through Access Control Object Instances within the LWM2M Client.

[bookmark: _Toc357006244]UDP Channel Security
The LWM2M protocol is based on [CoAP] principles. [CoAP] runs over UDP. The UDP channel security for [CoAP] is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is the equivalent of TLS v1.2 [RFC5246] for HTTP and utilizes a subset P.
DTLS supports most of the Cipher Suites defined in TLS. (Refers to TLS Cipher Suite registry http://www.iana.org/assignments/tls-parameters/tls-parameters.xml). 

Considering that any device with a LWM2M Client can be managed by any LWM2M Server the choice of Cipher Suites is not limited to the list defined in Section 9 of [CoAP].
The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a long-lived session based security solution for UDP. It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality. DTLS is also used for authorization on individual resources. 
Since the LWM2M protocol utilizes DTLS for authentication, data integrity and confidentiality purposes, the LWM2M Client and LWM2M Server SHOULD keep a DTLS session in use as long as possible (even across sleep cycles).
Mutual Authentication means that a LWM2M client MUST authenticate a LWM2M server. And a LWM2M server MUST authenticate a LWM2M client. This important security rule must also be applied within the bootstrapping interface. The LWM2M Bootstrap server MUST authenticate the LWM2M client and the LWM2M client MUST authenticate the LWM2M Bootstrap server prior to exchange any information.
Note that the Client-Server relationship of DTLS (i.e., who initiated the handshake) is separate from the Client-Server relationship of LWM2M. 
Considering that any device with a LWM2M Client can be managed by any LWM2M Server and LWM2M Bootstrap Server the choice of Cipher Suites is not limited to the list defined in Section 9 of [CoAP].The LWM2M Client and Server SHOULD keep a DTLS session in use as long as possible (even across sleep cycles).

The keying material used to secure the exchange of information using for all of the modesDTLS below issessions is obtained using one of the bootstrap modes defined in Section 5.1.2 Bootstrap Modes. The formats of the keying material carried in the LWM2M Server and LWM2M Bootstrap Objects are defined in Appendix D.1.1.
The Resources (i.e., “Security Mode”, “Public Key or Identity” and “Secret Key”)  in the LWM2M Server Object that are associated with the keying material are used for providing UDP channel security in “Device Registration”, “Device Management & Service Enablement”, and “Information Reporting” Interfaces. 
The Resources (i.e., “Security Mode”, “Public Key or Identity” and “Secret Key”) in the LWM2M Bootstrap Server Object that are associated with the keying material are used for providing channel security in Bootstrap Interface.


[bookmark: _Toc357006245]7.1.1 Pre-Shared Keys
A LWM2M server MUST support the Pre-Shared Key mode of DTLS with the Cipher Suites below:
· TLS_PSK_WITH_AES_128_CCM_8 [RFC6655] as defined in Section 9.1.3.1 of [CoAP]
· TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in [RFC5487]
A LWM2M Client MUST support the Pre-Shared Key mode of DTLS with at least one of the Cipher Suites specified for the LWM2M Server. The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for "PSK identity" in [RFC4279] and the value of "Secret Key" Resource for "PSK" in [RFC4279] as defined in Appendix D.1.1.
The LWM2M Client and LWM2M Server MAY support the use of other Cipher Suites.
For all Cipher Suites using AES in an LWM2M implementation,  the, the hashing functions SHOULD be SHA256.
For all Cipher Suites using AES in an LWM2M implementation, the hashing functions SHALL NOT be SHA-1.
A LWM2M Client negotiates with the LWM2M Server the best method during the DTLS handshake for establishing the DTLS session.
This security mode is appropriate for LWM2M deployments where there is an existing trust relationship between the LWM2M Server and Client. The same PSKs and PDK IDs need to be generated, and installed on the Client and Server. When using a Bootstrap Server, this security mode requires a 3-way trust relationship between the Bootstrap Server, LWM2M Server(s) and LWM2M Client(s).

[bookmark: _Toc357006246]7.1.2 Raw Public Key Certificates
If a LWM2M Server supports Raw Public Key Certificates it MUST support the Cipher Suites below:
· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 as defined in Section 9.1.3.2 of [CoAP]
· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in [RFC5289]
If a LWM2M Client supports Raw Public Key Certificates it MUST support at least one of the Cipher Suites supported by the LWM2M Server.
The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its Raw Public Key certificate and the value of "Secret Key" Resource for its Private Key as defined in Appendix D.1.1.
If the LWM2M Client and LWM2M Server supports Raw Public Key Certificates, they MAY support the use of other Cipher Suites.
If the LWM2M Client or LWM2M Server supports ECDHE and ECDSA for Raw Public Key Certificates, SHA-1 SHALL NOT be used and the minimum key length SHALL be at least 256 bits.
This security mode is appropriate for LWM2M deployments where there is an existing trust relationship between the LWM2M Server and Client. The same Public Keys (or hashed IDs of these keys) need to be generated, and installed on the Client and Server. When using a Bootstrap Server, this security mode requires a 3-way trust relationship between the Bootstrap Server, LWM2M Server(s) and LWM2M Client(s). 


[bookmark: _Toc357006247]7.1.3 X.509 Certificates
The X.509 Certificate mode requires the use of X.509v3 Certificates [RFC5280]. 
Certificates used in LWM2M SHOULD be signed by a root certificate, either by a public root CA or a private root. 
If a LWM2M server supports X.509 Certificate mode it MUST support the Cipher Suites below:
· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 as defined in Section 9.1.3.3 of [CoAP].
· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in [RFC5289]
If a LWM2M Client supports X.509 Certificate mode it MUST support at least one of the Cipher Suites supported by the LWM2M Server. The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its X.509 certificate and the value of "Secret Key" Resource for its Private Key as defined in Appendix D.1.1.
If the LWM2M Client and LWM2M Server supports X.509 Certificate mode, they MAY support the use of other Cipher Suites.
If the LWM2M Client or LWM2M Server supports ECDHE and ECDSA for X.509 Certificate mode, SHA-1 SHALL NOT be used and the minimum key length SHALL be at least 256 bits.
A LWM2M Client Certificate MUST include the Endpoint Name parameter used to register the device in the Subject Common Name (CN) field of the Certificate. Upon registration, the LWM2M Server MUST check that this CN field matches the Endpoint Name parameter of the registration message during authentication and MUST reject the handshake if these fields do not match. The LWM2M Server SHOULD also verify that the Certificate is signed by the indicated Issuer.
A LWM2M Server Certificate SHOULD include Subject and/or SubjectAltName fields listing its known DNS names and IP addresses which are included in the LWM2M Server URI resource of the LWM2M Sever Object Instance. The LWM2M Client SHOULD check that these fields of the Certificate match the URI used to register with the LWM2M Server. The LWM2M Client SHOULD also verify that the Certificate is signed by the indicated Issuer.
This security mode does not require a pre-existing trust relationship between the LWM2M Client and LWM2M Server, nor between a LWM2M Bootstrap Server and a LWM2M Server. However, all entities need a trust relationship with the CA(s) that issued the certificates used in LWM2M Servers and Clients.


[bookmark: _Toc357006248]Access Control
[bookmark: _Toc357006249]7.2.1 Access Control Object 
To authorize the logical operation sent from the LWM2M Server, the LWM2M Client checks Instances of Access Control Object. Each Access Control Object Instance is assigned per Object Instance of the Resources that requirerequires authorization. Within the Access Control Object Instance is an ACL Resource that determines which logical operations a LWM2M Server can perform on the Object Instance or Resources in the Object Instance within the LWM2M Client.
The ACL Resource can have multiple Resource Instances and each where each Resource Instance has a Resource Instance ID that is represented by the of the ACL Resource consists of a Short Server ID of the LWM2M Server and its access rights. and access right for the corresponding LWM2M Server, which indicates that the LWM2M Server has the access right for the Object Instance specified in an Access Control Object Instance. 
An ACL Resource Instance consisting of the default Short Server ID (i.e., 0) and its access right MAY be used to grant access rights to LWM2M Servers which are not specified in the ACL Resource Instances.  This means that the LWM2M Server which owns the ACL Resource Instance has the access right of that Resource Instance and the other LWM2M Servers which do not own their ACL Resource Instances have the access right of the default Short Server ID.
Each ACL Object Instance MUST be managed by a LWM2M Server called Access Control Owner. The other LWM2M Servers except Access Control Owner MUST NOTnot manage the Access Control Object Instance.
The ACL Object Instance is further defined and described in Appendix CD.2 and Examples of Access Control Object Instance is specified in Appendix B. 

[bookmark: _Toc357006250]7.2.2 Access Type
The Access Type field defines the possible logical operation(s) for a Resource and assigned per Resource by the LWM2M Client.  All Resource Instances inherit the Access Type of corresponding Resource. The Access Type field is 1 byte and each bit represents whether the respective logical operation is supported by the Resource. For example, if 1st most significant bit (msb) of Access Type field is 1, it means the Resource supports “Read” logical operation.


[bookmark: _Toc357006339]Table 15: Access Type operations
	Field 
	Format and Length
	Description

	Access Type
	1 byte
	1st msb: Read
2nd msb: Write
3rd msb: Execute
Other bits are reserved for future use



[bookmark: _Toc357006251]7.2.23 Authorization 
The LWM2M Client authorizes logical operations requested by a LWM2M Server by verifying the access to the requested Object Instance based on the conjunction of the access right to the Resource Object Instance for the LWM2M Server and the supported logical operationsaccess type of the Resource. This chapter specifies how the LWM2M Client obtains the access rights of the LWM2M Server to the Resource Object Instance and authorizes the logical operation on the Resource or Object Instance.
The LWM2M Object specification defines the logical operations that are allowed to be performed for each Resource within an Object Instance.  If a Resource has Resource Instances then the logical operations allowed by the LWM2M Client for the Resource are applied to each Resources Instance. 
The LWM2M Server and the LWM2M Client MUST support the authorization procedure described in Section 7.2.3 Authorization.
5. 
6. 
7. 
7.2 
7.2.1 
7.2.2 
Obtaining Access Right
For obtaining the access right  of an Object Instance for a LWM2M Server, the LWM2M Client MUST perform the following procedure:
1. If the LWM2M Client has only one LWM2M Server Object Instance, the LWM2M Server has full access rights without checking Access Control Object Instance.
2. If the LWM2M Client has more than one LWM2M Server Object Instance, the LWM2M Client finds an Access Control Object Instance associated with the Object Instance that the LWM2M Server has requested to access with the following procedure.
A. If the Client has an ACL Resource Instance for the LWM2M Server, the LWM2M Server has an access right of that Resource Instance.
B. If the Client doesn’t have ACL Resource Instance for the Server, the LWM2M Server has an access right of default Short Server ID in ACL Resource Instance if it exists.
C. If the Client doesn’t have ACL Resource Instance for the default Short Server ID, then, the LWM2M Server has no access right. 

[bookmark: _Ref338172719]Operation on Resource
If the LWM2M Server accesses a Resource, the LWM2M Client obtains an access right of the LWM2M Server for the Object Instance that Resource belongs to according to Section 7.2.3.1 Obtaining Access Right and checks whether the access right is granted to perform the logical operation. 
If the logical operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 
If the logical operation is permitted, the LWM2M Client verifies whether the Resource supports the logical operation. 
If the logical operation is not supported by the Resource, the LWM2M Client MUST send an “Operation is not supported” error code to the LWM2M Server. 
If the Resource supports the logical operation, the LWM2M Client performs the logical operation.
Operation on Object Instance
If the LWM2M Server accesses an Object Instance, the LWM2M Client obtains an access right of the LWM2M Server for Object Instance according to Section 7.2.3.1 Obtaining Access Right and checks whether the access right is granted to perform the logical operation. 
If the logical operation is not permitted, the LWM2M Client MUST send an “Access Right Permission Denied” error code to the LWM2M Server. 
If the logical operation is permitted, the LWM2M Client performs the following cases based on the logical operation.
· For the  “Write” logical operation, the LWM2M Client MUST perform the logical operation on the Object Instance only if all the Resources conveyed in the logical operation are allowed to perform the “Write” logical operation. If any Resource does not support the “Write” logical operation, the LWM2M Client MUST inform the LWM2M Server of the Resources which don’t support the logical operation by sending “Operation is not supported” error code for the affected Resources. 
· For the “Read” logical operation, the LWM2M Client MUST retrieve all the Resources except the Resource(s) which doesn’t support the “Read” logical operation and sends the retrieved Resource(s) information to the LWM2M Server. 
· For the “Execute” logical operation, the LWM2M Client MUST NOTnot perform the logical operation. 
· For the “Create” logical operation, the LWM2M Client MUST the LWM2M Client MUST perform the logical operation on the Object Instance only if all the Resources conveyed in the logical operation are allowed to perform the “Write” logical operation and all the mandatory Resources are specified. If any Resource does not support the “Write” logical operation, the LWM2M Client MUST inform the LWM2M Server of the Resources which don’t support the logical operation by sending “Operation is not supported” error code for the affected Resources. If all the mandatory Resources are not specified, the LWM2M Client MUST send an “Bad Request” error code to the LWM2M Server.
· For the “Delete” logical operation, the LWM2M Client MUST perform the logical operation.

Observe/Notify Operation Consideration
If the LWM2M Server sends an “Observe” logical operation on an Object Instance or a Resource, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” logical operation. If the LWM2M Server is not authorized to perform the “Read” logical operation, the LWM2M Client MUST reject the “Observe” logical operation and send error response as defined in the respective sections.
If the LWM2M Client needs to send a “Notify” logical operation containing an Object Instance or a Resource to the Server, the LWM2M Client MUST check whether the LWM2M Server is authorized for the “Read” logical operation. If the LWM2M Server is not authorized, the Client MUST NOT send the “Notify” logical operation and MUST perform the “Cancel Observation” logical operation.
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