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1 Reason for Change

·  Introduction of a 7th LWM2M objects Smart Card can  reference,  for provisioning Bootstrap Information (existing Bootstrap Server Object has no reference)

· Objects containing sensible data (security issue) have been revisited  for rationalization and for helping to match objective of the 1st point
· R01 :  improve Object description (Appendix D : Server Access Security Object, Server Object)
2 Impact on Other Specifications

N/A
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR.
5 Detailed Change Proposal

Change 1:  Bootstrap Information provisioning revisited (introduction of Server Access Security Object) 
5.1.1 Bootstrap Information
This section specifies the information that needs to be configured in LWM2M Client for accessing LWM2M Server(s).

This Information can be available before performing the Bootstrap Sequence described in Section 5.1.3 or obtained  as a result of the Bootstrap Sequence. 

. 

A LWM2M Server Access Security Object Instance MAY provides the necessary information for the LWM2M Client to contact a LWM2M Bootstrap Server which, in return,  will configure the LWM2M Client with the necessary Bootstrap information for registering with a proper  LWM2M Server. 
This Bootstrap Information is namely composed  of LWM2M Server Object Instance, Server Access Security Object Instance, and  ACL Object Instance
In addition, the LWM2M Client may also require additional LWM2M Objects (e.g., Connectivity Object) that may be required for application purposes.. These additional objects may be pre-configured (factory) , provisioned (SmartCard) or configured by the LWM2M Bootstrap Server, in the LWM2M Client. The identification of which objects, beyond the ones mandatory for registration, is implementation specific and beyond the scope of the LWM2M Enabler.

The LWM2M Client MAY be configured to use one or more LWM2M Servers with a set of Bootstrap Information for each LWM2M Server. 

The LWM2M Client SHALL be pre-configured for being able to register with at least one LWM2M Server 
The LWM2M Client SHOULD be pre-configured with a proper LWM2M Access Security Object Instance allowing to register with the LWM2M Bootstrap Server.

The LWM2M Server Access Security Object Instances are only manageable by LWM2M Bootstrap Sever and Smart Card provisioning. 

Table 2: Bootstrap Information List
	Entity
	Semantics
	Description
	Required

	LWM2M  Server Access Security
	Object Instance 
	Stores keying material  for accessing a given  LWM2M  Server  according to  Appendix D.1 
	Yes

	LWM2M Server
	Object Instance
	Stores account of a  LWM2M Server according to Appendix D.2
	No

	LWM2M  ACL
	Object Instance
	Stores a LWM2M Server ACL (default)  according to Appendix D.3
	No

	Additional  Objects  (e.g.: Connectivity  Object) 
	Object Instances
	Stores the  specific Object  information 
	No


5.1.2.1 Manufacturer Pre-configuration

In this mode, the LWM2M Client has been configured with the necessary Bootstrap Information prior to deployment of the device. 
5.1.2.2 SmartCard Provisioning

When the Device supports a SmartCard, the LWM2M Client SHALL  retrieve, and process the bootstrap data contained in the SmartCard as described in Appendix F. When the bootstrap data retrieval is successful, the LWM2M Client SHALL process the bootstrap data from the SmartCard and SHALL apply the Bootstrap Information to its configuration 
Due to the sensible nature of the Bootstrap information, a secure chanel has to be established between the  SmartCard and the LWM2M Device
In this mode, the LWM2M Client SHALL also ensure that the Bootstrap Information previously retrieved from the SmartCard is unchanged within the SmartCard. If Bootstrap Information is changed, the previous Bootstrap Information SHALL be disabled in the LWM2M Client and the LWM2M Client SHALL apply the new Bootstrap Information  from SmartCard to its  configuration.

Disabling the bootstrap data (e.g., removing the SmartCard) within the LWM2M Client requires the Bootstrap Information created from the bootstrap data of the previous SmartCard SHALL  be  deleted.  
Checking for SmartCard Change and Disabling, SHALL be performed by LWM2M Client, each time a “registration” or  “registration update” operation take place, with a LWM2M Server provisioned from SmartCard. As usual, the Bootstrap security rules (5.1.4) then apply.

5.1.2.3 Client Initiated Bootstrap
As defined in section 5.1.3 Bootstrap Sequence, scenarios exist when the LWM2M Server is not configured within the LWM2M Client or attempts to perform the logical operation “Register” with LWM2M Servers have failed. 

When these conditions occur, the Client Initiated Bootstrap mode provides a mechanism for the LWM2M Client to retrieve the Bootstrap Information from a LWM2M Bootstrap Server.
The Client Initiated Bootstrap mode requires of having configured in the LWM2M Client,  a  LWM2M  Access Security  Server Object Instance referencing the Bootstrap Server  . 
The figure below depicts the Client Initiated Bootstrap flow.
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Figure 5: Procedure of Client Initiated Bootstrap

Step #1: Request bootstrap to bootstrap URI

The LWM2M Client sends a “Request Bootstrap” logical operation to LWM2M Bootstrap Server URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends the LWM2M Client’s “Endpoint Client Name” as a parameter in order to allow the LWM2M Bootstrap Server to provision the proper Bootstrap Information for the LWM2M Client.

Step #2: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the LWM2M Client  with the Bootstrap Information using the “Write” logical operation.
5.1.2.4 Server Initiated Bootstrap
In this mode, the LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client without the LWM2M Client sending a bootstrap request to the LWM2M Bootstrap Server.

As the LWM2M Client does not initiate the “Request Bootstrap” logical operation to the LWM2M Bootstrap Server, the LWM2M Bootstrap Server needs to know if a LWM2M Device is ready for bootstrapping before the LWM2M Client can be configured by the LWM2M Bootstrap Server. The mechanism that a LWM2M Bootstrap Server gains this knowledge is implementation specific. A common scenario is that elements in the Network Provider’s network informs the LWM2M Bootstrap Server of the LWM2M Device when the LWM2M Device connects to the Network Provider’s network.
Once the LWM2M Bootstrap Server has been notified that the LWM2M Device is ready to receive the Bootstrap Information, the LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” logical operation. 

The figure below depicts the Server Initiated Bootstrap flow.
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Figure 6: Procedure of Server Initiated Bootstrap

Step #1: Configure Bootstrap Information
The LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client using the “Write” logical operation.
Change 2:  LWM2M Objects  revisited 
5.1.2 


	
	
	
	

	
	
	
	



	
	
	
	

	
	

	
	


	
	
	
	

	
	
	
	

	
	
	
	


Appendix D LWM2M Objects defined by OMA   (Normative)

This Appendix provides LWM2M Objects defined by OMA. Other organizations and companies may define additional LWM2M according to the guidelines and template provided in Annex B

The following LWM2M objects have been defined by OMA

· LWM2M Server Access Security
· LWM2M Server

· Access Control

· Device

· Connectivity

· Firmware

· Location

· Connectivity Statistics

D.1  LWM2M Object: LWM2M Server Access Security
Description: This LWM2M object provides the keying material of a LWM2M Client appropriate to access  a specified LWM2M Server. One Object Instance SHOULD  address  a LWM2M Bootstrap Server 
These LWM2M object resources MUST only be changed by a Bootstrap Server or SmartCard provisioning and MUST NOT be accessible  by any Server.
Object Info:
	Object
	Object ID 
	Object URN
	Multiple Instances?

	LWM2M Server Access Security
	1
	
	Yes


Resource Info:

	Resource Name
	Resource ID
	Access Type
	Multiple

Instances?
	Mandatory?
	Type
	Range or Enumeration
	Units
	Descriptions

	LWM2M Bootstrap Server URI
	0
	R, W
	No
	
	String


	0 – 255 bytes
	-
	Relevant information for Bootstrap Server only.
Uniquely identifies the LWM2M Bootstrap Server, and is in the form:

“coaps://host:port”, where host is an IP address or FQDN, and port is the UDP port of the Server. 

	BootStrapServer
	1
	R, W
	No
	
	Boolean
	1-bit
	-
	Determins if the current  instance concerns a LWM2M Bootstrap Server (true) or a standard LWM2M Server(false) 

	Security Mode
	2
	 R, W
	No
	
	Integer
	8-bit
	-
	Determines which security mode of DTLS is used
0: Pre-Shared Key mode
1: Raw Public Key mode
2: Certificate mode

	Public Key or Identity
	3
	R,W
	No
	
	Opaque
	Variable
	-
	Stores the Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section Error! Reference source not found..

	Secret Key
	4
	R,W
	No
	
	Opaque
	Variable
	-
	Stores the secret key or private key of the security mode. The format of the keying material is defined by the security mode  in  Section Error! Reference source not found.. This resource MUST only be changed by a bootstrap server and MUST NOT be readable by any server.

	Short Server ID
	5
	R
	No
	
	Integer
	Unsigned 8-bit
	-
	Relevant information for non Bootstrap Server only.
Short integer ID, assigned by the LWM2M Client. 
. Used as link to associate server object instance.


D.2  LWM2M Object: LWM2M Server

Description: This LWM2M objects provides the data related to a LWM2M server A Bootstrap Server has no such an object instance associated to it .
Object Info:
	Object
	Object ID 
	Object URN
	Multiple Instances?

	LWM2M Server
	2
	
	Yes


Resource Info:

	Resource Name
	Resource ID
	Access Type
	Multiple

Instances?
	Mandatory?
	Type
	Range or Enumeration
	Units
	Descriptions

	LWM2M Server URI
	0
	R, W
	No
	
	String


	0 – 255 bytes
	-
	Uniquely identifies the LWM2M Server, and is in the form:

“coaps://host:port”, where host is an IP address or FQDN, and port is the UDP port of the Server. 

	Lifetime
	1
	R, W
	No
	
	Integer
	32-bit
	s
	Specify the lifetime of the registration in seconds. 

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Short Server ID
	5
	R
	No
	
	Integer
	Unsigned 8-bit
	-
	Short integer ID, assigned by the LWM2M Client. This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.

default Short Server ID (i.e. 0) MUST not be used for identifying the LWM2M Server

	Default Minimum Period
	6
	R, W
	No
	
	Integer
	Unsigned 16-bit
	s
	The default value the Client should use for the Minimum Period of an Observation in the absence of this parameter being included in an Observation.
If this Resource doesn’t exist, the default value is 1.

	Default Maximum Period
	7
	R, W
	No
	
	Integer
	Unsigned 16-bit
	s
	The default value the Client should use for the Maximum Period of an Observation in the absence of this parameter being included in an Observation.

	Disable
	8
	E
	No
	
	
	
	
	If this Resource is executed, this LWM2M Server Object is disabled for a certain period defined in the Disabled Timeout Resource. In this period, the LWM2M Client MUST NOT send any message to the Server and ignore all the messages from the Server. When disabled, Client MUST perform de-registration process and underlying network connection between the Client and Server MUST be disconnected.

	DisableTimeout
	9
	R, W
	No
	
	Integer
	Unsigned 32-bit
	s
	A period to disable the Server. After this period, the LWM2M Client MUST perform registration process to the Server. If this Resource is not set, a default timeout value is 86400 (1 day).

	Notification Storing When Disabled or Offline
	10
	R, W
	NO
	
	Boolean
	1-bit
	
	If true, the LWM2M Client stores Observe Notifications to the LWM2M Server while the LWM2M Server account is disabled or the Client is offline. After the LWM2M Server account is enabled or the Client is online, the LWM2M Client reports the stored Notifications to the Server.

If false, the LWM2M Client discards all the Observe Notifications or temporally disables the Observe function while the LWM2M Server is disabled or the Client is offline.

The default value is true.

The maximum number of storing Notification per the Server is up to the implementation.

	Binding Preference
	11
	R, W
	No
	
	Integer
	0-3
	
	This Resource defines the transport binding and mode preferred by the Client for this Server. 

0: UDP

1: UDP with Queue Mode

2: SMS

3: SMS with Queue Mode

	Registration Update Trigger
	12
	E
	No
	
	
	
	
	If this resource is executed the LWM2M Client SHALL perform a registration update with this LWM2M Server using the transport binding and mode set in Binding Preference.
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