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1 Reason for Change

.   make explicit,  few ( implicit)   implications of the  text
2 Impact on Other Specifications

N/A
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR.
5 Detailed Change Proposal

Change 1:  Changes to section 2.1 – Add normative reference

2. References
2.1 Normative References

	[ETSI TS 102.484]
	“Smart Cards; Secure channel between a UICC and an end-point terminal (release 11)”, 2012-09) URL:http://www.etsi.org/


Change 2:  Explicit Security implications
7. Channel Security

The LWM2M protocol is based on [CoAP] principles. [CoAP] runs over UDP. The UDP channel security is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is the equivalent of TLS v1.2 [RFC5246] for HTTP.

DTLS supports most of the Cipher Suites defined in TLS. (Refers to TLS Cipher Suite registry http://www.iana.org/assignments/tls-parameters/tls-parameters.xml)

Considering that any device with a LWM2M Client can be managed by any LWM2M Server the choice of Cipher Suites is not limited to the list defined in Section 9 of [CoAP].

The DTLS binding for CoAP is defined in Section 9 of [CoAP]. DTLS is a long-lived session based security solution for UDP. It provides a secure handshake with session key generation, mutual authentication, data integrity and confidentiality. DTLS is also used for authorization on individual resources. 
Mutual Authentication means that a LWM2M client MUST authenticate a LWM2M server. And a LWM2M server MUST authenticate a LWM2M client. This important security rule must also be applied within the bootstrapping interface. The LWM2M Bootstrap server MUST authenticate the LWM2M client and the LWM2M client MUST authenticate the LWM2M Bootstrap server prior to exchange any information.
Note that the Client-Server relationship of DTLS (i.e., who initiated the handshake) is separate from the Client-Server relationship of LWM2M. The LWM2M Client and Server SHOULD keep a DTLS session in use as long as possible (even across sleep cycles).
Due the sensitive  nature of Bootstrap Information, a particular care has to be taken to ensure protection of that data inducing constraints and dependencies within LWM2M Client/ Bootstrap Server relationship according to the adopted security mode.

Concerning SmartCard provisioning,  the same care has to be taken and  a secure channel  between the SmartCard and the LWM2M Device has to be established . ([TS 102 484] could be considered..)
The keying material for all of the modes below is obtained using one of the bootstrap modes defined in Section 5.1.2 Bootstrap Modes. The formats of the keying material carried in the LWM2M Server Access SecurityObject Instances are defined in Appendix Error! Reference source not found..
7.1 Pre-Shared Keys

A LWM2M server MUST support the Pre-Shared Key mode of DTLS with the Cipher Suites below:

· TLS_PSK_WITH_AES_128_CCM_8 [RFC6655] as defined in Section 9.1.3.1 of [CoAP]
· TLS_PSK_WITH_AES_128_CBC_SHA256 as defined in [RFC5487]
A LWM2M Client MUST support the Pre-Shared Key mode of DTLS with at least one of the Cipher Suites specified for the LWM2M Server. The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for "PSK identity" in [RFC4279] and the value of "Secret Key" Resource for "PSK" in [RFC4279] as defined in Appendix Error! Reference source not found..

The LWM2M Client and LWM2M Server MAY support the use of other Cipher Suites.
For all Cipher Suites using AES in an LWM2M implementation,  the hashing functions SHOULD be SHA256.
For all Cipher Suites using AES in an LWM2M implementation, the hashing functions SHALL NOT be SHA-1.
A LWM2M Client negotiates with the LWM2M Server the best method during the DTLS handshake for establishing the DTLS session.
This security mode is appropriate for LWM2M deployments where there is an existing trust relationship between the LWM2M Server and Client. The same PSKs and PSK IDs need to be generated, and installed on the Client and Server. When using a Bootstrap Server, this security mode requires a 3-way trust relationship between the Bootstrap Server, LWM2M Server(s) and LWM2M Client(s): namely  Bootstrap Server got the secret key (PSK) from Server(s), and should also share a pre-provisioned secret with Client(s)  for ensuring secure DTLS Bootstrap communication 
Using SmartCard  PSK provisioning needs no pre-existing trust  relationship between   LWM2M Server(s) and LWM2M Client(s).
7.2 Raw Public Key Certificates
If a LWM2M Server supports Raw Public Key Certificates it MUST support the Cipher Suites below:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 as defined in Section 9.1.3.2 of [CoAP]

· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in [RFC5289]

If a LWM2M Client supports Raw Public Key Certificates it MUST support at least one of the Cipher Suites supported by the LWM2M Server.
The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its Raw Public Key certificate and the value of "Secret Key" Resource for its Private Key as defined in Appendix Error! Reference source not found..

If the LWM2M Client and LWM2M Server supports Raw Public Key Certificates, they MAY support the use of other Cipher Suites.
If the LWM2M Client or LWM2M Server supports ECDHE and ECDSA for Raw Public Key Certificates, SHA-1 SHALL NOT be used and the minimum key length SHALL be at least 256 bits.

This security mode is appropriate for LWM2M deployments where there is an existing trust relationship between the LWM2M Server and Client. The same Public Keys (or hashed IDs of these keys) need to be generated, and installed on the Client and Server. When using a Bootstrap Server, this security mode requires a 3-way trust relationship between the Bootstrap Server, LWM2M Server(s) and LWM2M Client(s) : namely  Bootstrap Server got the Client private key  from Server(s), and should also share a pre-provisioned secret with Client(s)  for ensuring  secure DTLS Bootstrap communication 

Using SmartCard  RPK certificates provisioning needs no pre-existing  trust  relationship between   LWM2M Server(s) and LWM2M Client(s).
7.3 X.509 Certificates

The X.509 Certificate mode requires the use of X.509v3 Certificates [RFC5280]. 

Certificates used in LWM2M SHOULD be signed by a root certificate, either by a public root CA or a private root. 

If a LWM2M server supports X.509 Certificate mode it MUST support the Cipher Suites below:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 as defined in Section 9.1.3.3 of [CoAP].

· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in [RFC5289]
If a LWM2M Client supports X.509 Certificate mode it MUST support at least one of the Cipher Suites supported by the LWM2M Server. The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its X.509 certificate and the value of "Secret Key" Resource for its Private Key as defined in Appendix Error! Reference source not found..

If the LWM2M Client and LWM2M Server supports X.509 Certificate mode, they MAY support the use of other Cipher Suites.

If the LWM2M Client or LWM2M Server supports ECDHE and ECDSA for X.509 Certificate mode, SHA-1 SHALL NOT be used and the minimum key length SHALL be at least 256 bits.

A LWM2M Client Certificate MUST include the Endpoint Name parameter used to register the device in the Subject Common Name (CN) field of the Certificate. Upon registration, the LWM2M Server MUST check that this CN field matches the Endpoint Name parameter of the registration message during authentication and MUST reject the handshake if these fields do not match. The LWM2M Server SHOULD also verify that the Certificate is signed by the indicated Issuer.

A LWM2M Server Certificate SHOULD include Subject and/or SubjectAltName fields listing its known DNS names and IP addresses which are included in the LWM2M Server URI resource of the LWM2M Sever Object Instance. The LWM2M Client SHOULD check that these fields of the Certificate match the URI used to register with the LWM2M Server. The LWM2M Client SHOULD also verify that the Certificate is signed by the indicated Issuer.

This security mode does not require a pre-existing trust relationship (if all entities used X.509 certificate security mode) between the LWM2M Client and LWM2M Server, nor between a LWM2M Bootstrap Server and a LWM2MClient  However, all entities need a trust relationship with the CA(s) that issued the certificates used in LWM2M Servers and Clients.
Using SmartCard  with certificates provisioning  needs no pre-existing  trust  relationship between   LWM2M Server(s) and LWM2M Client(s).
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