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1 Reason for Change

To update Bootstrap Information, Server and Client initiated Bootstrap can be used in some use cases.
In this sense, Bootstrap Information can be added or deleted. (e.g., we can add one more LWM2M Server connection or remove one LWM2M Server connection ( Server Security Access Object can be added or deleted)
But, currently there are no methods to remove some Bootstrap Information in the LWM2M Client.

So this CR proposes to introduce “Delete” logical operation on Bootstrap Interface.

This CR also gives some information how to update Bootstrap Information inside of SmartCard.
This CR can resolve below comments.

	A034
	2013.07.03
	T
	5.1
	Source: LGE

Form: DOC#0025

Comment: After initial bootstrapping, there are needs to update bootstrap information. 

Proposed Change: this should be captured
	Status: OPEN



	A035
	2013.07.03
	T
	5.1
	Source: LGE

Form: DOC#0025

Comment: After initial bootstrapping, there are needs to delete some bootstrap information. 

Proposed Change: “Delete” logical operation should be allowed in Bootstrap Interface
	Status: OPEN




2 Impact on Other Specifications

None

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Change 5

5. Interfaces
According to the architecture diagram [LWM2M-AD], there are four interfaces: 1) Bootstrap 2) Device Discovery and Registration  3) Device Management and Service Enablement 4) Information Reporting. The logical operations for the four interfaces can be classified as uplink operations and downlink operations. The logical operations of each interface are defined in this section, and then mapped to protocol mechanisms in Section 8 Transport Layer Bindings and Encodings.

Figure 1 shows the logical operation model for interface “Bootstrap”. For this interface, the operations are uplink operation named “Request Bootstrap” and a downlink operation named “Write” and “Delete”. These operations are used to initialize the needed object(s) for the LWM2M Client to register with one or more LWM2M Servers. Bootstrapping is also defined using Manufacturer Pre-configuration (e.g. storage in Flash) or SmartCard Provisioning (storage in a SmartCard).
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Figure 3: Bootstrap
Editor’s Note: Update above figure (Client Initiated Bootstrap ( Request Bootstrap, Server Initiated Bootstrap ( Write, Delete)
Figure 2 shows the logical operation model for the interface “Device Discovery and Registration”. For this interface, the operations are uplink operations named “Registration”, “Update” and “De-register”.
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Figure 4: Device Discovery and Registration 
Figure 3 shows the logical operation model for interface “Device Management and Service Enablement”. For this interface, the operations are downlink operations named “Read”, “Create”, “Delete”, “Write” and “Execute”. These operations are used to interact with the Resources, Resource Instances, Objects and Object Instances of the LWM2M Client. The “Read” operation is used to read the current value of one or more Resources; the “Write” operation is used to update the value of one or more Resources and the “Execute” operation is used to initiate an action defined by a Resource. The “Create” and “Delete” operations are use to create or delete Object Instances.
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Figure 5: Device Management and Service Enablement
Figure 4 shows the logical operation model for interface “Information Reporting”. For this interface, the operation are downlink operations “Observe” or “Cancel Observation” and an uplink operation “Notify”. This interface is used to send the LWM2M Server a new value related to a Resource on the LWM2M Client.
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Figure 6: Information Reporting

The relationship between logical operations and interfaces is listed in the following table 1.

Table 1: Relationship of logical operations and interfaces

	Interface
	Direction
	Logical Operation

	Device Discovery and Registration
	Uplink
	Register, Update, De-register

	Bootstrap
	Uplink
	Request Bootstrap

	Bootstrap
	Downlink
	Write, Delete

	Device Management and Service Enablement
	Downlink
	Read, Create, Delete, Write, Execute

	Information Reporting
	Downlink
	Observe, Cancel Observation

	Information Reporting
	Uplink
	Notify


Change 2:  Change 5.1.2.2, 5.1.2.3, 5.1.2.4
5.1.2.2 SmartCard Provisioning

When the Device supports a SmartCard, the LWM2M Client SHALL retrievel, and process the bootstrap data contained in the SmartCard as described in Appendix F. When the bootstrap data retrieval is successful, the LWM2M Client SHALL process the bootstrap data from the SmartCard and SHALL apply the Bootstrap Information to its configuration.

Due to the sensible nature of the Bootstrap information, a secure channel has to be established between the SmartCard and the LWM2M Device.

In this mode, the LWM2M Client SHALL also ensure that the Bootstrap Information previously retrieved from the SmartCard is unchanged within the SmartCard. If Bootstrap Information is changed, the previous Bootstrap Information SHALL be disabled in the LWM2M Client and the LWM2M Client SHALL apply the new Bootstrap Information from SmartCard to its configuration.

Disabling the bootstrap data (e.g., removing the SmartCard) within the LWM2M Client requires the Bootstrap Information created from the bootstrap data of the previous SmartCard SHALL be deleted.

Checking for SmartCard Change and Disabling, SHALL be performed by LWM2M Client, each time a “registration” or  “registration update” operation take place, with a LWM2M Server provisioned from SmartCard. As usual, the Bootstrap security rules (5.1.4) then apply.
Informative Note: Bootstrap Information in Smartcard can be updated by using Smartcard OTA protocol as specified in ETSI TS 102 225 [ETSI TS 102.225] / TS 102 226 [ETSI TS 102 226] and extensions such as 3GPP TS 31.115 [3GPP TS 31.115] / TS 31.116 [3GPP TS 31.116] and 3GPP2 C.S0078-0 [3GPP2 C.S0078-0] / C.S0079-0 [3GPP2 C.S0079-0].
5.1.2.3 Client Initiated Bootstrap

As defined in section 5.1.3 Bootstrap Sequence, scenarios exist when the LWM2M Server is not configured within the LWM2M Client or attempts to perform the logical operation “Register” with LWM2M Servers have failed. 

When these conditions occur, the Client Initiated Bootstrap mode provides a mechanism for the LWM2M Client to retrieve the Bootstrap Information from a LWM2M Bootstrap Server.

The Client Initiated Bootstrap mode requires of having configured in the LWM2M Client,  a LWM2M Access Security Server Object Instance referencing the Bootstrap Server  . 

The figure below depicts the Client Initiated Bootstrap flow.
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Figure 7: Procedure of Client Initiated Bootstrap

Step #1: Request bootstrap to bootstrap URI

The LWM2M Client sends a “Request Bootstrap” logical operation to LWM2M Bootstrap Server URI which has been pre-provisioned. When requesting the bootstrap, the LWM2M Client sends the LWM2M Client’s “Endpoint Client Name” as a parameter in order to allow the LWM2M Bootstrap Server to provision the proper Bootstrap Information for the LWM2M Client.

Step #2: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” logical operation.

5.1.2.4 Server Initiated Bootstrap

In this mode, the LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client without the LWM2M Client sending a bootstrap request to the LWM2M Bootstrap Server.

As the LWM2M Client does not initiate the “Request Bootstrap” logical operation to the LWM2M Bootstrap Server, the LWM2M Bootstrap Server needs to know if a LWM2M Device is ready for bootstrapping before the LWM2M Client can be configured by the LWM2M Bootstrap Server. The mechanism that a LWM2M Bootstrap Server gains this knowledge is implementation specific. A common scenario is that elements in the Network Provider’s network informs the LWM2M Bootstrap Server of the LWM2M Device when the LWM2M Device connects to the Network Provider’s network.

Once the LWM2M Bootstrap Server has been notified that the LWM2M Device is ready to receive the Bootstrap Information, the LWM2M Bootstrap Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” logical operation. 

The figure below depicts the Server Initiated Bootstrap flow.
 [image: image8.png]LWM2M

LWM2M Bootstrap
Client Server

Write, Delete Bootstrap Information Server Initiated
Bootstrap





Figure 8: Procedure of Server Initiated Bootstrap

Step #1: Configure Bootstrap Information

The LWM2M Bootstrap Server configures the Bootstrap Information in the LWM2M Client using the “Write” and/or “Delete” logical operation.
Change 3:  Change 8.2.3
8.2.3 Bootstrap Interface

The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap Server at the /bs path including the Endpoint Client Name as a query string parameter. 

In client initiated bootstrap, when the Bootstrap Server receives Request Bootstrap logical operation, the Bootstrap Server performs Write and/or Delete logical operation. In server initiated bootstrap, the Bootstrap Server performs Write logical operation. The Write/or Delete logical operation targets to an Object Instance or a Resource. The Write and Delete logical operation can be sent multiple times. Only in Bootstrap Interface, Delete logical operation MAY target to “/” URI to delete all the existing Object Instances in the LWM2M Client for initializing before LWM2M Bootstrap Server sends Write logical operation(s) to the LWM2M Client. Different from Write operation in Device Management and Service Enablement interface, the Client MUST write the payload regardless of an existence of the targeting Object Instance or Resource.
 Table 18: Operation to Method and URI Mapping
	Logical Operation
	CoAP Method
	URI
	Success
	Failure

	Request Bootstrap
	POST
	/bs?ep={Endpoint Client Name}
	2.04 Changed
	4.00 Bad Request

	Write
	PUT
	/{Object ID}/{Object Instance ID}/ {Resource ID}
	2.04 Changed
	4.00 Bad Request

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}/ {Resource ID}
	2.02 Deleted
	4.00 Bad Request
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Figure 16: Example of Client initiated Bootstrap exchange.
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Figure 17: Example of Server initiated Bootstrap exchange.

Change 4:  Reference
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