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1 Reason for Change

This CR proposes to resolve the below comments.

	A048
	2013.07.03
	T
	5.1.2.2
	Source: LGE

Form: DOC#0025

Comment: even though Clients has SmartCard, all the Clients may not have mechanism of SmartCard Provisioning.
Proposed Change: Change “When the Device supports a SmartCard” to “When the Device has SmartCard and supports SmartCard Provisioning”
	Status: OPEN




It is really up to M2M Service Provider to use which bootstrap mode. Even M2M Device has Smartcard, M2M Service Provider can use another bootstrap mode. In this case, M2M Service Provider doesn’t need to have Smartcard provisioning mechanism.

2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 5.4
5.1.2.2 Bootstrap from Smartcard
When the Device has a Smartcard and supports Smartcard Provisioning, the LWM2M Client SHALL retrieve and process the bootstrap data contained in the Smartcard as described in Appendix F. When the bootstrap data retrieval is successful, the LWM2M Client SHALL process the bootstrap data from the Smartcard and SHALL apply the Bootstrap Information to its configuration.

Due to the sensible nature of the Bootstrap Information, a secure channel SHOULD be established between the Smartcard and the LWM2M Device.
When such a secure channel is established between the Smartcard and the LWM2M Device, this secure channel SHALL be based on [GLOBALPLATFORM]   procedure, mainly described in Appendix G.
In this mode, the LWM2M Client SHALL also ensure that the Bootstrap Information previously retrieved from the Smartcard is unchanged within the Smartcard. If Bootstrap Information is changed, the previous Bootstrap Information SHALL be disabled in the LWM2M Client and the LWM2M Client SHALL apply the new Bootstrap Information from Smartcard to its configuration.

Disabling the bootstrap data (e.g. removing the Smartcard) within the LWM2M Client requires the Bootstrap Information created from the bootstrap data of the previous Smartcard SHALL be deleted.

Checking for Smartcard change and disabling SHALL be performed by LWM2M Client, each time a “Register” or “Update” operation take place, with a LWM2M Server provisioned from Smartcard. As usual, the Bootstrap security rules (5.1.4) then apply.

NOTE: Bootstrap Information in Smartcard can be updated by using Smartcard OTA protocol as specified in ETSI TS 102 225 [ETSI TS 102.225] / TS 102 226 [ETSI TS 102 226] and extensions such as 3GPP TS 31.115 [3GPP TS 31.115] / TS 31.116 [3GPP TS 31.116] and 3GPP2 C.S0078-0 [3GPP2 C.S0078-0] / C.S0079-0 [3GPP2 C.S0079-0].
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