OMA-DM-LightweightM2M-2013-0168-CR_Bug_Fix[image: image1.jpg]"sOMaQa

Open Mobile Alliance



 
Change Request

OMA-DM-LightweightM2M-2013-0168-CR_Bug_Fix 
Change Request



Change Request

	Title:
	Bug Fix
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM LightweightM2M

	Doc to Change:
	OMA-TS-LightweightM2M-V1_0-20131017-D

	Submission Date:
	29 Oct 2013

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seongyoon Kim, LGE, seongyoon.kim@lge.com
Seungkyu Park, LGE, seungk.park@lge.com

	Replaces:
	n/a


1 Reason for Change

This CR is to fix several bugs.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 3.2
3.2 Definitions

	Queue Mode
	The interaction model between an LWM2M Client and LWM2M Server is based on that LWM2M Server queues the requests. 

	LWM2M Server Account
	LWM2M Security Object Instance with Bootstrap Server Resource false and associated LWM2M Server Object Instance

	LWM2M Bootstrap Server Account
	LWM2M Security Object Instance with Bootstrap Server Resource true

	Kindly consult [OMADICT] for more definitions used in this document.


Change 2:  Section 7.1.3

7.1.3 X.509 Certificates

The X.509 Certificate mode requires the use of X.509v3 Certificates [RFC5280]. 

Certificates used in LWM2M SHOULD be signed by a root certificate, either by a public root CA or a private root. 
The LWM2M Client MUST either directly trust the server's X509 certificate or trust it indirectly by verifying it is correctly signed by a trusted CA. 

In the case of direct trust, the LWM2M Client MUST have a copy of the expected LWM2M server certificate stored in the corresponding “Server Public Key or Identity Resource” and MUST check that the certificate presented by the LWM2M server exactly matches this stored certificate. 

In the case of indirect trust, the LWM2M Client MUST have a copy of the expected CA certificate and expected LWM2M Server Subject and/or SubjectAltName names stored in the corresponding “Server Public Key or Identity Resource”. The LWM2M Client MUST check that the certificate presented by the LWM2M server is correctly signed by the expected CA, and that it contains the expected Subject and/or SubjectAltName infomation. A LWM2M Server Certificate SHOULD include Subject and/or SubjectAltName fields listing its known DNS names and IP addresses which are included in the LWM2M Server URI Resource of the LWM2M Security Object Instance. The LWM2M Server MAY use a wild card certificate for the DNS with the host represented as an * and the rest of the domain fully qualified (e.g., *.acme.com). A wildcard with only a top level domain is not permitted (e.g., *.com). The LWM2M Client MUST check that these fields of the Certificate match the URI used to register with the LWM2M Server.

Change 3:  Section 5.3.4

5.3.4 Write Attributes

Any readable Resource can have attributes which are considered during the “Observe” operation. The following attributes are used and further explained in the table below: Minimum Period, Maximum Period, Greater Than, Less Than, and Step.
The “Write Attributes” operation is used to change the attributes of a Resource, an Object Instance, or an Object. The separation between “Write” and “Write Attributes” operations enables cache mechanism for the Observe operation. The operation permits multiple attributes to be modified within the same operation. The operation also can be used for cancelling the “Observe” operation. The “Write Attributes” operation has the following parameters:
The LWM2M Server MUST support and LWM2M Client SHOULD support all the parameters listed at Table 9. 
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance. 



	Resource ID
	No
	-
	Indicates the Resource.


	Minimum Period
	No
	1
	When present, the minimum period indicates the minimum time in seconds the LWM2M Client SHOULD wait from the time when sending the last notification to the time when sending a new notification.  In the absence of this parameter, the Minimum Period is defined by the Default Minimum Period set in the LWM2M Server Object Instance related to that Server.

	Maximum Period
	No
	-
	When present, the maximum period indicates the maximum time in seconds the LWM2M Client SHOULD wait from the time when sending the last notification to the time sending the next notification (regardless if the value has changed). The maximum period MUST be greater than the minimum period parameter. In the absence of this parameter, the Maximum Period is defined by the Default Maximum Period set in the LWM2M Server Object Instance related to that Server.

	Greater Than
	No
	-
	When present, the LWM2M Client SHOULD notify its value when the value is above the value specified in parameter.

	Less Than
	No
	-
	When present, the LWM2M Client SHOULD notify its value when the value is below the value specified in the parameter.

	Step
	No
	-
	When present, the LWM2M Client SHOULD notify its value as soon the change of the Resource value, since the “Observe” operation was started, or, since the last Notification happened, is greater than the “Step” value.

	Cancel
	No
	-
	When present, the LWM2M Client MUST cancel observation on the Resource or Object Instance which the LWM2M Server specifies. 


Table 9: Write Attributes parameters
Maximum and/or Minimum Period parameters are used to control how often the “Notify” operation is sent by the LWM2M Client for the observed Object Instance or Resource. If the minimum period and maximum period value are the same, then the LWM2M Client sends notification that time period.
Greater Than, Less Than, and Step MUST be specified only when Resource ID is indicated.

Greater Than, Less Than, and Step parameters MUST be supported only when the Resource type is numeral (e.g., integer, decimal). 
Change 4:  Section 7.2.2.4

7.2.2.4 Operation on Object 

If a given LWM2M Server sends “Write” or “Execute” operation,  the LWM2M Client MUST NOT perform such an operation and MUST send an “Operation is not supported” error code to the LWM2M Server.

· Authorizing “Create” operation on Object is no more than Authorizing “Create” operation on an Object Instance so the rules specified for the Create on Object Instance in section 7.2.2.3 apply for this operation.
· The “Discover” operation on Object is specific in the sense, that no access right is needed; the LWM2M Client MUST perform the operation.
· For the “Read” operation, the LWM2M Client MUST obtain the access right for the LWM2M Server on each Object Instance according to Section 7.2.2.1 Obtaining Access Right and the LWM2M Client MUST retrieve all the Object Instances for which the LWM2M Server has “Read” access right; for each of these qualified Object Instances, the LWM2M Client MUST retrieve all the Resources except the Resources which do not support the “Read” operation. The Client MUST then aggregate all the information individually produced by the operation on each of these Object Instances and send that to the LWM2M Server.

· For the “Observe” or “Write Attributes” operation, the LWM2M Client MUST perform the operation.
Change 5:  Appendix D

Appendix D. LWM2M Object Template and Guidelines   (Normative)

This Appendix provides the template to be used for the specification of LWM2M Objects. Furthermore, guidelines for the creation of LWM2M Objects are provided.

D.1 Object Template

Appendix D.x
 LWM2M Object: <LWM2M object name>
Description: 

Object info:

	Object
	Object ID 
	Object URN
	Multiple Instances?
	Mandatory?

	Object Name
	16-bit Unsigned Integer
	urn:oma:lwm2m:{oma,ext,x}:{Object ID}
	M/S
	M/O


R

· Object: specifies the Object name.
· Object ID: specifies the Object ID.
· Object URN: specifies the Object URN. The format of the Object URN is “urn:oma:lwm2m:{oma,ext,x}:{Object ID}” and {} part means that those values are variable and filled with real value. For example, Object URN of LWM2M Server Object is “urn:oma:lwm2m:oma:1”.
· Multiple Instances: indicates whether this Object supports multiple Object Instances or not. If this field is “Multiple” then the number of Object Instance can be from 0 to many. If this field is “Single” then the number of Object Instance can be from 0 to 1. If Mandatory of Object is “Mandatory” and Multiple Instances of the Object is “Single” then, the number of Object Instance MUST be 1.
· Mandatory: if this field is “Mandatory”, then the LWM2M Client MUST support this Object. If this field is “Optional”, then the LWM2M Client SHOULD support this Object.
Resource info:

	Resource Name
	Resource ID
	Supported
Operations
	Multiple

Instances?
	Mandatory?
	Data Type
	Range or Enumeration
	Units
	Description

	Resource Name
	0
	R (Read), 
W (Write), 
E (Execute)
	Multiple/Single
	Mandatory/Optional
	String,

Integer,

Float,
Boolean,

Opaque,

Time
	If any
	If any
	Description


· Resource Name: specifies the Resource name.
· Resource ID: specifies the Resource ID which is unique within Object.
· Supported Operations: indicates which operations the Resource supports in the “Device Management & Service Enablement” Interface. This field can have a combination of R (Read, Observe, Discover, Write Attributes), W (Write), and E (Execute). This field may also have an empty value, which means that this field is not allowed to be accessed via “Device Management & Service Enablement” Interface but allowed to be accessed via “Bootstrap” Interface. 
· Multiple Instances: indicates whether this Resource supports multiple Resource Instances or not. If this field is “Multiple” then the number of Resource Instance can be from 0 to many. If this field is “Single” then the number of Resource Instance can be from 0 to 1. If Mandatory of Resource is “Mandatory” and Multiple Instances of the Resource is “Single” then, the number of Resource Instance MUST be 1. Resource which supports “Execute” operation MUST have “Single” for Multiple Instances.
· Mandatory: if this field is “Mandatory”, then the LWM2M Server and the LWM2M Client MUST support Resource. If this field is “Optional”, then the LWM2M Server and the LWM2M Client SHOULD support the Resource.
· Data Type: Data Type indicates the type of Resource value. Data Types used in this enabler are described in Appendix B Data Types.
· Range or Enumeration: this field limits the value of Resource.
· Units: specifies the unit of the Resource value.
· Description: specifies the Resource description.
�This is not targeting the latest TS, it targets OMA-DM-LightweightM2M-2013-0162R03-CR_Bug_Fixes which is agreed
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