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1 Reason for Change

Defining DTLS over SMS was missing functionality, with the availability of the work in progress in IETF, this CR enables to bring in the functionality inside LWM2M R1.0 
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Add DLTS over SMS details in SMS section
7. Security
7.1 UDP Channel Security
7.2 SMS Channel Security
<Remove entire section underneath SMS channel security 7.2, to replace with the text contents below>
Channel security for [CoAP] is based on the Datagram Transport Layer Security (DTLS) over SMS as defined by [I-D.fossati.dtls.over.gsm.sms]. This section acts as a bridge between the IETF contribution and LWM2M.
7.2.1 Timer values for DTLS
The timeout is defined by retransmission timeout (RTO) in DTLS. Every unsuccessful attempt would double the interval of timer from initial timeout from RTO till a hardcoded value (60 seconds in DTLS) is crossed. The timer value should be positioned beyond SMS delivery timing, in order to achieve best efficient results for DTLS over SMS. 

The suggestion is to keep the initial RTO at 10 seconds for DTLS. The attempts would be made after 10, 20, 40, 80 seconds before the value crosses the hardcoded limit (60 seconds). In total, the overall timing comes to 150 seconds (2.5 minutes) which is a fair value within which SMS would be delivered.

7.2.2 Header Definitions (for one SMS)
The following picture is representation of the overall SMS, inclusive of DTLS cipher suite mandated by CoAP (AES-128). WDP header also uses the variation, where it encodes destination and source port identifiers.
	TPDU (140 bytes)

	WDP (7 bytes)
	DTLS (29 bytes)
	CoAP + LWM2M

	
	Header (13)
	Nonce (8)
	ICV (8)
	
	

	
	
	
	
	CoAP ( 4 to 12 bytes)
	LWM2M ( 100 to 92 bytes)


Model calculation using these header definitions,

· Overall TPDU : 140 Bytes 

· WDP Source and destination security specification is 7 bytes [WAP-WDP]
· DTLS takes 29 bytes: 13 bytes (reference, RFC 6347) of header + 16 bytes of integrity check for CoAP in DTLS [RFC 6655] 

· CoAP header 4 to 12 bytes [CoAP]
· Available bytes for LWM2M from one SMS: 92 to 100 bytes depending on the other header capacity (refer figure for representation )

Change 2:  References addition Normative References
	2.1  Normative References

	[RFC6690]
	Shelby, Z. “Constrained RESTful Environments (CoRE) Link Format”, RFC6690, Aug 2012.

	[SENML]
	C. Jennings, Z. Shelby, J. Arkko, “Media Types for Sensor Markup Language (SENML)”, draft-jennings-senml-10 (work in progress), April 2013.

	[WAP-WDP]
	Wireless Application Protocol Forum, "Wireless Datagram Protocol", June 2001.


Change 3:  References addition Informative References
2.2 Informative References
	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_9, URL:http://www.openmobilealliance.org/
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