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1 Reason for Change

. One  Specified Cypher suite is not appropriate to work with DTLS (from Issue )
. PSK identity in Security Object is defined twice (editorial mistake)  (from PlugTest  Issue 12)

. Issue in PSK mode key/identity length according to RFC4279
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
7.1 UDP Channel Security

The UDP channel security for [COAP] is defined by the Datagram Transport Layer Security (DTLS) [RFC6347], which is the equivalent of TLS v1.2 [RFC5246] for HTTP and utilizes a subset of the Cipher Suites defined in TLS. (Refers to TLS Cipher Suite registry http://www.iana.org/assignments/tls-parameters/tls-parameters.xml)

.

.

.
LWM2M Clients MUST either be directly provisioned for use with a target LWM2M Server (Manufacturer Pre-configuration bootstrap mode) or else be provisioned for secure bootstrapping with an LWM2M Bootstrap Server. Any LWM2M Client which supports Client or Server initiated bootstrap mode MUST support at least one of the following secure methods: 

1) Bootstrapping with a strong (high-entropy) pre-shared secret, as described in 7.1.1. The cipher-suites defined in this section MUST NOT be used with only a low-entropy pre-shared secret. The LWM2M Client MUST use a unique pre-shared secret, one which is unique to each LWM2M Client.   

2) Bootstrapping with a temporary, low-entropy pre-shared secret (such as a PIN, password and private serial number) using the cipher-suite TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256, as defined in RFC5489. The LWM2M Client MUST use a unique pre-shared secret, one which is unique to each LWM2M Client. The LWM2M Client and LWM2M Bootstrap Server MUST discard this temporary secret after first usage, and MUST not allow it to be re-used for subsequent bootstrapping.
3) Bootstrapping with a public key or certificate-based method (as described in 7.1.2 and 7.1.3). The LWM2M Client MUST use a unique key-pair, one which is unique to each LWM2M Client.

For full interoperability, a LWM2M Bootstrap Server MUST support all of these methods.

NOTE: The above security methods can also be used by the LWM2M Bootstrap Server to provision KIc and KID for the SMS Secured Packet Structure mode (see Section Error! Reference source not found. for SMS Secured Packet Structure mode).

7.1.1 Pre-Shared Keys

A LWM2M Server and Client MUST support the Pre-Shared Key mode of DTLS with the Cipher Suite below:

· TLS_PSK_WITH_AES_128_CCM_8 [RFC6655] as defined in Section 9.1.3.1 of [CoAP]

· 
The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for "PSK identity" in [RFC4279] and the value of "Secret Key" Resource for "PSK" in [RFC4279] as defined in Appendix Change 4: a.
The LWM2M Client and LWM2M Server MAY support the use of other Cipher Suites.

For all Cipher Suites using AES in an LWM2M implementation, the hashing functions SHOULD be SHA256.
For all Cipher Suites using AES in an LWM2M implementation, the hashing functions MUST NOT be SHA-1, and MUST NOT be MD5, and MUST NOT be any other hashing function that is weaker than SHA-1 and MD5 or otherwise deprecated.
A LWM2M Client negotiates with the LWM2M Server the best method during the DTLS handshake for establishing the DTLS session.

This security mode is appropriate for LWM2M deployments where there is an existing trust relationship between the LWM2M Server and Client. The same PSKs and PSK IDs need to be generated, and installed on the Client and Server. When using a Bootstrap Server, this security mode requires a 3-way trust relationship between the Bootstrap Server, LWM2M Server(s) and LWM2M Client(s): namely  Bootstrap Server got the secret key (PSK) from Server(s), and should also share a pre-provisioned secret with Client(s)  for ensuring secure DTLS Bootstrap communication.
Using Smartcard PSK provisioning needs no pre-existing trust relationship between LWM2M Server(s) and LWM2M Client(s). The pre-established trust relationship is simply between the LWM2M Server(s) and the SmartCard(s).
7.1.2 Raw Public Key Certificates

If a LWM2M Server or LWM2M Client support Raw Public Key Certificates they  MUST support the Cipher Suite below:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 as defined in Section 9.1.3.2 of [CoAP]

· 

The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its Raw Public Key certificate and the value of "Secret Key" Resource for its Private Key as defined in Appendix Change 4: a.
If the LWM2M Client and LWM2M Server supports Raw Public Key Certificates, they MAY support the use of other Cipher Suites.

If the LWM2M Client or LWM2M Server supports ECDHE and ECDSA for Raw Public Key Certificates, SHA-1 MUST NOT be used, and MD5 MUST NOT be used, and any other hashing function that is weaker than SHA-1 and MD5 or otherwise deprecated MUST NOT be used. The minimum key length MUST be at least 256 bits.

This security mode is appropriate for LWM2M deployments where there is an existing trust relationship between the LWM2M Server and Client. When using a Bootstrap Server, this security mode requires a 3-way trust relationship between the Bootstrap Server, LWM2M Server(s) and LWM2M Client(s): namely Bootstrap Server got the Client private key from Server(s), and should also share a pre-provisioned secret with Client(s) for ensuring secure DTLS Bootstrap communication.
The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its Raw Public Key certificate and the value of the "Secret Key" Resource for its Private Key as defined in Appendix Change 4: a. The LWM2M Client MUST also use the "Server Public Key or Identity Resource" to determine the expected value of the LWM2M Server's raw public key, and MUST check that the raw public key presented by the LWM2M server exactly matches this stored public key.

Similarly, the LWM2M Server MUST store its own private and public keys, and MUST have a stored copy of the expected client public key. The server MUST check that the raw public key presented by the LWM2M client exactly matches this stored public key.

The server and client MUST use different key-pairs, and the LWM2M client MUST use a unique key-pair, one which is unique to each LWM2M client.
Using Smartcard RPK certificates provisioning needs no pre-existing trust relationship between LWM2M Server(s) and LWM2M Client(s). The pre-established trust relationship is simply between the LWM2M Server(s) and the SmartCard(s).
7.1.3 X.509 Certificates

The X.509 Certificate mode requires the use of X.509v3 Certificates [RFC5280]. 

Certificates used in LWM2M SHOULD be signed by a root certificate, either by a public root CA or a private root. 
The LWM2M Client MUST either directly trust the server's X509 certificate or trust it indirectly by verifying it is correctly signed by a trusted CA. 

In the case of direct trust, the LWM2M Client MUST have a copy of the expected LWM2M server certificate stored in the corresponding “Server Public Key or Identity Resource” and MUST check that the certificate presented by the LWM2M server exactly matches this stored certificate. 

In the case of indirect trust, the LWM2M Client MUST have a copy of the expected CA certificate and expected LWM2M Server Subject and/or SubjectAltName names stored in the corresponding “Server Public Key or Identity Resource”. The LWM2M Client MUST check that the certificate presented by the LWM2M server is correctly signed by the expected CA, and that it contains the expected Subject and/or SubjectAltName infomation. A LWM2M Server Certificate SHOULD include Subject and/or SubjectAltName fields listing its known DNS names and IP addresses which are included in the LWM2M Server URI Resource of the LWM2M Security Object Instance. The LWM2M Server MAY use a wild card certificate for the DNS with the host represented as an * and the rest of the domain fully qualified (e.g., *.acme.com). A wildcard with only a top level domain is not permitted (e.g., *.com). The LWM2M Client MUST check that these fields of the Certificate match the URI used to register with the LWM2M Server.

Similarly, the LWM2M Server MUST either directly trust the LWM2M Client's X509 certificate or trust it indirectly by verifying it is correctly signed by a trusted CA certificate. In the case of direct trust, the server MUST store a copy of the expected LWM2M client certificate and MUST check that the certificate presented by the LWM2M client exactly matches this stored certificate. In the case of indirect trust, the server MUST store a copy of the expected CA certificate and expected LWM2M Client Subject and/or SubjectAltName names. The server MUST check that the certificate presented by the LWM2M Client is correctly signed by the expected CA certificate, is within its stated validity period, and contains the expected Subject and/or SubjectAltName information. A LWM2M Client Certificate MUST include the Endpoint Name parameter used to register the device in the Subject Common Name (CN) field of the Certificate. Upon registration, the LWM2M Server MUST check that this CN field matches the Endpoint Name parameter of the registration message during authentication and MUST respond “4.00 Bad Request” to the LWM2M Client if these fields do not match.
If a LWM2M Server or LWM2M Client support X.509 Certificate mode they  MUST support the Cipher Suite below:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 as defined in Section 9.1.3.3 of [CoAP].

· 
The LWM2M Client MUST use the value of the "Public Key or Identity" Resource for its X.509 certificate and the value of "Secret Key" Resource for its Private Key as defined in Appendix Change 4: a.
If the LWM2M Client and LWM2M Server supports X.509 Certificate mode, they MAY support the use of other Cipher Suites.

If the LWM2M Client or LWM2M Server supports ECDHE and ECDSA for X.509 Certificate mode, SHA-1 MUST NOT be used, and MD5 MUST NOT be used, and any other hashing function that is weaker than SHA-1 and MD5 or otherwise deprecated MUST NOT be used. The minimum key length MUST be at least 256 bits.

This security mode does not require a pre-existing trust relationship (if all entities used X.509 certificate security mode) between the LWM2M Client and LWM2M Server, nor between a LWM2M Bootstrap Server and a LWM2M Client. However, in the case of indirect trust, all entities need a trust relationship with the CA(s) that issued the certificates used in LWM2M Servers and Clients.

Using Smartcard with certificates provisioning needs no pre-existing trust relationship between LWM2M Server(s) and LWM2M Client(s). The pre-established trust relationship is simply between the LWM2M Server(s) and the SmartCard(s).

A LWM2M Client SHOULD wait until it has accurate absolute time before contacting the LWM2M Server or LWM2M Bootstrap Server.  If the LWM2M Client uses direct trust, and has no accurate absolute time, it MUST ignore those components of the LWM2M Server or LWM2M Bootstrap Server certificate that involve absolute time, e.g. not-valid-before and not-valid-after certificate restrictions. If the LWM2M Client uses indirect trust, and has no accurate absolute time, it MUST otherwise establish that the LWM2M Server or LWM2M Bootstrap Server certificate is within its validity period. For example, the LWM2M Client MAY just know the date (or year), and the server certificate MAY have a long validity period, extending well before and after the expected time period needed to bootstrap the device.  
Change 1:  Fixes in Security Object : PSK Identity must be used once / Pb on PSK length
E.1 LWM2M Object: LWM2M Security
	Description
	

	This LWM2M Object provides the keying material of a LWM2M Client appropriate to access a specified LWM2M Server. One Object Instance SHOULD address a LWM2M Bootstrap Server.

These LWM2M Object Resources MUST only be changed by a LWM2M Bootstrap Server or Bootstrap from Smartcard and MUST NOT be accessible by any other LWM2M Server.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LWM2M Security 

0 

Multiple 

Mandatory 

urn:oma:lwm2m:oma:0

	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

LWM2M Server URI

Single

Mandatory

String

0-255 bytes

Uniquely identifies the LWM2M Server or LWM2M Bootstrap Server, and is in the form:

"coaps://host:port", where host is an IP address or FQDN, and port is the UDP port of the Server.

1

Bootstrap Server

Single

Mandatory

Boolean

Determines if the current instance concerns a LWM2M Bootstrap Server (true) or a standard LWM2M Server (false)

2

Security Mode

Single

Mandatory

Integer

0-3

Determines which UDP payload security mode  is used

0: Pre-Shared Key mode

1: Raw Public Key mode

2: Certificate mode

3: NoSec mode

3

Public Key or Identity

Single

Mandatory

Opaque

Stores the LWM2M Client’s Certificate (Certificate mode), public key (RPK mode) or PSK Identity (PSK mode). The format is defined in Section E.1.1.

4

Server Public Key 
Single

Mandatory

Opaque

Stores the LWM2M Server’s or LWM2M Bootstrap Server’s Certificate (Certificate mode), public key (RPK mode) The format is defined in Section E.1.1.

5

Secret Key

Single

Mandatory

Opaque

Stores the secret key or private key of the security mode. The format of the keying material is defined by the security mode in Section E.1.1. This Resource MUST only be changed by a bootstrap server and MUST NOT be readable by any server.

6

SMS Security Mode
Single

Optional

Integer
0-255
Determines which SMS security mode is used (see section Error! Reference source not found.)
0: Reserved for future use
1: DTLS mode (Device terminated) PSK mode assumed

2: Secure Packet Structure mode (S martcard terminated)
3: NoSec mode

4: Reserved mode (DTLS mode with multiplexing Security Association support) 

5-203 : Reserved for future use

204-255: Proprietary modes
7

SMS Binding Key Parameters
Single

Optional

Opaque
6 bytes
Stores the KIc, KID, SPI and TAR. The format is defined in Section Error! Reference source not found..
8

SMS Binding Secret Key(s)
Single

Optional

Opaque
16-32-48 bytes
Stores the values of the key(s) for the SMS binding. 

This resource MUST only be changed by a bootstrap server and MUST NOT be readable by any server.
9

LWM2M Server SMS Number

Single

Optional

Integer

MSISDN used by the LWM2M Client  to send messages to the LWM2M Server via the SMS binding. 

The LWM2M Client SHALL silently ignore any SMS not originated from unknown MSISDN

10

Short Server ID

Single

Optional

Integer

1-65535

This identifier uniquely identifies each LWM2M Server configured for the LWM2M Client.

This Resource MUST be set when the Bootstrap Server Resource has false value.

Default Short Server ID (i.e. 0) MUST NOT be used for identifying the LWM2M Server.

11

Client Hold Off Time

Single

Optional

Integer

s

Relevant information for a Bootstrap Server only.

The number of seconds to wait before initiating a Client Initiated Bootstrap once the LWM2M Client has determined it should initiate this bootstrap mode 

In case client initiated bootstrap is supported by the LWM2M Client, this resource MUST be supported.

12
Bootstrap Server Account Timeout
Single
Optional
Integer
s
The LWM2M Server SHOULD purge the LWM2M Bootstrap Server Account after successful bootstrapping. If it has not already been purged, the LWM2M Client MUST purge the LWM2M Bootstrap Server Account after the timeout value given by this resource. The lowest timeout value is 1.

If the value is set to 0 the Bootstrap Server Account lifetime is infinite.

	


E.1.1 UDP Channel Security: Security Key Resource Format
This section defines the format of the Secret Key and Public Key and Identity Resources of the LWM2M Server and LWM2M Bootstrap Server Objects when using UDP Channel security. These Resources are used to configure the security mode and keying material that a Client uses with a particular Server. The Objects are configured on the Client using one of the Bootstrap mechanisms described in Section Error! Reference source not found.. The use of this keying material for each security mode is defined in Section 7.1.

E.1.1.1 Pre-Shared Key (PSK) Mode
The PSK is a binary shared secret key between the Client and Server of the appropriate length for the Cipher Suite used [RFC4279]. This key is composed of a sequence of binary bytes in the Secret Key Resource. The default PSK Cipher Suites defined in this specification use a 128-bit AES key. Thus this key would be represented in 16 bytes in the Secret Key Resource.

The corresponding PSK Identity for this PSK is stored in the Public Key or Identity Resource. The PSK Identity is simply stored as a UTF-8 String as per [RFC4279]. Clients and Servers MUST support arbitrary PSK Identities of up to 128 bytes and PSK keys of up to 64 bytes in length as required by [RFC4279].
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