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[bookmark: _Ref511812747][bookmark: _Toc51149231][bookmark: _Toc440934021]Scope
[bookmark: _Toc51149232]This document defines the technical specification for an Object to be used in conjunction with the Lightweight M2M enabler and to act as a general placeholder to store and optionally to provide cyphering capability to sensisitive data. in order to extend the data storage capability of other Object Instances in the system. 
Moreover, such data extension MAY come with the support of new functionalities as strong data authentication (which confidence can be granted to a data likely to represent a personal ID). 
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[bookmark: _Toc440934025]Terminology and Conventions
[bookmark: _Toc51147380][bookmark: _Toc440934026][bookmark: _Ref511812783][bookmark: _Toc51149239]Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
[bookmark: _Toc51147381][bookmark: _Toc440934027]Definitions
	Device Capability

Tamper-resistant component
	Physical characteristics and related parameters supported by a device.

A  hardware component used to store and process private or sensitive information, such as private keys. To prevent an attacker from retrieving or modifying the information, the component is designed so that the information is not accessible through external means and can be accessed only by the embedded software


[bookmark: _Toc440934028]Abbreviations
	OMA
	Open Mobile Alliance


[bookmark: _Toc440934029]Introduction and Scope
[bookmark: _Toc51149240]
M2M Applications could require access to sensitive information about a Device that is closely related to an LWM2M Client but which is not directly used by that LWM2M Client (e.g. the identity of a Host Device into which a module containing an LWM2M Client is embedded). 
Managing sensitive information such as Device IDs in a secure manner is a need in many IoT applications.
The Portfolio Object specifies a generic placeholder that can be used to store and optionally to provide cyphering capability to protect such an information. 
The objective of this document is to specify an LWM2M Object that allows managing sensitive information that is associated with an LWM2M Client but that is not directly used by that LWM2M Client. 
Some LWM2M Applications may require extended  data storage capacity  over what is available with existing LWM2M Object Instances.  This storage capacity extension can  be used to manage information from a device that is closely related to a LWM2M Client even if this information is not directly used by the LWM2M Client itself (e.g. the identity of a Host Device having an embedded module containing a LWM2M Client). 
Moreover, these extended data may be associated with specific constraints. For example, some data could be used to univocally identify a person or a device; in that case appropriate authentication services MUST be proposed to fulfill that need.

The Portfolio Object specification defines a mechanism for extending the data storage capability of other Object Instances in the LWM2M system, as well as the services which may be used to authenticate and to protect privacy of data contained in those extensions. In addition a data encryption service is also defined. 

[bookmark: _Toc440934030][bookmark: _Toc51147387][bookmark: _Toc51149241]Portfolio Object Functionality 

The main purpose of the Portfolio Object is to provide a placeholder for storing extended information that may be used by another LWM2M Object.
Accordingly, each Portfolio Object Instance and its Resources MUST be fully dedicated to a given LWM2M Object Instance. 
In addition, a Portfolio Object Instance MAY provide an end-to-end service for securing the transport of the information it contains. 
The Portfolio Object offers the possibility to extend the data storage capability of another LWM2M Object instance by attaching one of the Portfolio Object Instances to the set of resources of the original LWM2M Object Instance.
Moreover, a second capability of the Portfolio Object is to provide  services for applications associated with this data extension. These services can be used to authenticate identities and to encrypt data. 

[bookmark: _Toc448224240] 5.1 Portfolio Data Storage Extension
A Portfolio Object Instance and its Resources MUST be fully dedicated to a given LWM2M Object Instance.
Identity Resource (Resource 0 of the Portfolio Object definition) is a mandatory resource that maybe instantated multiple times.
Appendix B provides one example targeting the GSMA CLP0.3 requirement :  a Portfolio Object Instance (e.g. Instance 0) is attached to the LWM2M Device Object Instance (LWM2M Object ‘3’). This Portfolio Object Instance defines four Identity resource instances fitting with the GSMA requirements related to the Host Device information. 
























Change 2:  [bookmark: _Toc440934038]Use Case 1 (GSMA Requirement) detailed 

Appendix B. Portefolio Object Usage Examples 

[bookmark: _Toc440934039]B.1   IIlustration I   : Current GSMA CLP.03 requirement [GSMA]
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[bookmark: _Toc440934041]Figure 1 :  GSMA CLP.03 Requirement (IoT Device Connection Efficiency Guidelines)
	






In the GSMA CLP.03 document, there are specific requirements (DID4-7) related to the mandatory capability of the Device Management Technology. LWM2M TS 1.0 using Portfolio Object functionality is able to cover such a requirement as illustrated below : 

	DID4
	The following LWM2M resource has been defined to specify information related to the manufacturer of the IoT Host Device, this field will need to match the IoT Device Host manufacturer name that is referenced in the Mobile Network Operator lab certification of the IoT Device.
Type: Host Device Manufacturer
Occurrence: One
Format: String
Name: /14/x/0/0  (HostMan)
Access Type: READ
The IoT Device Host manufacturer will be maintained in this resource by the Communications Module LWM2M client.

	DID5
	The following LWM2M resource has been defined to specify the Model name/number of the IoT Device Host. This shall match the model name/number used in the certification of the IoT Device.
Type: Host Device Model
Occurrence: One
Format: String
Name: : /14/x/0/1  (HostMod)
Access Type: READ
The IoT Host Device model will be maintained in the node by the Communication Module  LWM2M client.


	DID6
	The following LWM2M resource has been defined to specify the software version of the IoT Device Host, this information shall be populated by the IoT Device Host manufacturer, shall match the version of SW certified by PTCRB and must be updated whenever the SW is updated on the device.
Type: Host Device Software Version
Occurrence: One
Format: String
Name: : /14/x/0/2  (HostSwV)
Access Type: READ
The IoT Host Device software version will be maintained in this resource by the Communication Module LWM2M client

	DID7
	The following OMA-DM node has been defined to specify the unique ID allocated to the IoT Device Host by the certifying Mobile Network Operator. Mobile Network Operators’ may decide to include this field if they need a way to monitor for uncertified devices used on the network.
Type: Host Device Unique ID
Occurrence: One
Format: Alphanumeric String
Name: : /14/x/0/3  (HostUniqueID)
Access Type: READ
The IoT Device Host Unique ID is assigned by the Mobile Network Operator and will be stored in this resource.








In a given LWM2M Client implementation, the graphical data representation of the GSMA-compatible Connection Module can be illustrated as follows ( e.g. the GSMA Portfolio Object Instance ID is assigned to /14/1).


 

Figure 2 :  LWM2M Object Device (ID:3) extended in using a link to a  dedicated GSMA Portfolio Object Instance

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.
THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.
THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.
[bookmark: Template]© 2016 Open Mobile Alliance Ltd.  All Rights Reserved.	Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.	[OMA-Template-ChangeRequest-20130101-I]




© 2016 Open Mobile Alliance Ltd.  All Rights Reserved.	Page 9 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.	[OMA-Template-ChangeRequest-20130101-I]



image1.emf

image2.emf
Device : /3/0

Manufacturer  /3/0

Model Number  /3/1

Serial Number  /3/2

ExtDevInfo  /3/22 =   14:1

Portfolio : /14/1

/14/1/0 :  Identity

/14/1/0/1 :  HostSwV

/14/1/0/2 :  HostMod

/14/1/0/3 :  HostMan

/14/1/0/0:  HostUniqueID

/14/1/1 : GetAuthData

/14/1/2 : AuthData


Microsoft_Visio_Drawing1.vsdx
Device : /3/0
Manufacturer 	/3/0
Model Number 	/3/1
Serial Number 	/3/2
ExtDevInfo 	/3/22 =   14:1
Portfolio : /14/1
/14/1/0 :  Identity
/14/1/0/1 :  HostSwV
/14/1/0/2 :  HostMod
/14/1/0/3 :  HostMan
/14/1/0/0:  HostUniqueID
/14/1/1 : GetAuthData
/14/1/2 : AuthData



image3.jpeg
"sOMaQa

Open Mobile Alliance




