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1 Reason for Change

· Not only a reponse message must specifiy a Content Type : related to #125 github issue
· On GET (READ / OBSERVE / NOTIFY) requests related to Multiple-Instances Objects an ambiguity (impossibility to identify the returned entity ID) could arrive if the right type of Identifier is not used  in the TLV Data Format : related to #86 github issue
· R01 : - cleanup  TLV examples, add TLV example regarding Multiple-Instances Object request with a single Instance to return, add a precision on Multiple Resource TLV usage.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Not only Client response message MUST contain a supported  Content Type   
6.4 Data Formats for Transferring Resource Information
Four data formats are defined by the LWM2M Enabler in this section: plain text, opaque, TLV and JSON.

The LWM2M Server MUST support all data formats. The LWM2M Client MUST support the TLV data format for all requests. In addition a LWM2M Client MAY choose to support other media type formats in the table below i.e., JSON, plain text and opaque. 
A Server WRITE request as well as a Client  response message MUST specify a content type in using one of the supported Media Type.

A LWM2M Server data request MAY contain one option specifying the Content-Format the Server would prefer to receive for the payload; if this Content Format is not accepted by the LWM2M Client, the request is rejected; if the LWM2M Client doesn’t support that option or the LWM2M Server expresses no data format preference, the LWM2M Client will use its own preferred data format reported in the Content Format of the response message.
The IANA registered Media Type supported in LWM2M TS 1.0 are listed in the table below

	Data Format
	IANA Media Type
	Numeric Content-Formats [CoAP]

	Plain Text
	text/plain
	0

	Core Link Param
	application/link-format
	40

	Opaque
	application/octet-stream
	42

	TLV
	application/vnd.oma.lwm2m+tlv
	TBD

	JSON
	application/vnd.oma.lwm2m+json
	TBD


Change 2:     Remove few ambiguities on Object Instance TLV  and Multiple Resource TLV type MUST be used. Cleanup TLV examples and provide a new one  
6.4.1 TLV

For “Read” and “Write” operations, the binary TLV (Type-Length-Value) format is used to represent an array of values or a singular value using a compact binary representation, which is easy to process on simple embedded devices. The format has a minimum overhead per value of just 2 bytes and a maximum overhead of 5 bytes depending on the type of Identifier and length of the value. The maximum size of an Object Instance or Resource in this format is 16.7 MB. The format is self-describing, thus a parser can skip TLVs for which the Resource is not known.

This data format has a Media Type of application/vnd.oma.lwm2m+tlv

The format is an array of the following byte sequence, where each array entry represents an Object Instance, Resource, or Resource Instance:
	Field 
	Format and Length
	Description

	Type
	8-bits masked field:
0bxxxxxxxx (MSB is the bit following 0b)

Bit numbering is 0 for the LSB to 7 for the MSB
	Bits 7-6: Indicates the type of Identifier.
00= Object Instance in which case the Value contains one or more Resource TLVs

01= Resource Instance with Value for use within a multiple Resource TLV

10= multiple Resource, in which case the Value contains one or more Resource Instance TLVs

11= Resource with Value

	
	
	Bit 5: Indicates the Length of the Identifier.
0=The Identifier field of this TLV is 8 bits long

1=The Identifier field of this TLV is 16 bits long

	
	
	Bit 4-3: Indicates the type of Length.
00=No length field, the value immediately follows the Identifier field in is of the length indicated by Bits 2-0 of this field

01 = The Length field is 8-bits and Bits 2-0 MUST be ignored

10 = The Length field is 16-bits and Bits 2-0 MUST be ignored

11 = The Length field is 24-bits and Bits 2-0 MUST be ignored

	
	
	Bits 2-0: A 3-bit unsigned integer indicating the Length of the Value. 

	Identifier
	8-bit or 16-bit unsigned integer as indicated by the Type field.
	The Object Instance, Resource, or Resource Instance ID as indicated by the Type field.

	Length
	0-24-bit unsigned integer as indicated by the Type field.
	The Length of the following field in bytes.

	Value
	Sequence of bytes of Length
	Value of the tag. The format of the value depends on the Resource’s data type (See Change 1: ).


Table 1: TLV format and description
Each TLV entry starts with a Type byte that indicates if the TLV contains an Object Instance, a Resource, multiple Resources, or a Resource Instance. Object Instance and Resource with Resource Instance TLVs contains other TLVs in their value. The hierarchy is as follows and may be up to 3 levels deep.  
· Object Instance TLV, which contains

· Resource TLVs or
· multiple Resource TLVs, which contains

· Resource Instance TLVs
To prevent any ambiguity on Object Instance Identity, the Object Instance TLV MUST be used as soon as one Instance of a Multiple-Instances Object has to be returned to the LWM2M Server.
When a Multiple Resource has to be returned to the LWM2M Server, the Multiple Resource TLV MUST be used even for 0 or 1 Instance of that resource. 
The following figure illustrates the possible nesting of Object Instance, Resource, multiple Resources, and Resource Instance TLVs. One or several Resource TLVs, and/or one or several multiple Resource TLVs MAY be nested in an Object Instance TLV. A multiple Resource TLV contains one or several Resource Instance TLVs.
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Figure 1: TLV nesting
5.2.1.1 Single Object Instance Request Example

In this example, a request for the Device Object Instance (ID:3) of a LWM2M client is made (GET /3/0). The Device Object is a Single-Instance Object. 

The client responds with a TLV payload including all of the readable Resources. This TLV payload would have the following format. The total payload size with the TLV encoding is 121 bytes.

	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Manufacturer Resource
	0b11 0 01 000
	0x00
	0x14 (20 bytes)
	Open Mobile Alliance [String]
	23

	Model Number
	0b11 0 01 000
	0x01
	0x16 (22 bytes)
	“Lightweight M2M Client” [String]
	25

	Serial Number
	0b11 0 01 000
	0x02
	0x09 (9 bytes)
	“345000123” [String]
	12

	Firmware Version
	0b11 0 00 011
	0x03
	· 
	“1.0” [String] (3 bytes)
	5

	Available Power Sources
	0b10 0 00 110
	0x06
	· 
	The next two rows (6 bytes)
	2

	Available Power Sources[0]
	0b01 0 00 001
	0x00
	· 
	0X01 [8-bit Integer]
	3

	Available Power Sources[1]
	0b01 0 00 001
	0x01
	· 
	0X05 [8-bit Integer]
	3

	Power Source Voltage
	0b10 0 01 000
	0x07
	0x08 (8 bytes)
	The next two rows
	3

	Power Source Voltage[0]
	0b01 0 00 010
	0x00
	· 
	0X0ED8 [16-bit Integer]
	4

	Power Source Voltage[1]
	0b01 0 00 010
	0x01
	· 
	0X1388 [16-bit Integer]
	4

	Power Source Current
	0b10 0 00 111
	0x08
	· 
	The next two rows (7 bytes)
	2

	Power Source Current[0]
	0b01 0 00 001
	0x00
	· 
	0X7D [8-bit Integer]
	3

	Power Source Current[1]
	0b01 0 00 010
	0x01
	· 
	0X0384 [16-bit Integer]
	4

	Battery Level
	0b11 0 00 001
	0x09
	· 
	0x64 [8-bit Integer] 
	3

	Memory Free
	0b11 0 00 001
	0x0A
	· 
	0x0F [8-bit Integer]
	3

	Error Code
	0b10 0 00 011
	0x0B
	· 
	The next row (3 bytes)
	2

	Error Code[0]
	0b01 0 00 001
	0x00
	· 
	0x00 [8-bit Integer]
	3

	Current Time
	0b11 0 00 100
	0x0D
	· 
	0x5182428F [32-bit Integer]
	6

	Time Zone
	0b11 0 00 110
	0x0E
	· 
	“+02:00” [String] (6 bytes)
	8

	Supported Binding and Modes
	0b11 0 00 001
	0x0F
	· 
	“U” [String]
	3

	Total
	121


5.2.1.2 Multiple Object Instance Request Example

A) Request on Multiple-Instances Object having 2 instances

In this example, a request for the Access Control Object (ID:2) of a LWM2M client is made (GET /2). The Access Control Object is a Multiple-Instance Object.

The client responds with a TLV payload including both Object Instances (ID:0 and ID:1) and their Resources. This TLV payload would have the following format. The total payload size with the TLV encoding is 40 bytes.

	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Access Control Object Instance 0
	0b00 0 01 000
	0x00
	0x11 (17 bytes)
	The next 6 rows
	3

	Object ID
	0b11 0 00 001
	0x00
	· 
	0x03 [8-bit Integer]
	3

	Object Instance ID
	0b11 0 00 001
	0x01
	· 
	0x01 [8-bit Integer]
	3

	ACL
	0b10 0 00 110
	0x02
	· 
	The next 2 rows (6 bytes)
	2

	   ACL [1]
	0b01 0 00 001
	0x01
	-
	0b11 10 0000 
	3

	   ACL [2]
	0b01 0 00 001
	0x02
	- 
	0b10 00 0000
	3

	Access Control Owner
	0b11 0 00 001
	0x03
	-
	0x01 [8-bit Integer]
	3

	Access Control Object Instance 1
	0b00 0 01 000
	0x01
	0x11 (17 bytes)
	The next 6 rows
	3

	Object ID
	0b11 0 00 001
	0x00
	· 
	0x04 [8-bit Integer]
	3

	Object Instance ID
	0b11 0 00 001
	0x01
	· 
	0x02 [8-bit Integer]
	3

	ACL
	0b10 0 00 110
	0x02
	· 
	The next 2 rows
	2

	   ACL [1]
	0b01 0 00 001
	0x01
	· 
	0b10 00 0000 
	3

	   ACL [2]
	0b01 0 00 001
	0x02
	· 
	0b10 00 0000
	3

	Access Control Owner
	0b11 0 00 001
	0x03
	· 
	0x01 [8-bit Integer]
	3

	Total
	40


B) Request on Multiple-Instances Object having 1 instance only 
In this example, a request to the Server Object Instances of a LWM2M client is performed (GET /1). The Server Object is a Multiple-Instance Object. The client has only one Server Object instance and will respond with a TLV payload including the single Object Instance (0) and their Resources. This TLV payload would have the following format. The total payload size with the TLV encoding is xx bytes.
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Server Object Instance 0
	0b00 0 01 000
	0x00
	0x09 (15 Bytes)
	The next 5 rows
	3

	Short Server ID
	0b11 0 00 001
	0x00
	-
	0x65
	2

	Lifetime
	0b11 0 00 003
	0x01
	-
	86400
	5

	Notification Storing When Disabled or Offline
	0b11 0 00 001
	0x06
	-
	True
	3

	Binding
	0b11 0 00 001
	0x07
	-
	U
	3

	Registration Update Trigger
	0b11 0 00 000
	0x08
	-
	-
	2

	Total
	10
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