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Hannes Tschofenig, ARM, Hannes.Tschofenig@arm.com 
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1 Reason for Change

Fix the example client.
R01: resolve conflicts with CR104R05

R02: fix IDs in TLV example of ACL Object.
R03: fix IDs in TLV example of ACL Object. Add example of 16-bit ID.

R04: fix a length field.

R05: fix ACL values. Use numbers in Object Link example. Provide example of security credentials
R06: add TLV hex values. Fix example errors.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting OMA DM group to review, comment and agree to the changes presented in this change request.
6 Detailed Change Proposal

Change 1:  Registration payload examples
5.3.1 Register
Registration is performed when a LWM2M Client sends a “Register” operation to the LWM2M Server. After the LWM2M Device is turned on and the bootstrap procedure has been completed, the LWM2M Client MUST perform a “Register” operation to each LWM2M Server that the LWM2M Client has a Server Object Instance. Table 6 describes the parameters used for the “Register” operation.
The “Register” operation includes the Endpoint Client Name parameter along with other parameters listed in Table 6. The “Register” operation MUST include a value for the Endpoint Client Name parameter that is unique on that LWM2M Server.

Upon receiving a “Register” operation from the LWM2M Client, the LWM2M Server records the IP address and port from the IP packet of the registration message and uses this information for all future interactions with that LWM2M Client.

If the LWM2M Client sends a “Register” operation to the LWM2M Server even though the LWM2M Server has registration information of the LWM2M Client, the LWM2M Server removes the existing registration information and performs the new “Register” operation. This situation happens when the LWM2M Client forgets the state of the LWM2M Server (e.g., factory reset).
The LWM2M Server MUST support all the parameters listed at Table 6 and the LWM2M Client MUST support Endpoint Client Name, Lifetime, Binding Mode, and Object and Object Instances and MAY support LWM2M Version and SMS Number.
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.2

	Lifetime
	No
	86400
	If Lifetime Resource does not exist in a LWM2M Server Object Instance (see Appendix D.1), the Client MUST NOT send this parameter and the Server MUST regard lifetime of the Client as 86400 seconds The registration SHOULD be removed by the Server if a new registration or update is not received within this lifetime.

	LWM2M Version
	No
	1.0
	Indicates the version of the LWM2M Enabler that the LWM2M Client supports. This parameter is required only for LWM2M versions > 1.0.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LWM2M Client. “U” means UDP binding, and "S" means SMS binding. The "Q" can be appended to represent the binding works in the Queue mode.

For example, "UQS" means the Client uses both the UDP binding with Queue Mode enabled and the SMS binding with Queue Mode disabled.

The valid values of the parameter are listed in the Section 5.3.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the LWM2M Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the LWM2M Client (Security Object ID:0 MUST not be part of this list).


Table 6: Registration parameters
A LWM2M Server MUST refuse a Client’s Registration request, if it doesn’t support the LWM2M Enabler version indicated by the Client (i.e. major digit of the LWM2M versions in Client and Server are different, or the LWM2M version supported by the Client – e.g. 1.1 -  is superior to the LWM2M version supported by the Server – e.g 1.0 -).

The list of Objects and Object Instances is included in the payload of the registration message. Except the Security Object (ID:0), all the mandatory Objects defined in the LWM2M  Enabler (i.e. Server Object ID:1 and the Device Object ID:3) MUST be part of the registration payload list. The Security Object ID:0 MUST not be part of the Registration Objects and Object Instances list.

When an Object defined outside of a LWM2M Enabler has to-be-registered by the Client, but is not supported by the Server (unknown Object or unsupported Object version) it MUST be silently ignored by this Server and will not prevent the Client’s Registration request to be accepted.

The payload Media-Type of that registration message MUST be the Core Link Format (application/link-format) defined in [RFC6690], so that each Object is described as a Link according to that format. The Target component of the link is required, and consists of the Object path augmented of the Object Version Core link parameters “ver” if required as it is defined in section 6.2 of this document. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LWM2M Enabler.
The payload for a LWM2M Client supporting LWM2M Server, Access Control, Device, Connectivity Monitoring and Firmware Update Objects from Appendix E would simply be:

</1>, </2>, </3>, </4>, </5>

If Objects Instances are already available on the LWM2M Client at the time of registration, then the format would be (for the example client of Appendix F):

</1/0>,</1/1>,</2/0>,</2/1>,</2/2>,</2/3>,</2/4>,</3/0>,</4/0>,</5>
By default, the RFC6690 links of Objects are located under the root path as in the example above. However, devices might be hosting other Resources on an endpoint, and there may be the need to place Objects under an alternative path. This is achieved by including an OMA LWM2M link in addition to the Object links as follows, e.g. to place Objects under the “/lwm2m” path:

</lwm2m>;rt="oma.lwm2m", < /1/0>, < /1/1>,< /2/0>,< /2/1>,< /2/2>,</2/3>,</2/4>,< /3/0>,< /4/0>,< /5>

The RFC6690 Resource Type parameter (i.e., rt="oma.lwm2m") MAY be used to provide the information that the path in front of the Resource Type parameter is used for the LWM2M enabler.

The Resource Type value “oma.lwm2m” has to be registered with the appropriate IANA registry for this purpose.
If the LWM2M Client supports the JSON data format for all the Objects it SHOULD inform the LWM2M Server by including the content type in the root path link using the ct= link attribute. An example is as follows (note that the content type value 1543 is an example, the actual value will be assigned by IANA for the LWM2M JSON format).

</>;ct=1543, </1/0>,</1/1>,</2/0>,</2/1>,</2/2>,</2/3>,</2/4>,</3/0>,</4/0>,</5>

Change 2:  TLV examples
6.4.3.1 Single Object Instance Request Example

In this example, a request for the Device Object Instance (ID:3) of a LWM2M client is made (GET /3/0). The client responds with a TLV payload including all of the readable Resources. This TLV payload would have the following format. The total payload size with the TLV encoding is 121 bytes:

C8 00 14 4F 70 65 6E 20 4D 6F 62 69 6C 65 20 41 6C 6C 69 61 6E 63 65
C8 01 16 4C 69  67 68 74 77 65 69 67 74 20 4D 32 4D 20 43 6C 69 65 6E 74
C8 02 09 33 34 35 30 30 30 31 32 33

C3 03 31 2E 30

86 06

   41 00 01

   41 01 05

88 07 08

   42 00 0E D8
   42 01 13 88

87 08

   41 00 7D

   42 01 03 84
C1 09 64


C1 0A 0F


83 0B
   41 00 00

C4 0D 51 82 42 8F

C6 0E 2B 30 32 3A 30 30

C1 10 55
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Manufacturer Resource
	0b11 0 01 000
	0x00
	0x14 (20 bytes)
	Open Mobile Alliance [String]
	23

	Model Number
	0b11 0 01 000
	0x01
	0x16 (22 bytes)
	“Lightweight M2M Client” [String]
	25

	Serial Number
	0b11 0 01 000
	0x02
	0x09 (9 bytes)
	“345000123” [String]
	12

	Firmware Version
	0b11 0 00 011
	0x03
	─
	“1.0” [String] (3 bytes)
	5

	Available Power Sources
	0b10 0 00 110
	0x06
	─
	The next two rows (6 bytes)
	2

	Available Power Sources[0]
	0b01 0 00 001
	0x00
	─
	0X01 [8-bit Integer]
	3

	Available Power Sources[1]
	0b01 0 00 001
	0x01
	─
	0X05 [8-bit Integer]
	3

	Power Source Voltage
	0b10 0 01 000
	0x07
	0x08 (8 bytes)
	The next two rows
	3

	Power Source Voltage[0]
	0b01 0 00 010
	0x00
	─
	0X0ED8 [16-bit Integer]
	4

	Power Source Voltage[1]
	0b01 0 00 010
	0x01
	─
	0X1388 [16-bit Integer] 
	4

	Power Source Current
	0b10 0 00 111
	0x08
	─
	The next two rows (7 bytes)
	2

	Power Source Current[0]
	0b01 0 00 001
	0x00
	─
	0X7D [8-bit Integer]
	3

	Power Source Current[1]
	0b01 0 00 010
	0x01
	─
	0X0384 [16-bit Integer]
	4

	Battery Level
	0b11 0 00 001
	0x09
	─
	0x64 [8-bit Integer] 
	3

	Memory Free
	0b11 0 00 001
	0x0A
	─
	0x0F [8-bit Integer]
	3

	Error Code
	0b10 0 00 011
	0x0B
	─
	The next row (3 bytes)
	2

	Error Code[0]
	0b01 0 00 001
	0x00
	─
	0x00 [8-bit Integer]
	3

	Current Time
	0b11 0 00 100
	0x0D
	─
	0x5182428F [32-bit Integer]
	6

	UTC Offset
	0b11 0 00 110
	0x0E
	─
	“+02:00” [String] (6 bytes)
	8

	Supported Binding and Modes
	0b11 0 00 001
	0x10
	─
	“U” [String] (1 byte)
	3

	Total
	121


6.4.3.2 Multiple Object Instance Request Examples
A) Request on Single-Instance Object

In this example, a request for the Device Object Instance (ID:3) of a LWM2M client is made (GET /3). The Device Object is a Single-Instance Object, but the Object Instance TLV is used (to be compared with the example of the previous section)

The client responds with a TLV payload including the Object Instance ID and all its readable Resources. This TLV payload would have the following value (indented for readability) and format. The total payload size with the TLV encoding is 124 bytes:
08 00 79
   C8 00 14 4F 70 65 6E 20 4D 6F 62 69 6C 65 20 41 6C 6C 69 61 6E 63 65

   C8 01 16 4C 69  67 68 74 77 65 69 67 74 20 4D 32 4D 20 43 6C 69 65 6E 74

   C8 02 09 33 34 35 30 30 30 31 32 33

   C3 03 31 2E 30

   86 06

      41 00 01
      41 01 05

   88 07 08
      42 00 0E D8
      42 01 13 88

   87 08

      41 00 7D 
      42 01 03 84

   C1 09 64


   C1 0A 0F


   83 0B
      41 00 00

   C4 0D 51 82 42 8F

   C6 0E 2B 30 32 3A 30 30

   C1 10 55
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Device Object Instance 0
	0b00 0 01 000
	0x00
	0x79 (121 bytes)
	The next 20 rows
	3

	Manufacturer Resource
	0b11 0 01 000
	0x00
	0x14 (20 bytes)
	Open Mobile Alliance [String]
	23

	Model Number
	0b11 0 01 000
	0x01
	0x16 (22 bytes)
	“Lightweight M2M Client” [String]
	25

	Serial Number
	0b11 0 01 000
	0x02
	0x09 (9 bytes)
	“345000123” [String]
	12

	Firmware Version
	0b11 0 00 011
	0x03
	─
	“1.0” [String] (3 bytes)
	5

	Available Power Sources
	0b10 0 00 110
	0x06
	─
	The next two rows (6 bytes)
	2

	Available Power Sources[0]
	0b01 0 00 001
	0x00
	─
	0X01 [8-bit Integer]
	3

	Available Power Sources[1]
	0b01 0 00 001
	0x01
	─
	0X05 [8-bit Integer]
	3

	Power Source Voltage
	0b10 0 01 000
	0x07
	0x08 (8 bytes)
	The next two rows
	3

	Power Source Voltage[0]
	0b01 0 00 010
	0x00
	─
	0X0ED8 [16-bit Integer]
	4

	Power Source Voltage[1]
	0b01 0 00 010
	0x01
	─
	0X1388 [16-bit Integer]
	4

	Power Source Current
	0b10 0 00 111
	0x08
	─
	The next two rows (7 bytes)
	2

	Power Source Current[0]
	0b01 0 00 001
	0x00
	─
	0X7D [8-bit Integer]
	3

	Power Source Current[1]
	0b01 0 00 010
	0x01
	─
	0X0384 [16-bit Integer]
	4

	Battery Level
	0b11 0 00 001
	0x09
	─
	0x64 [8-bit Integer] 
	3

	Memory Free
	0b11 0 00 001
	0x0A
	─
	0x0F [8-bit Integer]
	3

	Error Code
	0b10 0 00 011
	0x0B
	─
	The next row (3 bytes)
	2

	Error Code[0]
	0b01 0 00 001
	0x00
	─
	0x00 [8-bit Integer]
	3

	Current Time
	0b11 0 00 100
	0x0D
	─
	0x5182428F [32-bit Integer]
	6

	UTC Offset
	0b11 0 00 110
	0x0E
	─
	“+02:00” [String] (6 bytes)
	8

	Supported Binding and Modes
	0b11 0 00 001
	0x10
	─
	“U” [String] (1 byte)
	3

	Total
	124


B) Request on Multiple-Instances Object having 2 instances

In this example, a request on the Access Control Object (ID:2) of a LWM2M client is made (GET /2). The Access Control Object is a Multiple-Instances Object. In this simplified example, it has only 2 instances  describing the access rights of two LWM2M Servers with Short IDs 127 and 310 on Objects Instances /1/0 and /3/0.

The client responds with a TLV payload including the 2 Object Instances (ID:0 and ID:2) and their Resources. This TLV payload would have the following value (indented for readability) and format. The total payload size with the TLV encoding is 38 bytes:

08 00 0E


   C1 00 01


   C1 01 00


   83 02

      41 7F 07


   C1 03 7F


08 02 12


   C1 00 03


   C1 01 00


   86 02  41 7F 07  61 01 36 01


   C1 03 7F
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Access Control Object Instance 0
	0b00 0 01 000
	0x00
	0x0E (17 bytes)
	The next 5 rows
	3

	Object ID
	0b11 0 00 001
	0x00
	─
	0x01 [8-bit Integer]
	3

	Object Instance ID
	0b11 0 00 001
	0x01
	─
	0x00 [8-bit Integer]
	3

	ACL
	0b10 0 00 011
	0x02
	─
	The next row (3 bytes)
	2

	ACL [127]
	0b01 0 00 001
	0x7F
	─
	0b000 00111 [8-bit Integer]
	3

	
	
	
	
	
	

	Access Control Owner
	0b11 0 00 001
	0x03
	─
	0x7F [8-bit Integer]
	3

	Access Control Object Instance 2
	0b00 0 01 000
	0x02
	0x12 (18 bytes)
	The next 6 rows
	3

	Object ID
	0b11 0 00 001
	0x00
	─
	0x03 [8-bit Integer]
	3

	Object Instance ID
	0b11 0 00 001
	0x01
	─
	0x00 [8-bit Integer]
	3

	ACL
	0b10 0 00 110
	0x02
	─
	The next 2 rows
	2

	ACL [127]
	0b01 0 00 001
	0x7F
	─
	0b000 00111 [8-bit Integer]
	3

	ACL [310]
	0b01 1 00 001
	0x0136
	─
	0b000 00001 [8-bit Integer]
	4

	Access Control Owner
	0b11 0 00 001
	0x03
	─
	0x7F [8-bit Integer]
	3

	Total
	38


C) Request on Multiple-Instances Object having 1 instance only
In this example, a request to the Server Object Instances of a LWM2M client is performed (GET /1). The Server Object is a Multiple-Instances Object. The client has only one Server Object instance and will respond with a TLV payload including the single Object Instance (0) and their Resources. This TLV payload would have the following value (indented for readability) and format. The total payload size with the TLV encoding is 18 bytes:

08 00 0D

   C1 00 01


   C4 01 00 01 51 80

   C1 06 01


   C1 07 55
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Server Object Instance 0
	0b00 0 01 000
	0x00
	0x0D
 (13 Bytes)
	The next 5 rows
	3

	Short Server ID
	0b11 0 00 001
	0x00
	─
	0x01 [8-bit Integer]
	2

	Lifetime
	0b11 0 00 100
	0x01
	─
	86400 [32-bit Integer]
	5

	Notification Storing When Disabled or Offline
	0b11 0 00 001
	0x06
	─
	True [Boolean]
	3

	Binding
	0b11 0 00 001
	0x07
	─
	“U” [String] (1 byte)
	3

	
	
	
	
	
	

	Total
	16


6.4.3.3 Example of Request on an Object Instance containing an Object Link Resource

Examples are based on the LWM2M Object Tree illustration of Figure 26. The TLV format doesn’t report Object hierarchy.
Example 1) request to Object A: Get /65/0

88 00 0C


   44 00 00 42 00 00

   44 01 00 41 00 01

C8 01 0D 38 36 31 33 38 30 30 37 35 35 35 30 30


C4 02 12 34 56 78
	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Res 0 lnk
	0b1 0 0 01000
	0x00
	0x0C(12 bytes)
	The next 2 rows
	3

	Res 0 lnk [0]
	0b01 000 100
	0x00
	─
	0x0042 0000 [Objlnk]

	6

	Res 0 lnk [1]
	0b01 0 00 100
	0x01
	─
	0x0042 0001 [Objlnk]
	6

	Res 1
	0b11 0 01 000
	0x01
	 0x0D
	“8613800755500” [String] (13 bytes)
	16

	Res 2
	0b11 0 00 100
	0x02
	─
	0x12345678 [32-bit Integer]
	6

	Total
	37


Example 2) request to Object B: Get /66: TLV payload will contain 2 Object Instances
08 00 23

   C8 00 0B 6D 79 53 65 72 76 69 63 65 20 31

   C8 01 0F 49 6E 74 65 72 6E 65 74 2E 31 35 2E 32 33 34


   C4 02 00 43 00 00

08 01 23

   C8 00 0B 6D 79 53 65 72 76 69 63 65 20 32


   C8 01 0F 49 6E 74 65 72 6E 65 74 2E 31 35 2E 32 33 35


   C4 02 FF FF FF FF

	TLV
	Type Byte
	ID Byte(s)
	Length Byte(s)
	Value
	Total Bytes

	Object B Instance 0
	0b00 0 01 000
	0x00
	0x23 (35 bytes)
	The next 3 rows
	3

	Res 0
	0b11 0 01 000
	0x00
	0x0B
	“myService 1” [String] (11 bytes)
	14

	Res 1
	0b11 0 01 000
	0x01
	0x0F
	“Internet.15.234” [String] (15 bytes)
	15

	Res 2 lnk
	0b11 0 00 100
	0x02
	─
	0x0043 0000 [Objlnk] 

	6

	Object B Instance 1
	0b00 0 01000
	0x01
	0x23 (35 bytes)
	The next 3 rows
	3

	Res 0
	0b11 0 01 000
	0x00
	0x0B
	“myService 2” [String] (11 bytes)
	14

	Res 1
	0b11 0 00 000
	0x01
	0x0F
	“Internet.15.235” [String] (15 bytes)
	15

	Res 2 lnk
	0b11 0 00 100
	0x02
	─
	0xFFFF FFFF [Objlnk] (no link)
	6

	Total
	76


Change 3:  JSON Examples
6.4.4 JSON

When a LWM2M Client is supporting the JSON data format and such a format is used to transport Object Instance(s), multiple resource and single resource values for both “Read” and “Write” operations, JSON payload MUST use the format defined in this section. Such a format MAY be used for transporting a single value of a Resource

The format MUST comply to [SENML] JSON representation extended for supporting LWM2M Object Link data type and MUST support all attributes defined in Table 21.

According to [SENML] semantics, JSON data format in LWM2M, is composed of optional attributes (Base Time, Base Name) and of a mandatory Resource Array having one or more entries. Each array entry contains several optional or mandatory parameters (Name, Time...).
Each entry of the JSON format is a Resource Instance, where the name need to be prepended by the optional Base Name attribute to form the unique identifier of this Resource instance.

· When the Base Name is absent, the URI of the request is used as the default value for the Base Name

· When the Base Name is present, the name of the entry has to be modulated accordingly to still uniquely identify the resource instance

Note: In both cases, the name of this array entry is a URI path relative to the Base Name which could simply be the request URI when Base Name is absent.
The JSON is useful for transporting multiple Resource Instances for example when transporting all Instances of an Object with all Resources, and Resource Instances within a single LWM2M Client response.
In particular, when Base Name is set to the LWM2M Object root (e.g “/”), the JSON format may support to return a hierarchy of Object Instances when Object Link datatype resources are reported (example given below). The resource instances tree report is performed in using a Breadth-First traversal strategy (see JSON second example below); a given Object Instance MUST appear at most once in that report. The JSON format also includes optional time fields, which allows for multiple versions of representations to be sent in the same payload. The time fields MUST only be used when sending notifications. 
Note: According to [SENML] specification, time values (Base Time and Time) are represented in floating point as seconds, a missing attribute is considered to have a value of zero.

Regarding the Base Time, “Positive values (>0) represent an absolute time relative to the unix epoch, while negative values (<= 0) represent a relative time in the past from the current time” [SENML].

Historical version of notifications are typically generated when “Notification Storing When Disabled or Offline” resource of LWM2M Server Object is set to true (see Appendix D.2) and when the Device comes on line after having been disabled for a period of time.
This JSON data format has a Media Type of application/vnd.oma.lwm2m+json

	Attributes
	JSON Variable
	Mandatory?
	Description

	Base Name
	bn
	No
	The base name string which is prepended to the Name value of the entry for forming a globally unique identifier for the resource.

	Base Time
	bt
	No
	The base time which the Time values are relative to.

	Resource Array
	e
	Yes
	The Resource list as JSON value array according to [SENML] with Array parameter extension (Object Link)

	
	Array Parameters
	
	

	
	Name
	n
	Yes
	The Name value is prepended by the Base Name value to form the name of the resource instance. The resulting name uniquely identifies the resource instance from all others.

Example:

· if Base Name is “/” , the Array entry Name of the Resource is {Object}/{Object Instance}/ {Resource}/{Resource Instance}

· when Base Name is not present, the default Base Name is the request URI. i.e. if the a request URI is /{Object}/{Object Instance}, the array entry Resource name will be {Resource}/{Resource Instance}

	
	Time
	t
	No
	The time of the representation relative to the Base Time in seconds for a notification. Required only for historical representations.

	
	Float Value
	v
	One value field is mandatory
	Value as a JSON float if the Resource data type is Integer, Float, or Time.

	
	Boolean Value
	bv
	
	Value as a JSON Boolean if the Resource data type is boolean.

	
	ObjectLink Value
	ov
	
	Value as a JSON string if the Resource data type is Objlnk
Format according to Appendix C (e.g “10:03”)

	
	String Value
	sv
	
	Value as a JSON string for all other Resource data types. If the Resource data type is opaque the string value holds the Base64 encoded representation of the Resource.


Table 21: JSON format and description
For example a request to Device Object of the LWM2M example client (Get /3/0) would return the following JSON payload. This example has a size of 444 bytes.

{“e”:[ 

  {"n":"0","sv":"Open Mobile Alliance"},

  {"n":"1","sv":"Lightweight M2M Client"},

  {"n":"2","sv":"345000123"},
{"n":"3","sv":"1.0"},
{"n":"6/0","v":1},

  {"n":"6/1","v":5},

  {"n":"7/0","v":3800},

  {"n":"7/1","v":5000},

  {"n":"8/0","v":125},

  {"n":"8/1","v":900},
  {"n":"9","v":100},

  {"n":"10","v":15},

  {"n":"11/0","v":0},

  {"n":"13","v":1367491215},

  {"n":"14","sv":"+02:00"},
{"n":"16","sv":"U"}]
}
Appendix C. Data Types (Normative)

This appendix defines the data types that a Resource can be defined to be.
	Data Type
	Description
	Text Format
	TLV Format

	String
	A UTF-8 string, the minimum and/or maximum length of the String MAY be defined.
	Represented as a UTF-8 string.
	Represented as a UTF-8 string of Length bytes.

	Integer
	An 8, 16, 32 or 64-bit signed integer. The valid range of the value for a Resource SHOULD be defined. This data type is also used for the purpose of enumeration.
	Represented as an ASCII signed integer.
	Represented as a binary signed integer in network byte order, and in two’s complement representation. The value may be 1 (8-bit), 2 (16-bit), 4 (32-bit) or 8 (64-bit) bytes long as indicated by the Length field. When transmitted over network, the data is represented in network byte order (big endian).

	Float
	A 32 or 64-bit floating point value. The valid range of the value for a Resource SHOULD be defined.
	Represented as an ASCII signed decimal.
	Represented as an [IEEE 754-2008] [FLOAT] binary floating point value. The value may use the binary32 (4 byte Length) or binary64 (8 byte Length) format as indicated by the Length field. When transmitted over network, the data is represented in network byte order (big endian).

	Boolean
	An integer with the value 0 for False and the value 1 for True.
	Represented as the ASCII value 0 or 1.
	Represented as an Integer with value 0, or 1. The Length of a Boolean value MUST always be 1.

	Opaque
	A sequence of binary octets, the minimum and/or maximum length of the String MAY be defined.
	
	Represented as a sequence of binary data of Length bytes.

	Time
	Unix Time. A signed integer representing the number of seconds since Jan 1st, 1970 in the UTC time zone.
	Represented as an ASCII integer.
	Same representation as Integer.

	Objlnk
	Object Link. The object link is used to refer an Instance of a given Object. An Object link value is composed of two concatenated 16-bits unsigned integers following the Network Byte Order convention. The Most Significant Half-word is an Object ID, the Least Significant Half-word is an Object Instance ID.

An Object Link referencing no Object Instance will contain the concatenation of 2 MAX-ID values (null link)
	Represented as a UTF-8 string containing 2 16-bits ASCII integers separated by a ‘:’ ASCII character.
	Same representation as 2 16-bits Integer one beside the other. The first one represents the Object ID, and the second one represents the Object Instance ID. This value is always 4 bytes long.

	none
	no specific data type affected to that resource: it exclusively concerns Executable Resource
	Not applicable
	Not applicable







                                                                               





Figure 26: Object link Resource simple illustration
Appendix F. Example LWM2M Client (Informative)

This appendix defines an example LWM2M Client for a simple imaginary device with a Cellular interface including instantiated Objects and their values, which is used throughout this specification in examples. The example client has the Endpoint Name “example-client”. The example device has two Server Objects (it is configured to register with two different LWM2M Servers), three accompanying Access Control Object Instances for those servers, a Device Object, a Connectivity Monitoring Object for a Cellular interface and a Firmware Update Object with no instance. The first Server controls the access control rights for both servers.

	Object
	Object ID 
	Object Instance ID

	LWM2M Security Object[0]
	0
	0

	LWM2M Security Object[1]
	0
	1

	LWM2M Security Object[2]
	0
	2

	LWM2M Server Object [1]
	1
	0

	LWM2M Server Object [2]
	1
	1

	Access Control Object [0]
	2
	0

	Access Control Object [1]
	2
	1

	Access Control Object [2]
	2
	2

	Access Control Object [3]
	2
	3

	Access Control Object [4]
	2
	4

	Device Object 
	3
	0

	Connectivity Monitoring Object
	4
	0

	Firmware Update Object
	5
	-


Table 28: Object Instances of the example

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coaps://bootstrap.example.com
	Example LWM2M Bootstrap Server

	Bootstrap Server
	1
	
	true
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	b313cc22-f969-42ec-ad42
	Example of a PSK Identity string

	Server Public Key
	4
	
	
	Unused in PSK mode

	Secret Key
	5
	
	 e129791359950cbb1c8c3c582913b551
	128-bit random sequence in hex encoding for use as a PSK.

	
	
	
	
	

	Client Hold Off Time
	11
	
	3600
	


Table 29: LWM2M Security Object [0]

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coaps://server1.example.com
	Example LWM2M Server 1

	Bootstrap Server
	1
	
	false
	

	Security Mode
	2
	
	0
	PSK mode

	Public Key or Identity
	3
	
	 b313cc22-f969-42ec-ad42
	Example of a PSK Identity string

	Server Public Key
	4
	
	
	Unused in PSK mode

	Secret Key
	5
	
	 1ca2028d7197c778e9aef5ef69082bea
	128-bit random sequence in hex encoding for use as a PSK.

	Short Server ID
	10
	
	101
	

	
	
	
	
	


Table 30: LWM2M Security Object [1]

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	LWM2M Server URI
	0
	
	coaps://server2.example.com
	Example LWM2M Server 2

	Bootstrap Server
	1
	
	false
	

	Security Mode
	2
	
	1
	RPK mode

	Public Key or Identity
	3
	
	 3059301306072a8648ce
3d020106082a8648ce3d

03010703420004a09dcb

1bc739e7f19afa9adcb1

944968bfba73efcec29b

50486eb44d1b29c19344

9970a3736830cb2bd5d7

ec05d2bd1fc07b6df5e4

8b54ce77a6a7229c3a91

c2
	The raw public key of the LWM2M Client in  ASN.1 DER format. The textual representation of the key can be found below labelled as *.

	Server Public Key
	4
	
	3059301306072a8648ce
3d020106082a8648ce3d

0301070342000482c773

f378d30c2783a48eb811

b96cf6a90694a8564f1e

7f6d366152f11698950f

6f7c40cda585334f8377

50a102f5bf25508ceb9e

55dfc0f12a455199a4c9

60
	The raw public key of the LWM2M Server in ASN.1 DER format. The textual representation of the key can be found below labelled as **.

	Secret Key
	5
	
	 307702010104209f352d
a16495748e146fcb5370

b8e96d292ced5567a8fa

e55a22bb67d91651b8a0

0a06082a8648ce3d0301

07a14403420004a09dcb

1bc739e7f19afa9adcb1

944968bfba73efcec29b

50486eb44d1b29c19344

9970a3736830cb2bd5d7

ec05d2bd1fc07b6df5e4

8b54ce77a6a7229c3a91

c2
	The private key of the client in PKCS#8 format. The textual representation of the key can be found below labelled as ***.

	Short Server ID
	10
	
	102
	

	
	
	
	
	


Table 31: LWM2M Security Object [2]
*: The client public key in text representation: 
  0  89: SEQUENCE {

 2  19:   SEQUENCE {

 4   7:     OBJECT IDENTIFIER ecPublicKey (1 2 840 10045 2 1)

13   8:     OBJECT IDENTIFIER prime256v1 (1 2 840 10045 3 1 7)

      :     }

23  66:   BIT STRING

      :     04 A0 9D CB 1B C7 39 E7 F1 9A FA 9A DC B1 94 49

      :     68 BF BA 73 EF CE C2 9B 50 48 6E B4 4D 1B 29 C1

      :     93 44 99 70 A3 73 68 30 CB 2B D5 D7 EC 05 D2 BD

      :     1F C0 7B 6D F5 E4 8B 54 CE 77 A6 A7 22 9C 3A 91

      :     C2

      :   }
**: The server public key in text representation: 

 0  89: SEQUENCE {

 2  19:   SEQUENCE {

 4   7:     OBJECT IDENTIFIER ecPublicKey (1 2 840 10045 2 1)

13   8:     OBJECT IDENTIFIER prime256v1 (1 2 840 10045 3 1 7)

      :     }

23  66:   BIT STRING

      :     04 82 C7 73 F3 78 D3 0C 27 83 A4 8E B8 11 B9 6C

      :     F6 A9 06 94 A8 56 4F 1E 7F 6D 36 61 52 F1 16 98

      :     95 0F 6F 7C 40 CD A5 85 33 4F 83 77 50 A1 02 F5

      :     BF 25 50 8C EB 9E 55 DF C0 F1 2A 45 51 99 A4 C9

      :     60

      :   }

***: The client private key in text representation: 

 0 119: SEQUENCE {

 2   1:   INTEGER 1

 5  32:   OCTET STRING

      :     9F 35 2D A1 64 95 74 8E 14 6F CB 53 70 B8 E9 6D

      :     29 2C ED 55 67 A8 FA E5 5A 22 BB 67 D9 16 51 B8

39  10:   [0] {

41   8:     OBJECT IDENTIFIER prime256v1 (1 2 840 10045 3 1 7)

      :     }

51  68:   [1] {

53  66:     BIT STRING

      :       04 A0 9D CB 1B C7 39 E7 F1 9A FA 9A DC B1 94 49

      :       68 BF BA 73 EF CE C2 9B 50 48 6E B4 4D 1B 29 C1

      :       93 44 99 70 A3 73 68 30 CB 2B D5 D7 EC 05 D2 BD

      :       1F C0 7B 6D F5 E4 8B 54 CE 77 A6 A7 22 9C 3A 91

      :       C2

      :     }

      :   }

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Short Server ID
	0
	
	101
	Example LWM2M Server 1

	Lifetime
	1
	
	86400
	

	Default Minimum Period
	2
	
	300
	

	Default Maximum Period
	3
	
	6000
	

	DisableTimeout
	5
	
	86400
	

	Notification Storing When Disabled or Offline
	6
	
	True
	

	Binding Preference
	7
	
	U
	UDP binding preference


Table 32: LWM2M Server Object [0]

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Short Server ID
	0
	
	102
	Example LWM2M Server 2

	Lifetime
	1
	
	86400
	

	Default Minimum Period
	2
	
	60
	

	Default Maximum Period
	3
	
	6000
	

	DisableTimeout
	5
	
	86400
	

	Notification Storing When Disabled or Offline
	6
	
	False
	

	Binding Preference
	7
	
	UQ
	UDP with Queuing binding preference


Table 33: LWM2M Server Object [1]

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	1
	LWM2M Server Object

	Object Instance ID
	1
	
	0
	

	ACL
	2
	101
	0b0000000000011111
	Server 1 has all access rights (R, W, E, C, D). Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object Instance’s access rights.


Table 34: Access Control Object [0] (for the LWM2M Server Object)

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	1
	LWM2M Server Object

	Object Instance ID
	1
	
	1
	

	ACL
	2
	102
	0b0000000000011111
	Server 2 has all access rights (R, W, E, C, D). Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	102
	Server 2 controls this Object Instance’s access rights.


Table 35: Access Control Object [1] (for the LWM2M Server Object)

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	3
	Device Object

	Object Instance ID
	1
	
	0
	

	ACL
	2
	101
	0b0000000000011111
	Server 1 has all access rights (R, W, E, C, D). Note that the Resource Instance ID indicates the Short Server ID.

	ACL
	2
	102
	0b0000000000000001
	Server 2 has read-only access rights. Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object Instance’s access rights.


Table 36: Access Control Object [2] (for the Device Object)

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	4
	Connectivity Monitoring Object

	Object Instance ID
	1
	
	0
	

	ACL
	2
	101
	0b0000000000000001
	Server 1 has read-only access rights. Note that the Resource Instance ID indicates the Short Server ID.

	ACL
	2
	0
	0b0000000000000001
	The other Servers except Server 1 have read-only access rights. Note that this Resource Instance ID indicates the default Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object Instance’s access rights.


Table 37: Access Control Object [3] (for the Connectivity Monitoring Object)

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	5
	Firmware Update Object

	Object Instance ID
	1
	
	65535
	Irrelevant

	ACL
	2
	101
	0b0000000000010000
	Server 1 can create Firmware Update Object Instance

	Access Control Owner
	3
	
	65535
	This Object Instance must be managed by Bootstrap Interface


Table 38: Access Control Object [4] (for the Firmware Update Object)

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Manufacturer
	0
	
	Open Mobile Alliance
	

	Model Number
	1
	
	Lightweight M2M Client
	

	Serial Number
	2
	
	345000123
	

	Firmware version
	3
	
	1.0
	

	Available Power Sources
	6
	0
	1
	Internal Battery

	Available Power Sources
	6
	1
	5
	USB

	Power Source Voltage
	7
	0
	3800
	3.8V battery

	Power Source Voltage
	7
	1
	5000
	USB VBUS

	Power Source Current
	8
	0
	125
	125mA

	Power Source Current
	8
	1
	900
	USB 900mA

	Battery level
	9
	
	100
	

	Memory free
	10
	
	15
	15 kB of free memory

	Error code
	11
	0
	0
	No errors

	Current Time
	13
	
	1367491215
	May 2nd, 2013 at 11:42 AM GMT

	UTC Offset
	14
	
	+02:00
	UTC+2 (CET)

	Supported Binding and Modes
	16
	
	U
	UDP binding


Table 39: Device Object

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Network Bearer
	0
	
	0
	GSM Bearer

	Available Network Bearer
	1
	
	0
	GSM Bearer

	Radio signal strength
	2
	
	92
	RSSI in dBm

	
	
	
	
	

	Link Quality
	3
	
	2
	RxQual Downlink

	IP Addresses
	4
	0
	192.168.0.100
	

	Router IP Addresses
	5
	0
	192.168.1.1
	

	Link Utilization
	6
	
	5
	%

	APN
	7
	0
	internet
	


Table 40: Connectivity Monitoring Object
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