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1 Reason for Change

. Github issue #91 asked for explicit behavior for when requests on bootstrap interface & other interface interleaved. : WG decision (Paris Sept 2016) is to ignore/flush  any request as long as a bootstrap phase is not completed  
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:   Explicitly reject any interleaved requests during bootstrap (section 5)
5.2 Bootstrap Interface

The Bootstrap Interface is used to provision essential information into the LWM2M Client to enable the LWM2M Client to perform the operation “Register” with one or more LWM2M Servers.
During the Bootstrap Phase, the Client MUST ignore requests and flush all pending responses not related to the Bootstrap sequence. The LWM2M Client  MUST start fresh, further to the bootstrap completion.
There are four bootstrap modes supported by the LWM2M Enabler:

· Factory Bootstrap
· Bootstrap from Smartcard
· Client Initiated Bootstrap

· Server Initiated Bootstrap

The LWM2M Client MUST support at least one bootstrap mode specified in the Bootstrap Interface.

The LWM2M Bootstrap Server MUST support Client Initiated Bootstrap and Server Initiated Bootstrap modes specified in the Bootstrap Interface.

This section describes what information is conveyed across the Bootstrap Interface, where the LWM2M Client puts that information and how to provision the Bootstrap Information for each of these bootstrap modes.

Change 2:  Explicitly reject any interleaved requests during bootstrap  (section 8)

8.1.1 Bootstrap Interface

The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap Server at the /bs path including the Endpoint Client Name as a query string parameter. When bootstrap operation is terminated the Bootstrap Server MUST send a bootstrap finish indication.

During the Bootstrap Phase, the Client MUST ignore requests and flush all pending responses not related to the Bootstrap sequence. The LWM2M Client  MUST start fresh, further to the bootstrap completion.
In client initiated bootstrap, when the Bootstrap Server receives Request Bootstrap operation, the Bootstrap Server performs Write and/or Delete operation. In server initiated bootstrap, the Bootstrap Server performs Write operation. The Delete operation targets an Object Instance while a Write operation targets Object, Object Instance or a Resource. The Write and Delete operation can be sent multiple times. Only in Bootstrap Interface, Delete operation MAY target to “/” URI to delete all the existing Object Instances - except LWM2M Bootstrap Server Account - in the LWM2M Client, for initialization purpose before LWM2M Bootstrap Server sends Write operation(s) to the LWM2M Client. Different from “Write” operation in Device Management and Service Enablement interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource and access rights. In addition, when an Object to implant in the LWM2M Client is defined outside of the Enabler and its version is > 1.0 (Initial Version) the Object Version  (see Section 5.1.2 and section 6.2 Object Versioning) MUST be specified in the Bootstrap Write command. The Bootstrap Server must send finish indication after it has sent all object instances/resources. Bootstrap Server send finish message by sending CoAP POST to “/bs” location path with empty payload
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