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1 Reason for Change

This contribution fixes the following outdated reference:
	[SMS-DTLS]
	Datagram Transport Layer Security (DTLS) over Global System for Mobile Communications (GSM) Short Message Service (SMS), URL:http://www.ietf.org/id/draft-fossati-dtls-over-gsm-sms-01.txt


The content of draft-fossati-dtls-over-gsm-sms-01.txt was incorporated into RFC 7925.
2 Impact on Backward Compatibility

The timer value was changed from 10 seconds to 9 seconds, as recommended in [DTLS-SMS]. There is, however, no implication for backwards compatibility. 
3 Impact on Other Specifications

There is no impact on other specifications. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Update the reference and align the text with the recommendation in [DTLS-SMS]. Fix editorial bugs. 

(In LWM2M version 1.1 the text should be replaced by a reference to Appendix A of RFC 7925 instead of replicating the text.)
6 Detailed Change Proposal
2.2 Informative References

	[SMS-DTLS]
	H. Tschofenig, T. Fossati, "Transport Layer Security (TLS) / Datagram Transport Layer Security (DTLS) Profiles for the Internet of Things", RFC 7925, July 2016.


7.2.2.1
Device end-point

The following sub-sections describes how to bind CoAP/DTLS message to the SMS channel and specifies the restrictions on DTLS for fitting the SMS channel specific functioning and narrow bandwidth. The text has been re-used from Appendix A of [SMS-DTLS].
7.2.2.1.2 DTLS Message Segmentation and Re-Assembly Consideration

According to the recommendation of [SMS-DTLS], the SMS Channel media in LWM2M requires to follow the two rules below:

· the 3GPP Concatenated Short Message mechanisms MUST NOT be used

· the same PMTU setting used during the DTLS Handshake phase must be kept
7.2.2.1.3 Multiplexing Security Association

This functionality specified in [SMS-DTLS] could authorize to address multiple LWM2M Clients in the same devices, each Clients having a specific identifier, carried by an extra header (7bytes) based on WAP User Datagram Protocol specification [WAP-WDP]. This functionality would require to substract additional 7 bytes (WDP header) from the SMS effective payload and is not supported in LWM2M release 1.0. Later version of OMA LWM2M may support it through a new SMS DTLS mode (DTLS mode with support to Multiplexing Security Associations), and managing a header of 7 bytes in addition to the one specified in section 7.2.2.1.6.
7.2.2.1.5 Timers values for DTLS


To deal with the unreliable message delivery provided by UDP, DTLS adds timeouts and "per-flight" retransmissions, as described in Section 4.2.4 of [RFC6347].  Although the timeout values are implementation specific, recommendations are provided in Section 4.2.4.1 of [RFC6347], with an initial timer value of 1 second and double the value at each retransmission, up to no less than 60 seconds.

An initial timer value of 9 seconds with exponential back off up to no less than 60 seconds is therefore RECOMMENDED.
This value is chosen big enough to absorb large latency variance due to intrinsic network characteristics, as well as to produce a low number of retransmission events and relax the pacing between them.

Its worst case wait time is the same as using 1s timeout (i.e., 63s), while triggering less than half of the retransmissions (2 instead of 5).

In order to minimize the wake time during DTLS handshake, sleepy nodes might decide to select a lower threshold and, consequently, a smaller initial timeout value.  If this is the case, the implementation MUST keep into account the considerations about network stability described in this section.


When the SMS delivery report function is activated, the reception of an SMS-STATUS-REPORT message has not to be interpreted as an indication that a previously sent handshake message has been acted on by the receiver.

Therefore, the SMS-STATUS-REPORT message MUST NOT be considered by the DTLS timeout and retransmission function.

In order to avoid caching messages in the network, the SMS validity period carried by the handshake messages MUST have a value higher or equal to the DTLS retransmission timeout (RTO).
7.2.2.1.6 Header Definitions (for one SMS)
a) SMS Frame for basic Request/Response Interaction message (no Token field required) 
	TPDU (140 bytes)

	DTLS (29 bytes)
	CoAP + Effective Payload

	Header (13)
	Nonce (8)
	ICV (8)
	
	

	
	CoAP ( 4 bytes)
	Effective Payload ( 107 bytes)


Model calculation using these header definitions,

· Overall TPDU : 140 bytes

· DTLS requires 29 bytes: 13 bytes header according to RFC 6347 and Appendix B of [RFC7925] + 8 bytes for the explicit nonce and 8 bytes for the integrity check value when an AES-128-CCM-8 ciphersuite is used. This ciphersuite uses a short integrity check value.
· CoAP header of variable length with at least 4 bytes [CoAP]

· Available bytes for the effective LWM2M payload from one SMS: 107 bytes
SMS Frame for messages of the Information Reporting Interface (Token field required)
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