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1 Reason for Change

.   Several Fixes to remove ambiguities in the text and fixing few mistakes in the examples
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 7.2  various fixes 
7.2 Access Control
As the LWM2M Client MAY support one or more LWM2M Servers, there is a need to determine which operation on a given Object Instance is authorized for which LWM2M Server: Access Control Object is designed for supporting that capability. In the particular case where a single LWM2M Server Account exists in the LWM2M Client, the Server MUST have full access right on all the Objects and Object Instances in the LWM2M Client, and the Access Control Object MAY be not instantiated.

The section 7.3.1 and its sub-sections specify what MUST be applied in multiple LWM2M Servers environment. For consistency and for reducing the efforts of the LWM2M Client when switching from single to multiple LWM2M Servers environment after deployment, section 7.3.1 and its sub-sections MUST also be applicable in single LWM2M Server environment when Access Control Object is instantiated in that context.
6.2.3 Access Control Object
6.2.3.1 Access Control Object overview

Access Control Object MUST be instantiated with the following rules:

· During the Bootstrap Phase, an Access Control Object Instance MUST be assigned per Object, for identifying which Server will be authorized to instantiate this Object later. The Bootstrap Server is the owner of these Access Control Object Instances created during this phase.
· A unique Access Control Object Instance MUST be assigned per Object Instance (see Figure 16), for registering which operations can be performed by a given LWM2M Server on this associated Object Instance.

· Each Access Control Object Instance MUST only be managed by the Access Control Owner Server of that Object Instance via the Device Management and Service Enablement Interface. Within the Access Control Object Instance is an ACL Resource which MAY have zero or several Instances (see Figure 16):

· Each ACL Resource Instance is associated to a different LWM2M Server and represents an access right determining which operations a LWM2M Server can perform on the Object Instance.

· For a given Access Control Object Instance, the Access Control Owner LWM2M Server which doesn’t have ACL Resource Instance, have full access right on Object Instance it refers to.

· For a simple association between an ACL Resource Instance and a given LWM2M Server, the Short Server ID is assigned to ACL Resource Instance ID (see Figure 16).

· A specific ACL Resource Instance MAY be used to grant access rights to LWM2M Servers which don’t have their own ACL Resource Instance.The ID of this ACL Resource Instance containing the default access rights MUST be 0.

· Access Control Object is described in Appendix E.3 and Examples of Access Control Object Instances are presented in Appendix F.
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Figure 16: Illustration of the relations between the LWM2M Access Control Object and the other LWM2M Objects
6.2.3.2 Access Control Object Management

6.2.3.2.1 Access Control Object Instantiation

Access Control Object MUST be instantiated inthe LWM2M Client under two circumstances:

· During Bootstrap for specifying which Server is authorized to instantiate (“Create” operation) which Object.

· When a LWM2M Server sends “Create” operation for instantiating an Object 
1. Bootstrap case
During Bootstrap, for each Object supported by the LWM2M Client, an Access Control Object Instance per Object SHOULD be created in the LWM2M Client. This Access Control Object Instance MUST be managed via the Bootstrap Interface only. The Resources value of the Access Control Object Instance MUST be set as follows:

	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the targeted Object

	Object Instance ID
	1
	MAX_ID=65535 (irrelevant)

	ACL
	2
	A Resource Instance per LWM2M Server authorized to instantiate the Object
4th lsb: “Create” is only configured

	Access Control Owner
	3
	MAX_ID=65535 (meaning : managed by Bootstrap Interface)


2. “Create” operation case

When a LWM2M Server creates under authorization an Object Instance (see section 7.3.2 Authorization) in the LWM2M Client an Access Control Object Instance with the following Resource values MUST be instantiated in the LWM2M Client. The Access Control Owner Resource is configured with the Short Server ID of the LWM2M Server.
	Resource Name
	Resource ID
	Value

	Object ID
	0
	ID of the targeted Object

	Object Instance ID
	1
	ID of the newly created Object Instance

	ACL
	2
	Any combinaison of the Access Right {none,R,W,E,D} is acceptable (Annex E.3)

	Access Control Owner
	3
	The Short Server ID of the LWM2M Server sending “Create” operation 


6.2.3.2.2 Access Control Object update

There are several cases in which a given Access Control Object Instance can be updated:

· When the LWM2M Server which is the “Access Control Owner” adds or modifies (using “Write” operation) access right on the Object Instance for a given LWM2M Server,

a. first an ACL Resource having the targeted Short Server ID as ACL Resource Instance ID, has to be instantiated by the LWM2M Client if ACL Resource Instance for the LWM2M Server doesn’t exist yet

b. second the appropriate access right (R,W,D,E) for that targeted Server on the Object Instance has to be set as ACL Resource Instance value

· When an Object Instance is removed via “Delete” operation performed by the LWM2M Server which is the “Access Control Owner”, the associated Access Control Object Instance MUST be removed by the LWM2M Client.
Change 2:  Appendix E: Access Control : description fixes

E.3 LWM2M Object: Access Control

	Description
	

	Access Control Object is used to check whether the LWM2M Server has access right for performing a operation.
	

	Object definition
	

	Name

Object ID

Instances

Mandatory

Object URN

LWM2M Access Control

2

Multiple

Optional

urn:oma:lwm2m:oma:2

	

	Resource definitions
	

	ID

Name

Operations

Instances

Mandatory

Type

Range or Enumeration

Units

Description

0

Object ID

R

Single

Mandatory

Integer

1-65534

The Object ID and The Object Instance ID are applied for.

1

Object Instance ID

R

Single

Mandatory

Integer

0-65535

See Table 18: LWM2M Identifiers.

2

ACL

RW

Multiple

Optional

Integer

16-bit

The Resource Instance ID is the Short Server ID of a certain LWM2M Server for which  associated access rights are contained in the Resource Instance value  .
The Resource Instance ID 0  is a specific ID, determining the  ACL Instance which contains the default access rights
Each bit set in the Resource Instance value, grants an access right to the LWM2M Server to the corresponding operation. 
. The bit order is specified as below.
1st lsb: R(Read, Observe, Discover, Write Attributes)
2nd lsb: W(Write)
3rd lsb: E(Execute)
4th lsb: D(Delete)
5th lsb: C(Create)
Other bits are reserved for future use

3

Access Control Owner

RW

Single

Mandatory

Integer

0-65535

Short Server ID of a certain LWM2M Server. 
The specific value  MAX_ID=65535 refers to the LWM2M Bootstrap Server.

Only this LWM2M Server can manage the Resources of this Object Instance.


	

	
	


Change 3:  Appendix D : Example fixes

Appendix D. Example LWM2M Client (Informative)

This appendix defines an example LWM2M Client for a simple imaginary device with a Cellular interface including instantiated Objects and their values, which is used throughout this specification in examples. The example client has the Endpoint Name “example-client”. The example device has two Server Objects (it is configured to register with two different LWM2M Servers), five accompanying Access Control Object Instances for those servers, a Device Object, a Connectivity Monitoring Object for a Cellular interface and a Firmware Update Object with no instance. The first Server controls the access control rights for both servers. None of the LWM2M Servers are able to create Object Instances.
The Short Server ID 101 & 102, are respectively associated to the Server 1 and Server 2;

	Object
	Object ID 
	Object Instance ID

	LWM2M Security Object[0]
	0
	0

	LWM2M Security Object[1]
	0
	1

	LWM2M Security Object[2]
	0
	2

	LWM2M Server Object [1]
	1
	0

	LWM2M Server Object [2]
	1
	1

	Access Control Object [0]
	2
	0

	Access Control Object [1]
	2
	1

	Access Control Object [2]
	2
	2

	Access Control Object [3]
	2
	3

	Access Control Object [4]
	2
	4

	Device Object 
	3
	0

	Connectivity Monitoring Object
	4
	0

	Firmware Update Object
	5
	-


Table 28: Object Instances of the example
.

.

.

.

.

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	1
	LWM2M Server Object 0 (Server 1)

	Object Instance ID
	1
	
	0
	

	ACL
	2
	101
	0b0000000000001111
	For this Object Instance (1:0), Server 1 has access rights (R, W, E, D). Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object Instance’s access rights.


Table 34: Access Control Object [0] (for the LWM2M Server Object  Instance 0)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	1
	LWM2M Server Object 1
(Server 2)

	Object Instance ID
	1
	
	1
	

	ACL
	2
	102
	0b0000000000001111
	For this Object Instance (1:1), Server 2 has access rights (R, W, E,, D). Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	102
	Server 2 controls this Object Instance’s access rights.


Table 35: Access Control Object [1] (for the LWM2M Server Object Instance  1)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	3
	Device Object

	Object Instance ID
	1
	
	0
	

	ACL
	2
	101
	0b0000000000001111
	For this Object Instance (3:0), Server 1 has access rights (R, W, E, D). Note that the Resource Instance ID indicates the Short Server ID.

	ACL
	2
	102
	0b0000000000000001
	For this Object Instance (3:0), Server 2 has read-only access rights. Note that the Resource Instance ID indicates the Short Server ID.

	Access Control Owner
	3
	
	101
	Server 1 controls this Object Instance’s access rights.


Table 36: Access Control Object [2] (for the Device Object Instance)

	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	4
	Connectivity Monitoring Object

	Object Instance ID
	1
	
	0
	

	ACL
	2
	101
	0b0000000000000001
	For this Object Instance (4:0), Server 1 has read-only access rights. Note that the Resource Instance ID indicates the Short Server ID.

	ACL
	2
	0
	0b0000000000000001
	For this Object Instance (4:0), The other Servers except Server 1 have read-only access rights. Note that this Resource Instance ID indicates the default access rights 

	Access Control Owner
	3
	
	101
	Server 1 controls this Object Instance’s access rights.


Table 37: Access Control Object [3] (for the Connectivity Monitoring Object Instance)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Object ID
	0
	
	5
	Firmware Update Object

	Object Instance ID
	1
	
	65535
	Irrelevant

	ACL
	2
	101
	0b0000000000010000
	Server 1 can create Firmware Update Object Instance

	Access Control Owner
	3
	
	65535
	This Object Instance must be managed by Bootstrap Interface


Table 38: Access Control Object [4] (for the Firmware Update Object)
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Manufacturer
	0
	
	Open Mobile Alliance
	

	Model Number
	1
	
	Lightweight M2M Client
	

	Serial Number
	2
	
	345000123
	

	Firmware version
	3
	
	1.0
	

	Available Power Sources
	6
	0
	1
	Internal Battery

	Available Power Sources
	6
	1
	5
	USB

	Power Source Voltage
	7
	0
	3800
	3.8V battery

	Power Source Voltage
	7
	1
	5000
	USB VBUS

	Power Source Current
	8
	0
	125
	125mA

	Power Source Current
	8
	1
	900
	USB 900mA

	Battery level
	9
	
	100
	

	Memory free
	10
	
	15
	15 kB of free memory

	Error code
	11
	0
	0
	No errors

	Current Time
	13
	
	1367491215
	May 2nd, 2013 at 11:42 AM GMT

	UTC Offset
	14
	
	+02:00
	UTC+2 (CET)

	Supported Binding and Modes
	16
	
	U
	UDP binding


Table 39: Device Object Instance
	Resource Name
	Resource ID
	Resource Instance ID
	Value
	Notes

	Network Bearer
	0
	
	0
	GSM Bearer

	Available Network Bearer
	1
	
	0
	GSM Bearer

	Radio signal strength
	2
	
	92
	RSSI in dBm

	Link Quality
	3
	
	2
	RxQual Downlink

	IP Addresses
	4
	0
	192.168.0.100
	

	Router IP Addresses
	5
	0
	192.168.1.1
	

	Link Utilization
	6
	
	5
	%

	APN
	7
	0
	internet
	


Table 40: Connectivity Monitoring Object Instance
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