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1 Reason for Change

The Bootstrap-Server is blind in regards to the LWM2M Client characteristics (supported LWM2M Enabler version, supported Objects & in which version) and configuration (existing Object instances) .

It is then a Security issue:

-
LWM2M Enabler release must be aligned between the Bootstrap-Server & the Client (no current way to verify or to adapt this) 

-
Creation and Deletion of Object Instances are hazardous since the Bootstrap-Server is  - maybe -  aware of what it created in the initial stage (if history is preserved), but it cannot be aware of what the Client and/or Server(s) have created out of its control. 

-
In particular, the Bootstrap-Server is not aware of the Bootstrap-Server Account itself (Security Object Instance ID) .   

             A simple Bootstrap Command is added, to reveal to the Bootstrap-Server the minimum information needed to securely configure a LWM2M Client  with  Object Instances and Server Account(s) and possibly the replacement of the Bootstrap Server Account.
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

DM WG to review and agree this CR
5 Detailed Change Proposal
Change 1:  Section 5 Interface : insert the Discover command
5. Interfaces
According to the architecture diagram [LWM2M-AD], there are four interfaces: 1) Bootstrap, 2) Client Registration, 3) Device Management and Service Enablement, and 4) Information Reporting. The operations for the four interfaces can be classified as uplink operations and downlink operations. The operations of each interface are defined in this section, and then mapped to protocol mechanisms in Section 7 Transport Layer Bindings and Encodings.

Figure 3 shows the operation model for interface “Bootstrap”. For this interface, the operations are uplink operation named “Request Bootstrap” and a downlink operation named“Discover” ,“Write” and “Delete”. These operations are used to initialize the needed Object(s) for the LWM2M Client to register with one or more LWM2M Servers. With the “Write” operation on this interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource(s) and access rights. In the mode where the Server is addressing the Bootstrap Information to the LWM2M Client, the Server MUST inform the LWM2M Client when this transfer is over by sending a Bootstrap Finish command.

Bootstrapping is also defined using Factory Bootstrap (e.g., storage in Flash) or Bootstrap from Smartcard (storage in a Smartcard).
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Figure 3: Bootstrap
Change 2:  Section 5       Table 1

	Interface
	Direction
	Operation

	Bootstrap
	Uplink
	Request Bootstrap

	Bootstrap
	Downlink
	Write, Discover,Delete

	Client Registration
	Uplink
	Register, Update, De-register

	Device Management and Service Enablement
	Downlink
	Create, Read, Write, Delete, Execute, Write Attributes, Discover

	Information Reporting
	Downlink
	Observe, Cancel Observation

	Information Reporting
	Uplink
	Notify


Table 1: Relationship of operations and interfaces
Change 3:  Bootstrap Discover Command 
5.2.5.3 Bootstrap DISCOVER
The “Discover” operation in Bootstrap Interface is different from the “Discover” operation in Device Management and Service Enablement interface.

 The “Discover” operation on the Bootstrap Interface is used to discover which LWM2M Objects and Object Instances are supported by a certain LWM2M Client. In particular, the Security Object Instances (ID:0) are reported, while they are not accessible in Device Management and Service Enablement Interface. This operation is useful to clean-up or update fine grain a LWM2M Client (e.g. adding/removing a new LWM2M Server Account to the LWM2M Client configuration). 

The returned payload for each targeted Object, is a list of application/link-format CoRE Links [RFC6690] containing the Object Instances of such an Object, in addition with the Object Version and the LWM2M Enabler Version if required (see section Error! Reference source not found. “Object Versioning” and Table 3 of this document [PROPERTIES] Class Attributes). For fully identify the Server supported by the Client, the Object Instances of the Server Account(s) (Object ID:0, Object ID:1) are suffixed by their associated Short Server ID.

The Bootstrap-Server Security Object Instance is not suffixed by a Short Server ID, since it has none associated with, 

The targeted URI ‘/’ is accepted in place of the Object ID URI, for informing the Client to report all existing Object Instances.  

The “Discover” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	No
	  - 
	Indicates the Object. (/ means all Objects )


Table 2: Bootstrap Discover parameters
For example:
· when the “Discover” operation targets an Object with Object ID of 0 (Security Object), the response to the operation could be:
</0/0>;ep=101, </0/1/>, </0/2>;ep=102 with the meaning 3 LWM2M Servers are supported in that Client, while the Instance ID:1 of the Security Object ID:0 contains the credentials for the LWM2M Bootstrap-Server.  

· when the “Discover” operation targets an Object with ‘/’ the response to the operation could be
· </0/0>;ep=101,</0/1>, </1/0/>;ep=101, </3/0>,</5>,</4>   with the meaning the Client is supporting a Bootstrap-Server Account (/0/1), a Server Account (/0/0, /1/0)  with a Short Server ID=101, A Device Object Instance (/3/0) and 2 other Objects which are not instantiated yet (Firmware Update /5, and Connectivity Monitory Object /4).
· When the “Discover” addresses a LWM2M Client supporting the LWM2M Enabler in release 2.0, and containing a configuration with an hypothetical  LWM2M Object ID:55 in Version 1.9, with one Instance (/55/0)
                          lwm2m=”2.0”,</0/0>,</0/1>;ep=101, </1/0/>;ep=101, </3/0>,</5>,</4> ,<55>;ver=1.9, </55/0> 
Change 4:  Figure 7 &  Figure 8  section 5.2.2.3  / 5.2.2.4 : insert Discover Command




Figure 7: Procedure of Client Initiated Bootstrap



Figure 8: Procedure of Server Initiated Bootstrap
Change 5:  Section 8.2.2 : Insert Discover Command
8.2.3  Bootstrap Interface

The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap-Server at the /bs path including the Endpoint Client Name as a query string parameter. When bootstrap operation is terminated the Bootstrap-Server MUST send a bootstrap finish indication.

During the Bootstrap Phase, the Client MAY ignore requests and flush all pending responses not related to the Bootstrap sequence.
In client initiated bootstrap, when the Bootstrap-Server receives Request Bootstrap operation, or in server initiated bootstrap, the Bootstrap-Server performs Write, Discover and/or Delete operations. The Delete operation targets an Object or an Object Instance, the Discover operation targets an Object, while a Write operation targets Object, Object Instance or a Resource. The Write, Discover and Delete operations can be sent multiple times. Only in Bootstrap Interface, Delete operation MAY target to “/” URI to delete all the existing Object Instances - except LWM2M Bootstrap-Server Account - in the LWM2M Client, for initialization purpose before LWM2M Bootstrap-Server sends Write operation(s) to the LWM2M Client. Different from “Write” operation in Device Management and Service Enablement interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource and access rights. In addition, when an Object to implant in the LWM2M Client is defined outside of the Enabler and its version is > 1.0 (Initial Version) the Object Version  (see Section Error! Reference source not found. and section Error! Reference source not found. Object Versioning) MUST be specified in the Bootstrap Write command.
Only in Bootstrap Interface, the Discover command MAY target to “/” URI to discover all Objects and Object Instances supported in the Device.

The Bootstrap-Server MUST send finish indication after it has sent all object instances/resources. Bootstrap Server send finish message by sending CoAP POST to “/bs” location path with empty payload

	Operation
	CoAP Method
	URI
	Success
	Failure

	Bootstrap Request
	POST
	/bs?ep={Endpoint Client Name}
	2.04 Changed
	4.00 Bad Request
4.15 Unsupported content format

	Write
	PUT
	/{Object ID}/{Object Instance ID}/ {Resource ID}?ver={Object Version}
	2.04 Changed
	4.00 Bad Request

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.00 Bad Request

	Discover
	GET Accept: application/link-format
	/{Object ID}
	2.05 Content
	4.00 Bad Request 
4.04 Not Found

	Bootstrap Finish
	POST
	/bs
	2.04 Changed
	4.00 Bad Request
4.06 Inconsistent Configuration


Table 22: Operation to Method and URI Mapping
Change 6:  Responses Codes
8.1 Response Codes

This section lists available response codes of each operation. The codes are divided into each interface. These are the only valid response codes defined in for the LWM2M Enabler.
	Operations
	Available CoAP Response Codes
	Reason Phrase

	 Bootstrap Interface

	Bootstrap Request
	2.04 Changed
	Request Bootstrap is completed successfully

	
	4.00 Bad Request
	Unknown Endpoint Client Name

	Write
	2.04 Changed
	“Write” operation is completed successfully

	
	4.00 Bad Request
	The format of data to be written is different

	
	4.15 Unsupported content format
	The specified format is not supported

	Discover
	2.05 Content
	“Discover” operation is completed successfully

	
	4.00 Bad Request
	Undetermined error occurred

	
	4.04 Not Found
	URI of “Discover” operation is not found

	Delete
	2.02 Deleted
	“Delete” operation is completed successfully

	
	4.00 Bad Request
	Bad or unknown URI provided

	Bootstrap Finish
	2.04 Changed
	Bootstrap Finished is completed successfully

	
	4.00 Bad Request
	Bad URI provided

	
	4.06 Not Acceptable
	Inconsistent loaded configuration
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