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1 Reason for Change

The Bootstrap Finish may be lost leaving the Client in an undefined state. This CR add an expiration delay.
As the Bootstrap-Server may remove active LWM2M Servers, it is advised to ignore other interfaces during the Bootstrap Sequence. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting OMA DM group to review, comment and agree to the changes presented in this change request.
6 Detailed Change Proposal

5.2.3.4 Server Initiated Bootstrap

In this mode, the LWM2M Bootstrap-Server configures the Bootstrap Information in the LWM2M Client without the LWM2M Client sending a bootstrap request to the LWM2M Bootstrap-Server.

As the LWM2M Client does not initiate the “Request Bootstrap” operation to the LWM2M Bootstrap-Server, the LWM2M Bootstrap-Server needs to know if a LWM2M Device is ready for bootstrapping before the LWM2M Client can be configured by the LWM2M Bootstrap-Server. The mechanism that a LWM2M Bootstrap-Server gains this knowledge is implementation specific. A common scenario is that elements in the Network Provider’s network informs the LWM2M Bootstrap-Server of the LWM2M Device when the LWM2M Device connects to the Network Provider’s network.

Once the LWM2M Bootstrap-Server has been notified that the LWM2M Device is ready to receive the Bootstrap Information, the LWM2M Bootstrap-Server configures the LWM2M Client with the Bootstrap Information using the “Write” and/or “Delete” operation.
The Server Initiated Bootstrap mode requires having the Bootstrap Information for the LWM2M Bootstrap-Server. The minimum information that needs to be preloaded for this is the security credentials required for a secure DTLS connection to the LWM2M Bootstrap-Server.
The figure below depicts the Server Initiated Bootstrap flow.


Figure 8: Procedure of Server Initiated Bootstrap
Step #1: Configure Bootstrap Information

The LWM2M Bootstrap-Server configures the Bootstrap Information in the LWM2M Client using the “Write” and/or “Delete” operation.
The Server Initiated Bootstrap MAY be used to configure some Resources of the Bootstrap Information in the LWM2M Client after initial bootstrap to update Bootstrap Information. In this instance, all the Bootstrap Information are OPTIONAL. 
Step #2: Bootstrap Finish Indication

When the LWM2M Server has finished to send all the Bootstrap Information to the LWM2M Client, the Server MUST send a Finish Bootstrap Indication to the Client to properly end this phase.
The LWM2M Client SHOULD consider that all the Bootstrap Information have been provided by the LWM2M Bootstrap-Server if it does not receive a new message from the Bootstrap-Server after a period of EXCHANGE_LIFETIME. EXCHANGE_LIFETIME is defined in RFC 7252 [CoAP].
Step #3: Clean-up after successful Bootstrapping

The method of cleaning up the bootstrap credentials after successful bootstrapping depends on whether the LWM2M Bootstrap-Server Account contains persistent or non-persistent keys. Persistent keys SHOULD be used for the LWM2M Bootstrap-Server Account.

1) LWM2M Bootstrap-Server Account contains persistent keys:

In that case the original LWM2M Bootstrap-Server Account SHOULD be kept.

2) LWM2M Bootstrap-Server Account contains non-persistent keys:
a) A new LWM2M Bootstrap-Server Account MUST be created during the bootstrap process - this time with a persistent keyset - for replacing the original LWM2M Bootstrap-Server Account which MUST be purged by the new LWM2M bootstrap-server at the end of the bootstrapping, or, only if a) cannot be applied,

b) the LWM2M Client MUST purge the LWM2M Bootstrap-Server Account after the timeout value Bootstrap-Server Account Timeout, if defined, or immediately after successful bootstrapping if the timeout value is not defined.

Note: Using non-persistent keys for the Bootstrap-Server Account is not recommended as explained above. However, in case non-persistent keys are used the following needs to be considered when using the mechanism described in 2b) above: 
If the original LWM2M Bootstrap-Server Account is purged from the device, and a new LWM2M Bootstrap-Server Account is NOT created, further adding or removing of LWM2M Server Accounts will no longer be possible. Furthermore, updating security credentials e.g., X.509 certificates will also no longer be possible.
5.4 Device Management & Service Enablement Interface

The LWM2M Server and the LWM2M Client MUST support all the operations in this interface.
The Device Management and Service Enable Interface
 is used by the LWM2M Server to access Object Instances and Resources available from a registered LWM2M Client. The interface provides this access through the use of “Create”, “Read”, “Write”, “Delete”, “Execute”, “Write Attributes”, or “Discover” operations. The operations that Resource supports are defined in the Object definition using the Object Template. The Object Template is described in Appendix D.1 Object Template. The Normative Objects defined by the LWM2M Enabler are described in Appendix E.
The LWM2M Client MUST ignore LWM2M Servers operations on this interface during a Server Initiated Bootstrap.
The LWM2M Client MUST ignore the LWM2M Server operation on this interface until it received its Registration acknowledgement.
The LWM2M Server MUST NOT perform any operation on this interface until the registration of this LWM2M Client completed.

5.5 Information Reporting Interface

The LWM2M Server and the LWM2M Client MUST support all the operations in this interface.
The Information Reporting Interface
 is used by a LWM2M Server to observe any changes in a Resource on a registered LWM2M Client, receiving notifications when new values are available. This observation relationship is initiated by sending an “Observe” operation to the L2M2M Client for an Object, an Object Instance or a Resource. An observation ends when a “Cancel Observation” operation is performed.

The LWM2M Client MUST ignore LWM2M Servers operations on this interface during a Server Initiated Bootstrap.
The LWM2M Client MUST ignore the LWM2M Server operation on this interface until it received its Registration acknowledgement.

The LWM2M Server MUST NOT perform any operation on this interface until the registration of this LWM2M Client completed.

8.2.3 Bootstrap Interface

The bootstrap interface is used to optionally configure a LWM2M Client so that it can successfully register with a LWM2M Server. The client bootstrap operation is performed by sending a CoAP POST request to the LWM2M Bootstrap-Server at the /bs path including the Endpoint Client Name as a query string parameter. When bootstrap operation is terminated the Bootstrap-Server MUST send a bootstrap finish indication.


In client initiated bootstrap, when the Bootstrap-Server receives Request Bootstrap operation, or in server initiated bootstrap, the Bootstrap-Server performs Write, Discover and/or Delete operations. The Delete operation targets an Object or an Object Instance, the Discover operation targets an Object, while a Write operation targets Object, Object Instance or a Resource. The Write, Discover and Delete operations can be sent multiple times. Only in Bootstrap Interface, Delete operation MAY target to “/” URI to delete all the existing Object Instances - except LWM2M Bootstrap-Server Account - in the LWM2M Client, for initialization purpose before LWM2M Bootstrap-Server sends Write operation(s) to the LWM2M Client. Different from “Write” operation in Device Management and Service Enablement interface, the LWM2M Client MUST write the value included in the payload regardless of an existence of the targeting Object Instance(s) or Resource and access rights. In addition, when an Object to implant in the LWM2M Client is defined outside of the Enabler and its version is > 1.0 (Initial Version) the Object Version  (see Section 5.1.2 and section 6.2 Object Versioning) MUST be specified in the Bootstrap Write command.
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� The mapping to CoAP Methods of the LWM2M Client Registration Interface operations specified in this section, is detailed in chapter 8 of the present document (Transport Layer Binding and Encodings).


� The mapping to CoAP Methods of the LWM2M Information Reporting Interface operations specified in this section, is detailed in chapter 8 of the present document (Transport Layer Binding and Encodings).
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