OMA-DM-LightweightM2M-2017-0009-INP_FactoryReset_Reboot_Bootstrap.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

OMA-DM-LightweightM2M-2017-0009-INP_FactoryReset_Reboot_Bootstrap.doc
Input Contribution



Input Contribution

	Title:
	Analysis of Factory Reset, Reboot and Bootstrap
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DM

	Submission Date:
	05 Jan. 2017

	Source:
	mojan.mohajer@u-blox.com

	Attachments:
	None
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

During final consistency review of the LwM2M TS some concerns are raised about the lack of clarity on aspects of Factory Reset, Reboot procedures and how they may affect/interact with bootstrap and client registration. This contribution sets out to address the issues raised by either proposing changes to the current spec where appropriate or highlight where the text is already clear and no further clarification required.
2 Summary of Contribution

This contribution reviews how Factory Reset, Reboot and Bootstrap are currently specified in LwM2M TS, Draft Version 1.0 – 22 Dec 2016 and whether there are any ambiguities or inconsistencies that need to be addressed. 
3 Detailed Proposal
Figure 1 shows a very simplified view of LwM2M client state machine covering bootstrap, registration, factory reset and reboot based on the current text in the specification. Distinction is made between clean slate bootstrap where client does not have a valid LwM2M server account and the other type of bootstraps where the client is already registered with a server. In the former case the client always registers with the server. Whereas in the latter case in the unlikely event that client registration information with the server remains valid post bootstrap, it can technically return to its previous registered state without any further action.
For simplicity, registration update event is omitted from the diagram as the state transitions for successful Registration Request and Registration Update are the same. Therefore, the guard conditions on some of the transitions referring to RegInfo covers the tests to determine whether there is no previous registration information available as well as whether registration information has changed and need to be updated. In any case, apart from efficiency considerations, client is free to send a new registration request instead of a registration update whenever a change to its registered objects occurs.
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Figure 1 Simplified Client State Machine
Factory Reset:

Apart from Device Object definition section, Appendix E.4 of LwM2M specification, where Factory Reset is defined as one of the Optional resources, there are 3 other references to Factory reset. These other references are in sections 5.3.1 Register, 5.3.3 De-register, and 5.5.1 Observe. The text in section 5 and E.4 clearly states the need for client to register with the server after factory reset. But there is no mention as to whether bootstrap can/should be performed. In 3 modes of bootstrap, namely factory/from flash, from smart card or client initiated there will be no interoperability issues as to whether client decides to perform bootstrap after factory reset or not. Depending on the implementation the only case that may cause some interoperability issue is where the client only supports server initiated bootstrap mode or its ClientHoldOffTime value is too large.
It’s worth noting that where the client does not support bootstrapping via bootstrap server, Factory Reset seems to be the only mechanism to clean everything and force it into its initial condition. Where bootstrap server is supported the same can be achieved by issuing Delete to “/” URI. Therefore, it is suggested to leave the decision as to whether to go through bootstrapping sequence post factory reset up to the client.
Note: As stated in section 5.2 client does not need to support more than one bootstrap method. However, supporting server initiated bootstrap on its own may cause problem with recovery from bootstrap failure. It will be logical for the clients supporting server based bootstrap to always support client requested mode as well.
Reboot:

Apart from Device Object definition section, Appendix E.4 of LwM2M specification, where Reboot is defined as one of its Mandatory resources, there is only one further references to reboot in sections 5.5.1 Observe where it’s stated that for efficiency the client should maintain its observations state. This implies the client stays registered and tracks time across power cycle/reboot to allow it honouring periodic notifies that may have been set up by the server. However, if the client forgets its observation states and reregisters with the server there will be no interoperability issues and the choice should be left to the client. In fact client may also decide to go through bootstrap sequence after reboot and as for factory reset it would not cause any interoperability issues for most scenarios.

In scenarios where client does not support bootstrap from server and Factory Reset Resource is not supported, reboot will be the only mechanism to force the client to restart from a known condition.

As specification makes no distinction between Reboot and power cycling the client, bootstrap may also be desirable on power cycle when bootstrapping from smart card is used. This is to guard against the scenario where the client is powered down, smart card replaced and it’s powered back up again. Therefore, it’s recommended to leave the decision for both bootstrapping and reregistration post reboot to the client.

Bootstrap:

Bootstrap Interface as specified in section 5.2 is used to provision LwM2M client with necessary information to allow its registration with a server. This is always required for initial deployment and is followed by client registration with a server.

If client supports server based bootstrapping the interface may also be used at a later time, i.e. post deployment, to add new LwM2M server account or modify/update security information in an existing server account, clean up client (issuing delete to “/” URI), etc. Specification implies client registration is required after any type of bootstrap, but not stating so explicitly. This should not cause a problem as Section 5.3 that covers Registration interface sets out clearly the conditions under which client is expected to perform registration update or a new registration. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Based on the above analysis the current version of LwM2M TS, Draft Version 1.0 – 22 Dec 2016, is largely consistent and no major changes required. The only area where it could be improved is to:
· Mandate support for Client Requested Bootstrap when Server Initiated Bootstrap is supported
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