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1 Reason for Change

Addressing CONRR comment of Nokia for T&Q’s
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requesting OMA DM group to review, comment and agree to the changes presented in this change request.
6 Detailed Change Proposal

Change 1:  A015 : Appendix E.5
	8
	Cell ID
	R
	Single
	Optional
	Integer
	
	
	Serving Cell ID in case Network Bearer Resource is a Cellular Network.
As specified in TS [3GPP_TS_23.003] and in [3GPP_TS_24.008]. Range (0…65535) in GSM/EDGE
UTRAN Cell ID has a length of 28 bits.
Cell Identity in WCDMA/TD-SCDMA. Range: (0..268435455).
LTE Cell ID has a length of 28 bits.
Parameter definitions in [3GPP_TS_25.331].

	9
	SMNC
	R
	Single
	Optional
	Integer
	
	
	Serving Mobile Network Code. In case Network Bearer Resource has 0(cellular network). Range (0…999).
As specified in TS [3GPP_TS_23.003].

	10
	SMCC
	R
	Single
	Optional
	Integer
	
	
	Serving Mobile Country Code. In case Network Bearer Resource has 0 (cellular network). Range (0…999).
As specified in TS [3GPP_TS_23.003].


Change 2:  Adding missing references  + CONRR_A20
2.1 Normative References

	[3GPP-TS_23.003]
	3GPP TS 23.003 “Numbering, addressing and identification”

	[3GPP-TS_23.032]
	3GPP TS 23.032 “Universal Geographical Area Description (GAD)”

	[3GPP-TS_23.038]
	3GPP TS 23.038 “Alphabets and language-specific information”

	[3GPP-TS_23.040]
	3GPP TS 23.040 “Technical realization of the Short Message Service (SMS)”

	[3GPP-TS_24.008]
	3GPP TS 24.008 “Mobile radio interface Layer 3 specification; Core network protocols; Stage 3”

	[3GPP-TS_25.331]
	3GPP TS 25.331 “Radio Resource Control (RRC); Protocol specification”

	[3GPP-TS_31.111]
	3GPP TS 31.111 “Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)”

	[3GPP-TS_31.115]
	3GPP TS 31.115 “Remote APDU Structure for (U)SIM Toolkit applications”

	[CoAP]
	Shelby, Z., Hartke, K., Bormann, C., and B. Frank, “The Constrained Application Protocol (CoAP)”

IETF RFC 7252 – June 2014

	[CoRE_Interface]
	Z. Shelby, M. Vial, “CoRE Interfaces”, draft-ietf-core-interfaces-01, Nov 2013

	[ETSI TS 102.221]
	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 11), URL:http://www.etsi.org/

	[ETSI TS 102.223]
	“Smart Cards; Card Applications Toolkit (CAT) (Release 11)” 
URL:http://www.etsi.org/

	[ETSI TS 102.225]
	ETSI TS 102 225 (V11.0.0): “Smart Cards; Secured packet structure for UICC based applications (Release 11)” URL:http://www.etsi.org/

	[FLOAT]
	IEEE Computer Society (August 29, 2008). IEEE Standard for Floating-Point Arithmetic. IEEE. doi:10.1109/IEEESTD.2008.4610935. ISBN 978-0-7381-5753-5. IEEE Std 754-2008

	[GLOBALPLATFORM]
	GlobalPlatform v2.2.1 - January 2011 -

	[CoAP_Blockwise]
	C. Bormann, Z. Shelby, "Block-wise transfers in CoAP", IETF RFC 7959.

	[GP SCP03]
	GlobalPlatform Secure Channel Protocol 03 (SCP 03) Amendment D v1.1 Sept 2009

	[IEEE 754-2008]
	IEEE Computer Society (August 29, 2008). IEEE Standard for Floating-Point Arithmetic. IEEE. doi:10.1109/IEEESTD.2008.4610935. ISBN 978-0-7381-5753-5. IEEE Std 754-2008

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[LwM2M-AD]
	“Lightweight Machine to Machine Architecture”, Open Mobile Alliance™, OMA-AD-LightweightM2M-V1_0, URL:http://www.openmobilealliance.org/

	[OBSERVE]
	Hartke, K. “Observing Resources in CoAP”, IETF RFC 7641

	[PKCS#15]
	“PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL:ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC4122]
	“A Universally Unique Identifier (UUID) URN Namespace”, P. Leach, et al. July 2005, URL:http://www.ietf.org/rfc/rfc4122.txt

	[RFC5246]
	The Transport Layer Security (TLS) Protocol Version 1.2

	[RFC5289]
	TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)

	[RFC5487]
	Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode

	[RFC5958]
	S. Turner, "Asymmetric Key Packages", RFC 5958, August 2010.

	[RFC6347]
	Rescorla, E. and N. Modadugu, “Datagram Transport Layer Security Version 1.2”, RFC 6347, January 2012.

	[RFC6655]
	McGrew, D. and D. Bailey, “AES-CCM Cipher Suites for TLS”, RFC6655, July 2012.

	[RFC6690]
	Shelby, Z. “Constrained RESTful Environments (CoRE) Link Format”, RFC6690, Aug 2012.

	[RFC7292]
	K. Moriarty, et al., "PKCS #12: Personal Information Exchange Syntax v1.1", RFC 7292, July 2014.

	[SENML]
	C. Jennings, Z. Shelby, J. Arkko, “Media Types for Sensor Markup Language (SENML)”, draft-jennings-senml-10 (work in progress), April 2013.

	[TR-069]
	Broadband Forum: “TR-069 CPE WAN Management Protocol” Issue: 1 Amendment 5.
URL:http://www.broadband-forum.org/technical/download/TR-069_Amendment-5.pdf

	[WAP-WDP]
	Wireless Application Protocol Forum, "Wireless Datagram Protocol", June 2001.


Change 3:  A016 : Scope repetition of statement
1. Scope

This document specifies version 1.0 of the Lightweight Machine-to-Machine (LwM2M) protocol. This Lightweight M2M 1.0 enabler introduces the following features: 

· Simple resource model with the core set of objects and resources defined in this specification. The full list of registered objects can be found at [OMNA]. 

· Operations for creation, update, deletion, and retrieval of resources.

· Asynchronous notifications of resource changes.

· Support for several serialization formats, namely TLV, JSON, Plain Text and binary data formats and the core set of LightweightM2M Objects.
· UDP and SMS transport support.

· Communication security based on the DTLS protocol supporting different types of credentials.

· Queue Mode offers functionality for a LwM2M Client to inform the LwM2M Server that it may be disconnected for an extended period and when it becomes reachable again.  

· Support for use of multiple LwM2M Servers. 

· Provisioning of security credentials and access control lists by a dedicated LwM2M bootstrap-server.
Change 4:  A022 section 4
This architecture is shown in Error! Reference source not found.. The LwM2M Enabler uses the Constrained Application Protocol (CoAP) with UDP and/or SMS bindings. Datagram Transport Layer Security (DTLS) provides security for UDP transport layer. The LwM2M Enabler protocol stack is shown in Error! Reference source not found..
Change 5:  A031 & A034– section 5.1.1 attribute definition and rules / Table 2
	Attribute characteristics
	Description

	Name
	Attribute Name used to reference a specific Attribute in that Enabler (e.g., “Minimum Period”)

	CoRE Link Param
	the string used when this Attribute is transferred to CoAP as a CoRE link parameter (ex pmin)

	Attachment
	The Object, Object Instance or Resource, to which an Attribute applies

	Assignation Level
	The Level (Object, Object Instance, Resource) where the value of the Attribute MAY be set.

	Class
	Attributes are organized according to their purpose;

2 Class of Attributes are supported in LwM2M TS 1.0

[NOTIFICATION] gather Attributes regarding Notify operations parameters

[PROPERTIES] gather Attributes regarding general information

	Access Mode
	R, W, RW: operation allowed by the LwM2M Server.

	Applicability
	Condition to fulfil for allowing to attach such an Attribute

	Default Value
	<value> or “-“ or “ “

	Value Type
	Data Type (Refer Appendix C)

	Value
	The Value carried by this Attribute : its data type must be of “Value Type”


Change 6:  A031 – D.1 – data type

Executable Resource Arguments Definition


	ID
	Resource Name
	Order
	Name
	Type


	 Range or Enum
	Unit
	Description

	
	
	[0:9]
	String
	Data Types
	If any
	If any
	


Example of an Executable Resource Arguments Definition Table for an Object having 3 Executable Resource
Change 7:  

	
	

	
	

	


Change 8:  A076, A077 – sentence changes
5.2.2 Bootstrap Information

This section specifies the information that needs to be configured in LwM2M Client for connecting to the LwM2M Server(s) or the LwM2M Bootstrap-Server. This Bootstrap Information can be available before performing the Bootstrap Sequence described in Section Error! Reference source not found. or obtained as a result of the Bootstrap Sequence.
Bootstrap Information can be categorized into two types:
· LwM2M Server Bootstrap Information
· LwM2M Bootstrap-Server Bootstrap Information
The LwM2M Client MUST have the LwM2M Server Bootstrap Information after the Bootstrap Sequence specified in Section Error! Reference source not found..
The LwM2M Client SHOULD have the LwM2M Bootstrap-Server Bootstrap Information.

The LwM2M Server Bootstrap Information is used by the LwM2M Client to register and connect to the LwM2M Server.

The LwM2M Server Bootstrap Information MUST contain at least a LwM2M Server Account. 

Note that according to the LwM2M Server Account definition, a usual LwM2M Server Account is composed of a Security Object Instance and a Server Object Instance which are paired by sharing (respectively in Resource 10 and Resource 0 of that Objects) the same Short Server ID; a Short Server ID being unique in the LwM2M Client.
The LwM2M Server Bootstrap Information MAY additionally contain further Object Instances (e.g., Access Control, Connectivity Monitoring Object).
The LwM2M Client MAY be configured to use one or more LwM2M Server Account(s).
The LwM2M Client MUST have at most one LwM2M Bootstrap-Server Account.

The LwM2M Bootstrap-Server Bootstrap Information is used by the LwM2M Client to contact the LwM2M Bootstrap-Server to get the LwM2M Server Bootstrap Information.

The LwM2M Bootstrap-Server Bootstrap Information MUST be a LwM2M Bootstrap-Server Account.
	Bootstrap Information Type
	Entity
	Required

	The LwM2M Server Bootstrap Information
	LwM2M Server Account
	Yes*

	
	Additional Object Instances (e.g., Access Control, Connectivity Monitoring Object)
	No

	The LwM2M Bootstrap-Server Bootstrap Information
	LwM2M Bootstrap-Server Account
(Security Object instance)
	No


Table 1: Bootstrap Information List
*the LwM2M Client MUST have at least one LwM2M Server Account after completion of Bootstrap Sequence specified in Error! Reference source not found.
Please note that the LwM2M Client MUST accept Bootstrap Information sent via Bootstrap Interface without applying access control as specified in Section Error! Reference source not found. Authorization.
Change 9:  A078 & A082 – global change for  [PROPERTIES] and [NOTIFICATION]
[PROPERTIES] to be changed to <PROPERTIES>
[NOTIFICATION] to be changed to <NOTIFICATION>
Change 10:  







	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




Change 11:  A081 – related global change stp to st

Change all “stp” to “st” (3 places, table 4 and table 25)

Change 12:  Informative Reference 
2.2 Informative References

	[3GPP TS 31.116]
	3GPP TS 31.116 (V10.2.0): “Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)”

	[3GPP2 C.S0078-0]
	3GPP2 C.S0078-0 (V1.0): “Secured packet structure for CDMA Card Application Toolkit (CCAT) applications”

	[3GPP2 C.S0079-0]
	3GPP2 C.S0079-0 (V1.0) “Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications”

	[DMREPPRO]
	“OMA Device Management Representation Protocol, Version 1.3”. 
Open Mobile Alliance(. OMA-TS-DM_RepPro-V1_3. URL:http://www.openmobilealliance.org

	[ETSI TS 102 226]
	ETSI TS 102 226 (V11.0.0): “Smart cards; Remote APDU structure for UICC based applications (Release 11)”

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_9, URL:http://www.openmobilealliance.org/

	[OMNA]
	"OMNA Lightweight M2M (LwM2M) Object & Resource Registry", URL:http://www.openmobilealliance.org/

	[RFC4086]
	D. Eastlake, J. Schiller, S. Crocker, "Randomness Requirements for Security", RFC 4086, June 2005.

	[RFC7459]
	"Representation of Uncertainty and Confidence in the Presence Information Data Format Location Object (PIDF-LO)", M. Thomson, J. Winterbootom, February 2015. URL:https://tools.ietf.org/html/rfc7459

	[SMS-DTLS]
	"Transport Layer Security (TLS) / Datagram Transport Layer Security (DTLS) Profiles for the Internet of Things", H. Tschofenig, T. Fossati, July 2016, URL:http://www.ietf.org/rfc/rfc7925.txt

	[RESOURCE DIRECTORY]
	"CoRE Resource Directory", Z.Shelby, M.Koster, C.Bormann, P.Van Der Stok Oct 2016, draft-ietf-core-resource-directory-09 

	[DYNAMIC LINK]
	"Dynamic Resource Linking for Constrained RESTful Environments", Z.Shelby, Z.Vial, M.Koster, C.Groves, Oct 2016, draft-ietf-core-dynlink-01 


Change 13:  A036 

4.1 Version 1.0
Version 1.0 of LwM2M brings in basic enablers needed, the following are the list of object enablers defined as part of core TS 

0. Security Object

1. Server Object

2. Access Control Object 
3. Device Object

4. Connectivity Monitoring Object

5. Firmware Update Object

6. Location Object

7. Connectivity Statistics Object
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