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6.1.5 Security [400-499]

6.1.5.1 LightweightM2M-1.0-int-401 – UDP Channel Security – Pre-shared Key Mode
	Test Case Id
	LightweightM2M-1.0-int-401

	Test Object
	Client and Server

	Test Case Description
	Establishing a successful DTLS session using UDP pre-shared key mode

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The client supports the Configuration  C.1  as defined in Annex  C
· The bootstrap procedure has been completed or the required bootstrap information is available to the client.
· The bootstrap information includes the Security Mode resource of the object LwM2M Security set to 0: Pre-Shared Key mode


	Test Procedure
	Device is switched on . 


A DTLS session is established between client and Server and the Client automatically registers with that Server
Using this DTLS session, a simple data exchange is performed between the Server and the Client, to verify the encrypted connection is properly established.
Normal flow:
1. DTLS Session is established 
2. Registration message (CoAP POST) is sent from LwM2M Client to  LwM2M Server.

3. Client receives Success message (2.01 Created) from the Server.

4. READ (CoAP GET) on  the Instance of the Device Object  is performed using the default TLV data format (cf Test LwM2M-1.0-int-203)
5. Server receives success message (2.05 Content) and the requested values (encrypted)

	Pass-Criteria
	A. In test step 2 & 3, Registration command of the Client on the Server is performed successfully over the DTLS session

B. In test step 4 & 5 the READ command work successfully over the DTLS session.
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