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Reason for Change
The purpose of end-to-end security is to protect communication between endpoints against attacks launched from on-path attackers. In order to define end-to-end security, the endpoints need to be specified. Different Use Cases will require different endpoints to be considered and different protocols can be supported by the endpoints.
In order to formulate non-trivial requirements some specific settings must be considered, containing assumptions regarding a) what are the endpoints, and/or b) what application layer protocol(s) (CoAP, HTTP, etc.) are being used between the endpoints. More information about the settings is provided in separate sections for each setting.
Endpoints for a few scenarios are listed below:
· LwM2M Server - LwM2M Client
· Application Server - LwM2M client
· LwM2M Server - non-LwM2M IoT Device

General E2E security requirements for LwM2M Endpoints
Currently, LwM2M V1.0 security requirements are essentially defined in terms of DTLS. For LwM2M V1.1 the requirements should explicitly state the security properties needed for E2E security –
Integrity protection
An on-path adversary may change the operation or response, e.g. from Read to Delete, which object, instance or resource the operation applies to, attributes, the payload of the message, the error status (from Failure to Success), error code, etc. An on-path attacker may also remove or inject information. To prevent from manipulation, the operations and responses over LwM2M interfaces must be integrity protected end-to-end.

Encryption
An on-path adversary may eavesdrop on the communication and learn about the content or nature of the operation.  For confidentiality and privacy, the communication over LwM2M interfaces needs to be encrypted end-to-end.

Replay protection
An on-path adversary may record an operation and later play back the operation, e.g. resetting an old key or reconfiguring an object instance with an old value. The operations over LwM2M interfaces must be replay protected end-to-end.

Binding response to operation
An on-path adversary may record and block a response to one operation sent from a LwM2M Server, and later block a second operation and send back the response of the first operation, giving the Server wrong information of the result of the operation. For an example, see Figure 5 of [2].
The end-to-end security solution must bind the response to the operation. 

Freshness 
An on-path adversary may delay an operation and later deliver the operation at a selected occasion, giving the LwM2M Client the impression that the LwM2M Server recently sent the operation. The LwM2M Client must be able to verify the end-to-end freshness of certain operations. For an example, see Figure 3 of [2].

One general assumption is that the underlying binding protocol may be different on the path between the endpoints, for example on the path between LwM2M Client and LwM2M Server, and may include reliable transport such as TCP, unreliable and unordered transport like UDP, and other protocols including SMS and  NB-IoT, see Figure 1. 
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Figure 1: Example of E2E security of LwM2M Server and LwM2M Client over varying transport

Scenario 1: LwM2M Server and LwM2M Client with Intermediary Nodes in LwM2M V1.0
The communication between LwM2M Server and Client is as of V1.0 based on the application layer protocol CoAP. Different application layer protocols may be used in future versions of LwM2M, but the E2E security solution must in particular protect LwM2M operations using CoAP end-to-end.
[bookmark: _GoBack]In LwM2M v1.0, DTLS support is limited to scenarios where intermediary nodes do NOT exist between the LwM2M Server and LwM2M Client. Since SMS is supported as a Transport Binding for LwM2M 1.0, there are several security threats that can emerge due to this shortcoming. 
The deployment setting may involve intermediate nodes (e.g. proxies, SMS-C, cellular gateways) which are not necessarily trusted by the endpoints and from which adversaries can launch attacks. The operations performed over the LwM2M interfaces must be protected end-to-end between LwM2M Server and LwM2M Client through intermediate nodes such that the operations and responses are preserved, see Figure 2. 
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Figure 2: E2E security of operation and response
The intermediate node may be a LwM2M aware or LwM2M unaware. The e2e security requirements described previously apply irrespective of whether the intermediate node is aware or unaware of LwM2M. In the case of a LwM2M aware intermediary node, such as the LwM2M gateway, additional requirements may be put on the intermediary.
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Figure 3: E2E Security with Intermediate Nodes

Note that in settings where an intermediate node translate between e.g. MQTT on one side and a RESTful protocol on the other side, the mapping needs to be faithful to the LwM2M operations and comply with the e2e security requirements previously described. New security solutions have to be explored to address these scenarios.

Scenario 2: E2E security between Application Server and LwM2M Client
Applications may require e2e security between a LwM2M node and a non-LwM2M node. This scenario addresses the use case where an Application in a LwM2M Client needs to enforce secure operations requested by an Application Server using LwM2M operations, but where the LwM2M Server is not trusted to read or modify the operation or response. For example, the LwM2M server may not be trusted to retrieve location information about a LwM2M client -- only the Application should be able to request and read location information. One rationale for this use case is separation of concerns, where the LwM2M Server is hosted by a partner which should not have access to certain resources at the LwM2M Client.
Nodes between Application Server and LwM2M Client may support a combination of protocols, e.g. in a common setting the communication between Application Server and LwM2M Server is HTTP, see Figure 4.
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Figure 4: Example of E2E Security of LwM2M Server and LwM2M Client over varying transport
The ? refers to protocols other than HTTP that can be used to communicate with the Application Servers. The application server can be accessed using API based on MQTT, AMQP, XMPP etc. 
If end-to-end security of the communication between Application Server and LwM2M Client is needed (e.g. in the case of securely requesting application layer data which should not be accessible to the LwM2M Server) then all general E2E security requirements previously described applies also to this case. Note that the endpoint for communication is typically an application running in the LwM2M Client which has access to both the LwM2M API (for LwM2M Client-Server communication) and the Application Server API for exchanging messages with the Application on the Application Server. All general E2E security requirements described previously apply to this scenario.
Scenario 3: Secure Fragmentation
Downloading large amounts of data to a LwM2M client may be used as an attack vector for Denial-of-Service. If the client cannot perform any verification before the entire transfer is completed an on-path attacker can inject data and thereby block/reduce functionality of the client. In order to mitigate this threat, a server must be able to fragment the message in a secure way, such that the client can verify fragments as they are received.
This requirement applies in particular to firmware updates [1]. Note that a signature over the firmware does not solve this problem, since the entire firmware needs to be downloaded before the client can verify the signature. Moreover, in order to perform fragmentation suitable for a certain network, the function of making the fragmentation is typically separate from the code repository. One example setting is shown in Figure 5. 
Firmware download may alternatively be performed outside LwM2M.
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Figure 5: Example of nodes involved in securing firmware update
Scenario 4: E2E Security between LwM2M Server and IoT Device
This scenario describes another use case of e2e security between a LwM2M node and a non-LwM2M node (compare Scenario 2). In this scenario, the IoT device is a non-LwM2M device enforcing secure operations requested by an LwM2M Server, and a Legacy Gateway which is not trusted to read or modify the operation or response. E.g. it should be possible that the data from the IoT device can be encrypted for the LwM2M server and not visible in the Legacy Gateway, see Figure 6. (The case with LwM2M 1.1 Gateway is already covered in scenario 1.)
One rationale for this use case is if the Legacy Gateway is hosted in an unprotected environment and by being concentrator of multiple IoT Devices would become an attractive target for an attack. All general E2E security requirements described previously applies to this scenario.
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Figure 6: Example of E2E Security of LwM2M Server and IoT Device 
The ? refers to protocols other than CoAP that can be used to communicate with the IoT Device.
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Requirements	(Normative)
 Enabler Domains
E2E Security for endpoints outside of LwM2M Server and Client 

Table 2: E2E Security Requirements outside LwM2M


	Label
	Description
	Release

	LightweightM2M- E2e -Security-1
	A security solution MUST be able to support E2E integrity between an IoT Device and LwM2M Server via Legacy Gateway
	1.1

	LightweightM2M- E2e -Security-2
	A security solution MUST be able to support E2E encryption between IoT Device and LwM2M Server via LegacyGateway
	1.1

	LightweightM2M- E2e -Security-3
	A security solution MUST be able to provide replay protection of LwM2M Operations via Legacy Gateway
	1.1

	LightweightM2M- E2e -Security-4
	A security solution MUST be able support authentication between the IoT Device and Server via Legacy Gateway

	1.1

	LightweightM2M- E2e -Security-5
	A security solution MUST be able to securely bind LwM2M responses with LwM2M requests via Legacy Gateway
	1.1

	LightweightM2M- E2e -Security-6
	For certain operations, the LwM2M Client MUST be able to verify the end-to-end freshness of the request via Legacy Gateway
	1.1

	LightweightM2M- E2e -Security-7
	A security solution MUST be able to support E2E integrity between LwM2M Client and Application Server via LwM2M Server
	1.1

	LightweightM2M- E2e -Security-8
	A security solution MUST be able to support E2E encryption between LwM2M Client and Application Server via LwM2M Server
	1.1

	LightweightM2M- E2e -Security-9
	A security solution MUST be able to provide replay protection of LwM2M Operations between LwM2M Client and Application Server via LwM2M Server
	1.1

	LightweightM2M- E2e -Security-10
	A security solution MUST be able support authentication between the LwM2M Client and Application Server via LwM2M Server.

	1.1

	LightweightM2M- E2e -Security-11
	A security solution MUST be able to securely bind LwM2M responses with LwM2M requests between the LwM2M Client and Application Server via LwM2M Server
	1.1

	LightweightM2M- E2e -Security-12
	For certain operations, the LwM2M Client MUST be able to verify the end-to-end freshness of the request between the LwM2M Client and Application Server via LwM2M Server
	1.1




E2E Security between LwM2M Server and Client 
A security solution MUST support secure E2E operations between LwM2M Client and LwM2M Server via LwM2M unaware and LwM2M aware intermediate nodes.
Table 1: LwM2M Security Requirements
	Label
	Description
	Release

	LightweightM2M- E2e -Security-1
	A security solution MUST be able to support E2E integrity between LwM2M Client and LwM2M Server via LwM2M unaware intermediate nodes
	1.1

	LightweightM2M- E2e -Security-2
	A security solution MUST be able to support E2E encryption between LwM2M Client and LwM2M Server via LwM2M unaware intermediate nodes
	1.1

	LightweightM2M- E2e -Security-3
	A security solution MUST be able to provide replay protection of LwM2M Operations via LwM2M unaware intermediate nodes.
	1.1

	LightweightM2M- E2e -Security-4
	A security solution MUST be able support authentication between the LwM2M Client and Server via LwM2M unaware intermediate nodes.
	1.1

	LightweightM2M- E2e -Security-5
	A security solution MUST be able to securely bind LwM2M responses with LwM2M requests via LwM2M unaware intermediate nodes
	1.1

	LightweightM2M- E2e -Security-6
	For certain operations, the LwM2M Client MUST be able to verify the end-to-end freshness of the request via LwM2M unaware intermediate nodes.
	1.1

	LightweightM2M- E2e -Security-7
	A security solution MUST be able to support E2E integrity between LwM2M Client and LwM2M Server via LwM2M aware intermediate nodes
	1.1

	LightweightM2M- E2e -Security-8
	A security solution MUST be able to support E2E encryption between LwM2M Client and LwM2M Server via LwM2M aware intermediate nodes
	1.1

	LightweightM2M- E2e -Security-9
	A security solution MUST be able to provide replay protection of LwM2M Operations via LwM2M aware intermediate nodes.
	1.1

	LightweightM2M- E2e -Security-10
	A security solution MUST be able support authentication between the LwM2M Client and Server via LwM2M aware intermediate nodes.
	1.1

	LightweightM2M- E2e -Security-11
	A security solution MUST be able to securely bind LwM2M responses with LwM2M requests via LwM2M aware intermediate nodes
	1.1

	LightweightM2M- E2e -Security-12
	For certain operations, the LwM2M Client MUST be able to verify the end-to-end freshness of the request via LwM2M aware intermediate nodes.
	1.1

	LightweightM2M- E2e -Security-13
	A security solution MUST be able to support secure fragmentation of the messages between LwM2M Server and LwM2M Client into fragments that can be verified separately, in particular in the case of firmware updates. 
	1.1
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