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1 Reason for Change

The discussions related to end-to-end security in the OMA DM working group regarding LwM2M v1.1 are focused on solutions rather than understanding use cases.
As explained below, OSCoAP is at the wrong communications layer because CoAP is a transport, and application layer security is needed for end-to-end security.  Our use cases illustrate why e2e security is needed and why it belongs in the application layer.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

This document recommends that end-to-end security is provided to fulfil the use cases outlined in this document. 
6 Detailed Discussion
6.1 Scope of the LwM2M Specification 
The LwM2M specification is about reading from and writing to objects and resources of the LwM2M data model. The scope is limited to the interaction between the LwM2M client, LwM2M bootstrap server and one or multiple LwM2M server(s). 

Currently, the specification uses CoAP at this interface but LwM2M v1.1 aims a separation between the LwM2M messaging part (core specification) and the underlying transport. In LwM2M v1.0 several transports have been defined already, namely CoAP over DTLS over IP, CoAP over UDP over IP, CoAP over SMS, and CoAP over DTLS over SMS. Version 1.1 at least aims to add CoAP over TCP over IP, CoAP over TLS over IP, CoAP over NB-IOT, and most likely also CoAP over HTTPS over IP. More transports are likely to be added in the future.   
As also shown, the architecture does, however, not stop at the LwM2M server. There is another interface to one or more application servers that provide valuable application layer services, such as analytics, persistent storage, visualization or further interfacing with other applications, such as mobile apps. This interface is, however, outside the scope of the LwM2M standardization activities. Most LwM2M product implementations do not use CoAP on this interface to the application server but instead rely on other protocols that are more usable for the task, such as HTTP, etc. Not only is the protocol different but also the semantics of the API since messages are not just relayed but the LwM2M server provides in most cases some basic processing capabilities. 
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Figure 1: Scope of the LwM2M Specification.

6.2 What are the ends in end-to-end security? 

End-to-end security is a way to exclude other parties from interfacing with the communication. It is therefore important to think what those ends are. Since the scope of the LwM2M standardization activities exclude the interface with the application server, no particular protocol can be assumed to be used. Hence, an end-to-end security solution that aims to extend beyond the LwM2M server therefore needs to be agnostic to the protocol and the semantics of the API used between the LwM2M server and the application server. It cannot, in particular, assume CoAP. It cannot even assume a RESTful API. 
As examples in the next section illustrate, the application server is also not necessarily the end: there are further entities behind the application server. 

Finally, an important but often overlooked aspect is the question about key management. If the goal of an end-to-end security solution is to prevent an LwM2M server from eavesdropping or even modifying content that passes by, then the keys need to be provided to the entities operating the endpoints. This means that the LwM2M bootstrap server and the LwM2M server(s) must not be involved in the management of the keying material. Otherwise, the purpose of end-to-end security is compromised. In a casual wording, you are not going to provide the keys to thief. 
6.3 Use Cases 

There are good use cases that require end-to-end security, but none of them lead to the conclusion of using security at the level of CoAP.  I will explain why in the scenarios that follow. 

6.3.1 Firmware Updates

In this first scenario, we have the classical case of providing end-to-end security protection for firmware updates. The ends of this security protection are: 

a) The firmware developer (or a service he or she interacts with, for example a service used by the quality assurance department since individual developers may not necessary have access to the keys for signing firmware images)

b) A dedicated piece of software running on the device that processes firmware images (such as an update service part of the bootloader). 

The goal of signing (and potentially encrypting) the firmware image are explained in https://tools.ietf.org/html/draft-moran-fud-architecture-00. These are not new requirements but are instead common practice with software distribution today. 

Companies deploying LwM2M-based device management solutions or repositories may not want to be liable for the secure transmission of firmware images. 

Graphically, this looks like as follows:  
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Quite naturally, the keys used to decrypt and to verify firmware images are also not provisioned with LwM2M but are instead provisioned separately to the device (often during manufacturing). 

6.3.2 Application Server Interaction 
In this scenario, we assume that a service provider uses the services of a company offering device management solutions. Due to the nature of the service being provided (such as medical services) the provider of the device management infrastructure, i.e., the party operating the LwM2M server) wants to reduce liability by demanding that data passing through the LwM2M infrastructure is encrypted. The service provider may also by itself want to avoid having the device management provider eavesdrop the data, for example because of regulatory reasons. 

As outlined earlier, the LwM2M specifications cannot assume a specific protocol being used between the LwM2M server and the application server and hence a CoAP-based application layer solution is inappropriate. Furthermore, the device management provider will not be interested to manage the keying material for the end-to-end security protection of the service provider either since this would allow him or her to decrypt the communication. 

The ends of this communication are therefore: 

· A module in the IoT device, which is not under control of the device management provider. (Here we assume that the service provider was also the manufacturer of the IoT device.) 

· The application server. 

Graphically, this scenario looks as follows. The question mark indicates that the protocol used between the LwM2M server and the application server is unknown, i.e., no assumptions about it can be made. 
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As a requirement, we can therefore state: An e2e security solution must support secure delivery of data from a LwM2M client via a LwM2M server to an application server where by the interface from the LwM2M server to the Application server is essentially unspecified. 

6.3.3 Legacy Gateway 
In this scenario, we want to interface IoT devices that do not use LwM2M, such as BLE devices. In order to do this, we have to introduce a gateway, which translates messages to the LwM2M. 

Graphically, this use case can be depicted as follows: 
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As a requirement, an e2e security solution must support secure delivery of data from non-LwM2M device transmitted via an LwM2M v1.1 enabled gateway to a LwM2M server, which uses various transports (such as CoAP over TCP, HTTP or MQTT). 

6.4 Conclusion
From this document, several observations can be made: 

1) End-to-end security is an important concept and there are scenarios, as shown in this document, that demand it. 

2) The ends of the communication are likely outside the LwM2M architecture. It is not even clear what the role of LwM2M in providing this end-to-end security solution should be.

3) To accomplish a true end-to-end solution key distribution via LwM2M plays a subordinate role..

4) End-to-end security requires protection at a level that is independent of the actual transport since otherwise it gets destroyed as boundaries are traversed. 
5) There are available security technologies, such as CMS or COSE, that can be used at the level of individual payloads to accomplish end-to-end security protection. 
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