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Change 1:   Annex G revisited 
Appendix G. Storage of LwM2M Bootstrap Information on the Smartcard (Normative)

This appendix aims at specifying the storage of the LwM2M Bootstrap Information in a PKCS#15 file structure within an UICC Smartcard platform [ETSI TS 102.221].


G.1 File structure

The information format is based on [PKCS#15] specification. The Bootstrap data is located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. 
· 
· 

The [PKCS#15] specification defines a set of files. 
MF (3F00) 

|-EF DIR (2F00) --> reference PKCS-15 Application & DF PKCS-15 

|

|-DF PKCS-15 

|-ODF           --> ref to DODF            (Default:5031)

|-DODF          --> ref EF LwM2M Bootstrap (Default:6030)
|-EF LwM2M Bootstrap --> Contains LwM2M Bootstrap Data 
Within the PKCS#15 application, the starting point to access the PKCS#15 files is the Object Directory File (ODF). The EF (ODF) contains pointers to other files, each one containing a directory over PKCS#15 objects of a particular class (authentication objects, data objects, keys, certificates ..). For the purpose of LwM2M Bootstrap capability, the EF (ODF) MUST contain an EF Record describing a DODF(Data Object Directory Files) in which is found the reference pointing to the LwM2M Bootstrap data.. 
· The EF (ODF) is described in Appendix G.3.2 and [PKCS#15].

· The EF (DODF) is described in Appendix G.3.3 and [PKCS#15].
· The EF (LwM2M Bootstrap data) is described in Appendix G.3.4.







G.4 Bootstrap Information on UICC 
G.4.1 Access to the file structure

The selection of the PKCS#15 file structure or application is not within the scope of the specification and can be managed in different ways by the devices (Direct File Access using PCCS#15 AID , Indirect Access using EF Dir information).

However, the following sequence is a recommended way to perform the selection of the PKCS#15 application:

1. With only one PKCS#15 application present in the UICC, the device may send a SELECT command with the PKCS#15 AID (A0 00 00 00 63 50 4B 43 53 2D 31 35) as parameter (Direct Access). If the selection is successful, the device can start reading PKCS#15 files (ODF, DODF ..)

2. If the previous selection fails (or if it might have several PCCS#15 applications present in UICC), the device sends SELECT commands to access EFdir to locate an entry with the PKCS#15 AID). If a matching entry is found, the device MUST select the PKCS#15 DF path, and then can start reading PKCS#15 files (ODF, DODF…)


· 
· 
· 

G.4.2 Files Overview  (example)
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Figure 32: Example of a 3G UICC File Structure embedding a specific PKCS#15 file structure containing LwM2M Bootstrap data location
G.4.3 Access Method

UICC Commands Read Binary and Update Binary, as defined in [ETSI TS 102.221], are used to access bootstrap data.

G.4.4 Access Conditions

The Device is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The Device must evaluate the PIN references that must be verified as defined in [ETSI TS 102.221] (i.e. evaluate FCP)
G.4.5 Requirements on the UICC

To retrieve the Bootstrap Information from the UICC, the Device MUST perform the following steps:

· Select PKCS#15 file structure as recommended in G.2.1.

· Read EF (ODF) to locate the DODF-bootstrap,

· Read EF (DODF) and look of the OMA-LwM2M OID to locate the file containing the LwM2M Bootstrap data,

· Read the LwM2M_Bootstrap file

G.5 Files Description

All files defined are binary files as defined in [ETSI TS 102.221]. These files are read and updated usingUICC Commands related to the application they belong to.

G.5.1 EF (DIR) - optional
When the optional EF (DIR) is used to locate the PKCS#15 files structure, one of its logical record must be of the following ASN.1 type with the specified [PKCS#15] tags :

· Application template   Tag 0x61

· Application Identifier  Tag 0x4F

· Path                              Tag 0x51

· Application label         Tag  0x50

DIREcord ::= [APPLICATION 1] SEQUENCE {

                    aid    [APPLICATION 15] OCTET STRING,

                    label [APPLICATION 16] UTF8STRING OPTIONAL

                    path  [APPLICATION 17] OCTET STRING OPTIONAL

                    ddo   [APPLICATION 19] DDO OPTIONAL

                    }

Coding  example :

         aid PKCS#15  =  A0 00 00 00 63 50 4B 43 53 2D 31 35    (Tag : 0x4F)

         label                = “BOOTSTRAP”                                        (Tag : 0x50)

         path                 = 3F00/7F60                                                 (Tag : 0x51)

         61 22

              4F 0C A0 00 00 00 63 50 4B 43 53 2D 31 35

              50 08  42  4F 4F 54 53 54 52 41 50
              51 04  3F  00 7F 60

G.5.2 Object Directory File, EF (ODF)
The mandatory Object Directory File (ODF) ([PKCS#15], Section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (Keys, Authentication, Data, ….)). The EF(ODF) File ID is specified in [PKCS#15](0x5031). The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.
The EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:  

READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM

	Description Binary coding example (DER format)

A7 06 30 04 04 02 64 30   (reference DODF = 0x6430)

	See [PKCS#15]


G.5.3 Data Object Directory File, EF (DODF-bootstrap)
This Data Object Directory File used as the entry point to the LwM2M Bootstrap data, MUST contains an oidDO entry [PKCS#15]  with an OID that MUST be in the OMA-LwM2M scope.

The registered OID for this specification is: {joint-isu-itu-t(2) international-organizations(23) oma(43) oma-lwm2m(9) lwm2m_bootstrap(1)}  (2.23.43.9.1)

According to [PKCS#15], the DODF MUST include a DataType with the oidDO entry. The DataType oidDO entry is defined as PKCS15Object {CommonDataObjectAttributes, NULL, OidDO}.

· The CommonDataObjectAttributes structure of the DODF DataType oidDO entry MAY contain an applicationName or an applicationOID. The applicationName and the applicationOID are informative in this specification (may be omitted).

· The OidDO structure of the DODF DataType oidDO entry MUST be present and MUST contain an id value set to the registered OID defined above and a value that is a path structure to the EF (LwM2M Bootstrap data).

This path structure is defined with the following ASN.1 syntax [PKCS#15] : 

Path ::= SEQUENCE { 

          path OCTET STRING, 

          index INTEGER (0..65535) OPTIONAL, 

          length [0] INTEGER (0..65535) OPTIONAL 

         }( WITH COMPONENTS {..., index PRESENT, length PRESENT}| 

            WITH COMPONENTS {..., index ABSENT,  length ABSENT}) 

with “path” being the path to the EF (LwM2M Bootstrap data) 

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.
	Identifier: (0x6430), See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:   
                 READ
ALW 

     or Universal / application / Local  PIN (UICC, See Appendix G.2)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description : Binary coding example (DER format) 

Label = “LwM2M Bootstrap”  HEX : 4C774D324D20426F6F747374726170
OID OMA-LwM2M Bootstrap “2.23.43.9.1”  (HEX DER) 06 04 67 2B 09 01
Path  = 0x6432
A1 27 30 00 30 11 0C 0F 4C 77 4D 32 4D 20 42 6F 6F 74 73 74 72 61 70 A1 10 30 0E 06 06 06 04 67 2B 09 01 30 04 04 02 64 32

	See [PKCS#15]



· 
· 
· 
· 
G.5.4 EF (LwM2M_Bootstrap)
Only the card issuer can modify EF LwM2M_Bootstrap
	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:   

READ                  ALW

or Universal / application / Local  PIN (UICC, See Appendix G.2)

UPDATE
                            ADM

INVALIDATE                    ADM

REHABILITATE                ADM



	Description

	Contains Bootstrap data (encapsulated LwM2M Objects)


This file size is limited to 32KB; the effective file size, in Bytes, is accessible from the File header.

In this file, the Bootstrap data relies on LwM2M TLV Data format specification.

The LwM2M specification already describes the TLV format for coding multiples instances and Resources of a given Object (§6.4.3), this section will only detailed how to store a collection of LwM2M Objects in this EF LwM2M_Bootstrap file; each Object is coded with a header containing a LwM2M Object ID and its Object Version coded in one or 2 Bytes, a LwM2M-TLV coding the Object Instances as payload, and a length being the size in bytes of this payload (LwM2M-TLV of the Object Instances). Data are represented in network byte order (big endian).
Additionally, this Bootstrap data will have a 2 Byte header indicating the number of Objects contained in that file and another 2 Bytes for indicating the size of the full payload (size of the collection of LwM2M Objects).

Using a BNF-like description:

<bootstrap_data>              ::= <number of objects> <size> <collection_of_lwm2m_objects>
<number of Objects>           ::= HWORD
<size>                        ::= HWORD
<collection_of_lwm2m_objects> ::= <single_lwm2m_object>*

<single_lwm2m_object>  
 ::=  <lwm2m_object_ID> <object_version> <length_of_object> <lwm2m_object_instances>

<lwm2m_object_ID>             ::=  HWORD
<object_version>              ::=  IMPLICIT_VERSION | <other_version>

<other_version>               ::=  MAJOR_VERSION MINOR_VERSION  ; value %x0205 means version 2.5
<length_of_object>            ::=  HWORD
<lwm2m_object_instances>      ::= TLV data format as described in §147138816.6.4.3
HWORD                         ::= %x00-FFFF
IMPLICIT_VERSION              ::= %x00     ; means version 1.0 or the Object is defined in the LwM2M Enabler
MAJOR_VERSION                 ::= %x01-FF

MINOR VERSION                 ::= %x00-FF
In reading and processing the data of this file, the LwM2M Client is then able to be configured with the Bootstrap Information and thus to access the LwM2M Server(s). 
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