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1 Reason for Change

Annex H must be tuned to be usable
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None
4 Intellectual Property Rights
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Request DM WG to review and agree to the change
6 Detailed Change Proposal
Change 1:   Annex H revisited 
Appendix H. Secure channel between Smartcard and LwM2M Device Storage for secure Bootstrap Data provisioning (Normative)

During LwM2M Bootstrap procedure, sensitive data have to be provisioned in LwM2M Device.

When Bootstrap information comes from Smartcard, a secure channel SHOULD be established. When required this secure channel MUST follow the following procedure based on [GLOBALPLATFORM] [GP SCP03] which is illustrated below. The Bootstrap information will be retrieved from Smartcard in a similar procedure as described in Appendix F of this document but in including the channel securisation:  in particular a specific OMA-LWM2M Bootstrap application – instead of the PKCS#15 - MUST be selected in the  Smartcard  (SELECT command) .The File Structure where the LwM2M Bootstrap Data is located, MUST only be accessible if the Mutual Authentication of the SCP03 process has been satisfied.
The AID (0xA00000041200020000000000) of the OMA-LwM2M Bootstrap Application is composed of the OMA RID code  (0xA000000412),and  the OMA PIX code containing the LwM2M Application code (0x0002) followed by the specific code used by the application and relative to the  Bootstrap data retrieval (00 00 00 00 00)  
Pre-requisite: the Smartcard and the LwM2M device have to share the same static Keys KEY_ENC, KEY_MAC, KEY_DEK as specified in [GLOBALPLATFORM] [GP SCP03]
These keys are provisioned in the devices in using out-of-band methods.

The steps for the secure transfer are the following and are illustrated below (Figure 33):

· The  OMA-LWM2M Bootstrap application used for transferring the Bootstrap information is selected

· Secure channel (mutual authentication) is established

· PKCS#15 flow as described in Appendix F takes place for selecting and transferring the Bootstrap file from Smartcard to the device: the sensitive Bootstrap data are transferred crypted using the GP SCP03 secure channel. When the Mutual Authentication is not satisfied, access to the file structure will return an error code 6982 to the Device (Security status not satisfied).  
As a general recommendation, in the process for retrieving the Bootstrap data from the Smartcard, the Device SHOULD firstly try to select the OMA-LwM2M Bootstrap application to activate the [GP SCP03] Secure Channel procedure; if such an application is not present, the  Device SHOULD then try to get this Bootstrap Data by selecting the PCKS#15 application as described in Annex G.   
· 
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Figure 33: Bootstrap Information transfer from Smartcard to LwM2M Device using Secure channel according to [GLOBALPLATFORM] [GP SCP03] [GP AMD_A]
Note 1: The INITIALIZE_UPDATE specifies the logical channel to use (CLA: 80H / 83H)

Note 2: The security level (P1) of the EXTERNAL_AUTH command is C-DECRYPTION, R-ENCRYPTION, C-MAC and R-MAC (P1=0x33)
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