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Reason for Contribution
[bookmark: OLE_LINK14]The requirement, LightweightM2M-IR-001, from LwM2M v1.1.  RD, introduce a new feature in support of single operation for observation of multiple resources which belong to different objects or instances. The OMA-DM-LightweightM2M-2017-0214R06 had discussed the option solutions for this requirement. This document supplements several scenarios to consummate the LightweightM2M-IR-001 requirement, and sets out some proposals based the solutions which are described in LightweightM2M-2017-0214R06.
Summary of Contribution
Description of some proposals to support LightweightM2M-IR-001 and enhance the solutions which are described in LightweightM2M-2017-0214R06.
Detailed Proposal
Scenario 1: Reduce redundant information of the notification message
[bookmark: OLE_LINK17]Generally, in order for a LwM2M Server to monitor the status of LwM2M Clients, a LwM2M Client may need to report the information of the device and the status of the network connectivity. For example, a LwM2M Client has the registered objects and instances shown in Table 1. A LwM2M Server may wish to requests the following notifications from the client:
Periodic reports, every x hours, including:
· Device information: Available Power Sources, Power Source Voltage, Power Source Current, Battery Level, Memory Free, Error Code, Battery Status, and so on.
· Connectivity Monitoring: Network Bearer, Available Network Bearer, Radio Signal Strength, Link Quality, Link Utilization, IP Addresses, Cell ID, and so on.

Table 1 Registered Objects
	Object Name
	Object ID
	Number of Instances

	Device
	3
	1

	Connectivity Monitoring
	4
	1


[bookmark: _GoBack]A LwM2M Server needs to observe resources mentioned above. If the observe operation is used between the Client and the Server, there may be need more than 14 observe messages and more notifications. In order to reduce observe messages between the Client and the Server, the LwM2M Server can directly observe the objects mentioned above. 
The Observe-Composite operation, which be introduced in the LightweightM2M-2017-0214R06, can be used to observe different resources across multiple objects and instances.
The example of subscription using Observe-Composite operation shown in figure 1.


Figure 1: Example of subscription using Observe-Composite operation
[bookmark: OLE_LINK18]The request will be:
Observe-Composite (
{"e":[
	  {"n": "/3", "pmax": "3600"},
	  {"n": "/4"}]
	}
)
This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa1
Content-Format: application/vnd.oma.lwm2m+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
Pmax: 3600
{"e":[
	  {"n": "/3"},
	  {"n": "/4"}]
	}
[bookmark: OLE_LINK1]The notifications will be sent every 1 hour or upon any change of any Resource value of any Instance of the observed Object with the “Default Minimum Period” in the LwM2M Server Object set to 0 (possibly by default). The notifications include all Resources of all Instances of the observed Object, as bellow:
· Device information: </3/0/0>, </3/0/1>……</3/0/22>
· Connectivity Monitoring: </4/0/0>, </4/0/1>……</4/0/10>
The notification includes all Resources of all Instances of the observed Object. Some Resources, such as Manufacturer (/3/0/0), Serial Number (/3/0/2), IP Addresses (/4/0/4), and so on, may not be changed, or some Resources are not changed when the notification is sent to the LwM2M Server. In other words, this notification message contains a lot of redundant information which make the cost of the message transmission increase.
Based on this scenario, a new solution will be proposed to reduce redundant information of the notification message. 
Solution 1
The example of enhanced subscription shown in figure 2.
Note: The “rf” is an abbreviation for Resources Filtering, where 0 represents reporting all resources, 1 represents reporting only changed resources compared with last notification.



Figure 2: Example of enhanced subscription: notification includes changed Resource of the observed Objects
The request is:
Observe-Composite (
{"e":[
	  {"n": "/3", "pmax": "3600"},
	  {"n": "/4"}],
       "rf":1
	}
This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa1
Content-Format: application/vnd.oma.lwm2m.extend+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
Pmax: 3600
{"e":[
	  {"n": "/3"},
	  {"n": "/4"}],
       "rf":1
	}
The notifications will be sent every 1 hour or upon any change of any Resource value of any Instance of the observed Object with the “Default Minimum Period” in the LwM2M Server Object set to 0 (possibly by default). The notifications just include changed Resources, as bellow:
· Device information: changed Resources, such as Battery Level </3/0/9>, Battery Status </3/0/20>.
· Connectivity Monitoring: changed resources, such as Signal Strength </4/0/2>, Cell ID </4/0/8>.
Solution 2
If the LwM2M Server wants to request all resources of Device object and changed Resources of Connectivity Monitoring Object, The example of enhanced subscription shown in figure 3.


Figure 3: Example of enhanced subscription: notification includes all Resources of one observed Object and changed Resource of the other one observed Object
The request is as follow:
 Observe-Composite (
{"e":[
	  {"n": "/3", "pmax": "3600"},
	  {"n": "/4", “rf”:1}]
	}
This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa1
Content-Format: application/vnd.oma.lwm2m.extend+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
Pmax: 3600
{"e":[
	  {"n": "/3"},
	  {"n": "/4", "rf":1}]
	}
The client will send notifications to the server every 1 hours or upon any change of any Resource value of any Instance of the observed Object with the “Default Minimum Period” in the LwM2M Server Object set to 0 (possibly by default). The notifications include below information:
· Device information: all resources, </3/0/0>, </3/0/1>……</3/0/22>.
· Connectivity Monitoring: changed resources, such as Signal Strength </4/0/2>, Cell ID </4/0/8>.
Scenario 2: Support AND conditions for Observe operation 
Some LwM2M Clients may support some complicated operations, such as shared bikes, industrial pipe monitoring equipment, etc. For example, in order to prevent the theft of a shared bike, the shared bike monitors the status and location of the shared bike. When an abnormal situation occurs, the shared bike will report it’s location and an alarm event to the server.
[bookmark: OLE_LINK2]A LwM2M Client hosted on a shared bike has the registered objects and instances shown in Table 2 as follows. 
Table 2 Registered Objects
	Object Name
	Object ID
	Number of Instances

	Location
	6
	1

	IPSO On/Off Switch
	3342
	1


A LwM2M Server may wish to requests notifications from the client to obtain the client’s location when the state of the lock is switched-off and the speed of the client exceeds a set threshold.
According to the options in the LightweightM2M-2017-0214R06, the event report request may be as follows:
Observe-Composite (
{"e":[
	  {"n": "/3342/0/0", "lt": 1},
	  {"n": "/6/0/6", "gt": 0.5},
{"n": "/6"}]
	}
)
The LwM2M Client will send notification message to the LwM2M Server when the state of switch is off or the speed of the client exceeds 0.5, or any Resource of Location object is changed. 
In fact, the LwM2M Client needs to send the notification just when the state of switch is off and the speed of the LwM2M Client exceeds 0.5.
Based on this scenario, a new solution will be proposed to support AND conditions for “Observe” operation.
Solution 3
The example of the new solution to support AND conditions for “Observe” operation shown in figure 4.
The “re” parameter is introduced to indicate the AND relationship between or among subscription conditions.
Note: The “re” is an abbreviation for relationship expression of subscription conditions.


Figure 4: Example of supporting AND conditions for “Observe” operation
The event request is:
Observe-Composite (
[bookmark: OLE_LINK19]{"e":[
	  {"n": "/3342/0/0", "lt": 1},
	  {"n": "/6/0/6", "gt": 0.5},
{"n": "/6/"}],
"re":” /3342/0/0&/6/0/6”
	}
)
This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa1
Content-Format: application/vnd.oma.lwm2m.extend+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
{"e":[
	  {"n": "/3342/0/0", "lt": 1},
	  {"n": "/6/0/6", "gt": 0.5},
{"n": "/6"}],
"re":” /3342/0/0&/6/0/6”
	}
The LwM2M Client will send notifications to the LwM2M Server when the state of switch is off and the speed of the LwM2M Client exceeds 0.5. The expression of “re” parameter can be discussed.
Scenario 3: Using resources as only the condition for Observe operation
Compared with scenario 2, the LwM2M Server just need to know the location of the LwM2M Client, not need to know the state of switch and the speed of the client. So the state of switch and speed of the LwM2M Client only as a subscription condition, and do not need to be included in the notification message.
Based on this scenario, a solution is proposed to define part of resources only as the subscription condition for Observe operation.
Solution 4
The example of the solution to define part of resources only as the subscription condition shown in figure 4.
The “rc” parameter is introduced to indicate that the Resource is a subscription condition of Observe operation, and doesn’t need to be included in the notification message.
Note: The “rc” is an abbreviation for Resource Condition-Only, where missing or value “0” indicates that the resource needs to be reported in the notification message, “1” indicates that the resource is only used as the subscription condition, and shall not be included in the notification message.


Figure 4: Example of Using resources as only the condition for Observe operation
The event request is:
Observe-Composite (
{"e":[
	  {"n": "/3342/0/0", "lt": 1, "rc": 1},
	  {"n": "/6/0/6", "gt": 0.5, "rc": 1},
{"n": "/6"}],
        "re":” /3342/0/0&/6/0/6”
	}

This will translate to the following CoAP method:
FETCH CoAP://www.exmple.com
Token: 0xa1
Content-Format: application/vnd.oma.lwm2m.extend+json
Accept: application/vnd.oma.lwm2m+json
Observe: 0
{"e":[
	  {"n": "/3342/0/0", "lt": 0, "rc": 1},
	  {"n": "/6/0/6", "gt": 0.5, "rc": 1},
{"n": "/6"}],
"re":” /3342/0/0&/6/0/6”
	}
The LwM2M Client will send notification to the LwM2M Server when the state of the switch is off and the speed of the client exceeds 0.5. The notification will include all Resources of Location Object.
Summary
	Scenario
	Solution

	When observe multiple objects, the notifications include redundant information
	“rf” parameter is used to indicate whether the LwM2M Client reports the all Resources of Observe objects or only report the changed resources.

	When multiple subscription conditions are satisfied at the same time, the LwM2M Client sends a notification message
	[bookmark: OLE_LINK12]“re” parameter is used to describe the relationship between or among subscription conditions.

	Some resources are only as the subscription condition, and needn’t to be reported to the LwM2M Server.
	“rc” parameter is used to describe the attribute of the resource, where missing or value “0” indicates that the resource needs to be reported in the notification message, “1” indicates that the resource only performs the subscription condition, and does not need to be included in the notification message.

	Note: These solutions can be used alone or in combination.
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Recommendation
Based on the above analysis it is recommended to supplement the above three scenarios in LwM2m v1.1 and adopt the above three solutions to support these scenarios.
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