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	Title:
	OSCORE test
	|X| Public      |_| OMA Confidential

	To:
	OMA DMSE WG

	Doc to Change:
	OMA-ETS-LightweightM2M_INT-V1_1-20190116-D.doc

	Submission Date:
	10 September 2019

	Classification:
	|X| 0: New Functionality
|_| 1: Major Change
|_| 2: Bug Fix
|_| 3: Editorial

	Source:
	David Navarro, IoTerop, david.navarro@ioterop.com

	Replaces:
	n/a


Reason for Change
Add test case for OSCORE.
Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Request DM WG to review and agree to the change.
Detailed Change Proposal
(optional)Brief description of specific change
6.1.5.5 LightweightM2M-1.1-int-405 – OSCORE Security

	Test Case Id
	LightweightM2M-1.1-int-405

	Test Object
	Client and Server

	Test Case Description
	Establishing a successful LwM2M session using OSCORE security.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The client supports the Configuration  C.19  as defined in Annex  C
· The bootstrap procedure has been completed or the required bootstrap information is available to the client.

	Test Procedure
	Device is switched on.
A communication is established between Client and Server and the Client automatically registers with that Server.
A simple data exchange is performed between the Server and the Client, to verify the exchanged CoAP messages are correctly encrypted using OSCORE.

Normal flow:
1. Client initiates UDP or TCP Connection
2. OSCORE Request (CoAP POST) containing the Registration message is sent from LwM2M Client to LwM2M Server.
3. Server performs READ (CoAP GET) on the Instance of the Device Object 

	Pass-Criteria
	A. All CoAP messages exchanged between the Client and the Server have the OSCORE Option, their code is either POST or 2.04 Changed, their payload is encrypted.
B.  Client is registered to the Server with the following information:
· Endpoint Client Name (optional)
· registration lifetime
· LwM2M version
· binding mode
· SMS number (optional)
· Objects and Object Instances (mandatory and optional objects / object instances) ; possibly with Version of Objects. Payload type of Object list should be CoRE Link Format (application/link-format), for example: </1/2>,</2>,</3/0>,</4/0>,</5/0>,</6/0>,</7/0>,</10>;ver="1.
Note: Object /0 and /21 must not be part of this list
Server replied with Success message (CoAP 2.01 Created).

C. Client replied to the Read Operation with the content of the Device Object Instance and all of the Device Object Resources available on Client.
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OSCORE Security
[{“bn”:“/”,"n":"0/0/0","vs": <LwM2M Server URI>},
  {"n":"0/0/1","vb":false},
  {"n":"0/0/2","v":3},
  {"n":"0/0/3","vd":<n/a>},
  {"n":"0/0/4","vs": <n/a> },
  {"n":"0/0/5","vd": <n/a>},
  {"n":"0/0/10","v":1},
  {"n":"0/0/17","v":”/21/0”},
  {"n":"1/0/0","v":1},
  {"n":"1/0/1","v":86400},
  {"n":"1/0/6","vb":false},
  {"n":"1/0/7","vs":"U" or “T”},
  {"n":"3/0/0","vs":<Manufacturer Name>},
  {"n":"3/0/1","vs":<Model Name>},
  {"n":"3/0/2","vs":<Serial Number>},
  {"n":"3/0/3","vs":<Firmware Version>},
  {"n":"3/0/11/0","v":0},
  {"n":"3/0/16","vs":"U"},
  {"n":"21/0/0","v":<Master Salt Key>}, // opaque in Base64
  {"n":"21/0/1","v":<Sender ID>},
  {"n":"21/0/2","v":<Receiver ID>}
]
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