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1. Scope

This document is a delta TS for LWM2M v1.1, it needs to be read in conjunction with LWM2M v1.0 TS latest edition.
2. References

2.1 Normative References

	[3GPP-TS_23.003]
	3GPP TS 23.003 “Numbering, addressing and identification”

	[3GPP-TS_23.038]
	3GPP TS 23.038 “Alphabets and language-specific information”

	[3GPP-TS_23.040]
	3GPP TS 23.040 “Technical realization of the Short Message Service (SMS)”

	[3GPP-TS_31.111]
	3GPP TS 31.111 “Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)”

	[3GPP-TS_31.115]
	3GPP TS 31.115 “Remote APDU Structure for (U)SIM Toolkit applications”

	[CoAP]
	Shelby, Z., Hartke, K., Bormann, C., and B. Frank, “The Constrained Application Protocol (CoAP)”
IETF RFC 7252 – June 2014

	[CoRE_Interface]
	Z. Shelby, M. Vial, “CoRE Interfaces”, draft-ietf-core-interfaces-01, Nov 2013

	[ETSI TS 102.221]
	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 11), URL:http://www.etsi.org/

	[ETSI TS 102.223]
	“Smart Cards; Card Applications Toolkit (CAT) (Release 11)” 
URL:http://www.etsi.org/

	[ETSI TS 102.225]
	ETSI TS 102 225 (V11.0.0): “Smart Cards; Secured packet structure for UICC based applications (Release 11)” URL:http://www.etsi.org/

	[FLOAT]
	IEEE Computer Society (August 29, 2008). IEEE Standard for Floating-Point Arithmetic. IEEE. doi:10.1109/IEEESTD.2008.4610935. ISBN 978-0-7381-5753-5. IEEE Std 754-2008

	[GLOBALPLATFORM]
	GlobalPlatform v2.2.1 - January 2011 -

	[GP SCP03]
	GlobalPlatform Secure Channel Protocol 03 (SCP 03) Amendment D v1.1 Sept 2009

	[IEEE 754-2008]
	IEEE Computer Society (August 29, 2008). IEEE Standard for Floating-Point Arithmetic. IEEE. doi:10.1109/IEEESTD.2008.4610935. ISBN 978-0-7381-5753-5. IEEE Std 754-2008

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[LWM2M-AD]
	“Lightweight Machine to Machine Architecture”, Open Mobile Alliance™, OMA-AD-LightweightM2M-V1_0, URL:http://www.openmobilealliance.org/

	[OBSERVE]
	Hartke, K. “Observing Resources in CoAP”, draft-ietf-core-observe-10 (work in progress), September 2013.

	[PKCS#15]
	“PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL:ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC4122]
	“A Universally Unique Identifier (UUID) URN Namespace”, P. Leach, et al. July 2005, URL:http://www.ietf.org/rfc/rfc4122.txt

	[RFC5246]
	The Transport Layer Security (TLS) Protocol Version 1.2

	[RFC5289]
	TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)

	[RFC5487]
	Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode

	[RFC6347]
	Rescorla, E. and N. Modadugu, “Datagram Transport Layer Security Version 1.2”, RFC 6347, January 2012.

	[RFC6655]
	McGrew, D. and D. Bailey, “AES-CCM Cipher Suites for TLS”, RFC6655, July 2012.

	[RFC6690]
	Shelby, Z. “Constrained RESTful Environments (CoRE) Link Format”, RFC6690, Aug 2012.

	[SENML]
	C. Jennings, Z. Shelby, J. Arkko, “Media Types for Sensor Markup Language (SENML)”, draft-jennings-senml-10 (work in progress), April 2013.

	[TR-069]
	Broadband Forum: “TR-069 CPE WAN Management Protocol” Issue: 1 Amendment 5.
URL:http://www.broadband-forum.org/technical/download/TR-069_Amendment-5.pdf

	[WAP-WDP]
	Wireless Application Protocol Forum, "Wireless Datagram Protocol", June 2001.


2.2 Informative References

	[3GPP TS 31.116]
	3GPP TS 31.116 (V10.2.0): “Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)”

	[3GPP2 C.S0078-0]
	3GPP2 C.S0078-0 (V1.0): “Secured packet structure for CDMA Card Application Toolkit (CCAT) applications”

	[3GPP2 C.S0079-0]
	3GPP2 C.S0079-0 (V1.0) “Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications”

	[3GPP-TR_21.905]
	3GPP TR 21.905 “3GPP Vocabulary”
URL:http://www.3gpp.org

	[3GPP-TR_23.720]
	3GPP TR  “Study on architecture enhancements for Cellular Internet of Things”
URL:http://www.3gpp.org

	[3GPP-TS_23.401]
	3GPP TS  “General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”
URL:http://www.3gpp.org

	[3GPP-TS_23.682]
	3GPP TS  “Architecture enhancements to facilitate communications with packet data networks and applications”
URL:http://www.3gpp.org

	[3GPP-TS_24.008]
	3GPP TS  “Mobile radio interface Layer 3 specification; Core network protocols; Stage 3”
URL:http://www.3gpp.org

	[3GPP-TS_24.301]
	3GPP TS  “Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3”
URL:http://www.3gpp.org

	[3GPP-TS_27.060]
	3GPP TS  “Packet domain; Mobile Station (MS) supporting Packet Switched services”
URL:http://www.3gpp.org

	[3GPP-TS_29.061]
	3GPP TS  “Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)”
URL:http://www.3gpp.org

	[3GPP-TS_31.102]
	3GPP TS  “Characteristics of the Universal Subscriber Identity Module (USIM) application”
URL:http://www.3gpp.org

	[DMREPPRO]
	“OMA Device Management Representation Protocol, Version 1.3”. 
Open Mobile Alliance(. OMA-TS-DM_RepPro-V1_3. URL:http://www.openmobilealliance.org

	[ETSI TS 102 226]
	ETSI TS 102 226 (V11.0.0): “Smart cards; Remote APDU structure for UICC based applications (Release 11)”

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_9, URL:http://www.openmobilealliance.org/

	[SMS-DTLS]
	Datagram Transport Layer Security (DTLS) over Global System for Mobile Communications (GSM) Short Message Service (SMS), URL:http://www.ietf.org/id/draft-fossati-dtls-over-gsm-sms-01.txt


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
3.2.1 LWM2M V1.1 related definitions
3.3 Abbreviations
	LWM2M
	Lightweight Machine to Machine (refers to this OMA enabler)


Kindly consult [OMADICT] for more abbreviations used in this document.
4. Introduction

4.1 Version 1.0

4.2 Version 1.1
This document currently reflects the delta between version 1.0 and version 1.1. 
5. Interfaces

5.1 Attributes

5.2 Bootstrap Interface

5.3 CLIENT REGISTRATION INTERFACE

5.4 DEVICE MANAGEMENT & SERVICE ENABLEMENT INTERFACE

5.5 INFORMATION REPORTING INTERFACE

6. IDENTIFIERS AND RESOURCES

6.1 RESOURCE MODEL

6.2 IDENTIFIERS

6.3 DATA FORMATS FOR TRANSFERRING RESOURCE INFORMATION

7.  SECURITY

7.1 UDP CHANNEL SECURITY

7.1.1 Pre-shared Keys

7.1.2 Raw Public Key Certificates

7.1.3 X.509 Certificates

7.1.4 “NoSec” mode

7.1.5 LPWA Security
Low Power Wide Area (LPWA) networks are dedicated networks for communications with very resource constrained devices. Such devices are often battery driven and have limited processing capabilities.
LWM2M can be deployed as a “thin” service layer providing security in LPWA scenarios since LWM2M has been designed to keep the requirements of constrained devices in mind. However, some of the LPWA radio technologies offer their own link layer security mechanisms, which need to be considered when offering additionally LWM2M security based on DTLS. For example, when deploying link layer security as well as DTLS together the resulting double encryption (for some part of communication path) will result in higher power consumption and additional transmission overhead, which might not be acceptable for a range of battery driven devices.

In case the LPWA network offers link layer security and the threat analysis concluded that no additional communication security at higher layers, such as with DTLS, is necessary, the LWM2M “NoSec” mode MAY be used. Protecting LWM2M communication using DTLS remains a deployment choice. Protocol designers may need to take into account that the link layer security mechanism typically terminates at a different node than security mechanisms offered at higher layers and solely relying on link layer security may leave some segment of the communication path unprotected.

Examples of LPWA network security mechanisms can, for example, be found in TS 33.401 “SAE, Security architecture” describes the keys and processes for Narrow band IoT (NB-IoT) security based on what is called “end-to-middle (e2m) security” from the device to the 3GPP network.

When using LWM2M security based on DTLS in a LPWA environment it is recommended to consider the work done in IETF on “DTLS In Constrained Environments” (DICE), see (REF draft-ietf-dice-profile-17). (REF draft-ietf-dice-profile-17) does not introduce any changes to DTLS and TLS but rather offers guidance for use of various extensions for increased interoperability, and gives recommendations for improving the handshake procedures.

(REF draft-ietf-dice-profile-17) gives recommendations for three types of credentials, namely pre-shared keys, raw public keys, and X.509 certificates. LWM2M works with all three types of credentials but the performance and security trade-offs for these three mechanisms are different. As a summary, the three credential types have the following properties:

· The pre-shared key profile offers the most efficient solution for integration of DTLS into LWM2M since DTLS pre-shared ciphersuites recommended in (REF draft-ietf-dice-profile-17) are computationally efficient (since they use the most efficient cryptographic primitives), and require a minimum amount of flash as well as RAM. The size of the exchanged messages is also kept at a minimum. There is, however, a downside as well: symmetric keys need to be available to both communication endpoints.

· The certificate-based profile re-uses widely used X.509 certificates. This allows both tools as well as existing infrastructure, such as Certification Authorities (CAs), to be re-used. Unlike the typical web browser use of certificates the DICE profile (REF draft-ietf-dice-profile-17) uses certificates for clients and servers. The use of certificates comes at a price. The use of asymmetric cryptography is more complex to implement, requires more bandwidth for the exchanged messages, is computationally more demanding, and requires a larger code size as well as more RAM. The benefits are, in addition to the re-use of existing technologies, the need to only share the certificates (and the public key that is contained inside the certificate) with other communication partners and to keep the private key local to each party. This property of asymmetric cryptography reduces the risk of exposing private keying material.

· The raw public key profile offers features that sit between the pre-shared key and the certificate-based profile and combines the benefits of these two profiles. The use of asymmetric cryptography offers improved security but avoids the overhead associated with certificates and the PKI.

For purpose of DTLS usage with LWM2M over LWPAN this specification RECOMMENDs the implementation and use of the pre-shared key profile primarily due to the over-the-wire communication overhead. Deployments MAY implement other profiles as well.

The subsequent text summarizes the key aspects of the pre-shared key profile described in (REF draft-ietf-dice-profile-17) which is based on TLS_PSK_WITH_AES_128_CCM_8 that uses the AES-128-based without offering perfect forward secrecy:
· The Maximum Fragment Length extension described in Section 15 of (REF draft-ietf-dice-profile-17) allows a client to lower their RAM requirements and client implementations MUST implement this extension.  Without this extension a client is required to maintain a maximum buffer size of 16KB.
· Session resumption, described in Section 7 of (REF draft-ietf-dice-profile-17), offers slightly improved performance for a PSK-based ciphersuite and is RECOMMENDED. Session resumption allows a client to abbreviate the handshake based on session state established in an executed full handshake. This results in fewer messages and smaller message sizes. It is therefore RECOMMENDED to maintain session state information as long as possible (consistent with the security requirement to protect session key material on both Client and Server; e.g. a long-lived session key must be managed at least as securely as an underlying pre-shared key).

· Compression offered by DTLS is NOT RECOMMENDED due to security attacks, as described in Section 8 of (REF draft-ietf-dice-profile-17). Compression functionality is better offered by higher layer protocols and various components used in LWM2M make use of compression techniques, such as CoAP with header compression, and the binary encoding of payloads.
· The timeout recommendations provided in Section 11 of (REF draft-ietf-dice-profile-17) MUST be followed since the modified timer settings prevent spurious retransmissions. Failure to increase the timeout value can lead to failed protocol exchanges.
· A number of DTLS extensions are not applicable or are not recommended for use with the PSK-based ciphersuite and the recommendations made throughout (REF draft-ietf-dice-profile-17) have to be taken into account. Note that the use of False Start, described in Section 21 of (REF draft-ietf-dice-profile-17), is not required since the ability to transmit application data earlier is less important with long-lived DTLS sessions.
The guidance for credential-based profile can be found in Section 4.4 of (REF draft-ietf-dice-profile-17) and guidance for the raw public key profile can be found in Section 4.3 of (REF draft-ietf-dice-profile-17). Both profiles use Elliptic Curve Cryptography algorithms and offer perfect forward secrecy, as described in Section 9 of (REF draft-ietf-dice-profile-17).
7.2 SMS CHANNEL SECURITY

7.3 ACCESS CONTROL

8. TRANSPORT LAYER BINDING AND ENCODINGS

8.1 REQUIRED FEATURES
URI IDENTIFIER & OPERATION MAPPING

8.2 QUEUE MODE OPERTION

8.3 UPDATE TRIGGER MECHANISM

8.4 RESPONSE CODES

8.5 TRANSPORT BINDINGS
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for LWM2M Client

B.2 SCR for LWM2M Server

Appendix C. Data Types
(Normative)

Appendix D. LWM2M Object Template and Guidelines
(Normative)

Appendix E. LWM2M Objects defined by OMA
(Normative)
Appendix F. Example LWM2M Client
(Informative)

Appendix G. Storage of LWM2M Bootstrap Information on the Smartcard
(NORMATIVE)

Appendix H. Secure channel between Smartcard and LWM2M Device Storage for secure Bootstrap Data provisioning 
(Normative)

Appendix I. MIME media types
Appendix J. LWM2M over NB-IoT

J.1 Introduction
Note: The 3GPP vocabulary and abbreviations used in the Annex are explained in [3GPP-TS_21.905].
3GPP has specified Narrow-Band IoT (NB-IoT) as part of their Release 13. NB-IoT includes solutions for support of infrequent data transmission via user plane and via control plane (=data transfer via MME). The user plane solution includes IP data and SMS support. The control plane solution includes IP data, non-IP data and SMS support.

Main focus of this Annex is on considerations and current limitations when running CoAP over the non-IP mode of NB-IoT.

The figure below shows the 3GPP NB-IoT architecture as in [3GPP-TR_23.720] and the LWM2M protocol stack. The shown C-SGN combines the functionality of MME, S-GW, and P-GW.
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As can be seen from the above figure 3GPP defines two transmission paths for NIDD (Non-IP Data Delivery):

1) via PtP IP SGi tunnel (see [3GPP-TS_23.401])
2) via Service Capability Exposure Function (SCEF) (see [3GPP-TS_23.682])
When carrying LWM2M over NB-IoT non-IP mode some limitations and considerations apply which are explained in the following sub-sections.
J.2 NIDD via PtP IP SGi tunnel

As specified in [3GPP-TS_23.401], for mobile originated traffic the P-GW is responsible for creating the IP-packets before sending them via the point-to-point tunnel to the AS. For this, the destination IP address and UDP port for PtP tunnelling based on UDP/IP need to be pre-configured on the P-GW.

As specified in [3GPP-TS_23.401], for mobile terminated traffic, in case PtP tunnelling based on UDP/IP is used, the AS sends the data using UDP/IP encapsulation with the IP address of the UE and the 3GPP defined port for “Non-IP” data. The IP-address of the UE is assigned by the P-GW, however, the UE is not aware of its IP address.  The P-GW removes the UDP/IP headers and the data is forwarded via the mobile network to the UE.

[3GPP-TS_29.061] provides further information on how to carry NIDD via the SGi interface.

From the above it can be seen that one limitation for the non-IP transport is the need to pre-configure the destination address in the P-GW so that payloads are correctly relayed. Thus, it is not possible to for a LWM2M client to selectively address more than one LWM2M server via its IP address. As a consequence, the LWM2M client cannot apply separate IP addresses for communicating with

1) different LWM2M Servers

2) separate LWM2M Server and separate LWM2M Bootstrap Server.

Client/Server initiated bootstrap could still be applied, however, for this the LWM2M Server and LWM2M Bootstrap Server would need to be combined and have the same server URI. From a security perspective it is advisable to keep LWM2M Server and LWM2M Bootstrap Server separate. Using factory bootstrap or smartcard bootstrap mode would remove the need of a LWM2M Bootstrap Server.

Another alternative would be to have an intermediary node between SGi and LWM2M server. Such a node could then inspect the CoAP messages for routing information such as URI-host and forward the messages accordingly to different LWM2M servers.

Further mechanisms to remove the above addressing limitation are for further consideration. E.g. a link layer protocol on top of NAS could re-establish addressing capabilities.

Given the required pre-configuration of the destination IP address in the mobile network an IoT platform provider needs to contact the mobile operator to get device-platform connectivity pre-configured (IP address, port number, dedicated APN if desired).
J.3 NIDD via SCEF
[3GPP-TS_23.682] specifies NIDD via SCEF.
[3GPP-TS_23.682] also gives some guidelines how an AS can retrieve small data via the SCEF and suggests the message types “NIDD configuration request/response”, “NIDD submit request/response”, and “NIDD request/response” (see [3GPP-TS_23.682], clause 5.13). However, the definition of required APIs is considered out of 3GPP’s scope.

Editor’s Note: If OMA provides the required APIs a reference should be added here The APIs should provide at least the following functionality:

· NIDD from SCEF to LWM2M server and vice-versa, including the message types NIDD configuration request/response, NIDD submit request/response, and NIDD request/response

· Information about device awake/sleep transitions

· SCEF-LWM2M server bulk interface might be needed for which OMA would need to define a message structure.

Obviously in non-IP mode the device is not able to address LWM2M server(s) via their IP address. If NIDD via SCEF is selected all data goes via the SCEF. Thus, the UE can only talk to one LWM2M server since there is no additional information available at the IP layer that allows to selectively address more than one LWM2M server. This information would for regular LWM2M be available in the IP header.

An alternative would be to have an intermediary node between SCEF and LWM2M server. Such a node could then inspect the CoAP messages for routing information such as URI-host and forward the messages accordingly to different LWM2M servers.

The LWM2M server needs to identify the UE towards the SCEF via its MSISDN or External Identifier (see [3GPP-TS_23.682]).

J.4 NAS Transport
[3GPP-TS_24.301] defines the transport of user data via the control plane procedure. Two dedicated NAS messages are specified for transferring small data via the MME, see CONTROL PLANE SERVICE REQUEST message and ESM DATA TRANSPORT message in 3GPP [3GPP-TS_24.301]. For initiation of user data transport via the control plane the CONTROL PLAN SERVICE REQUEST message is used which may include ESM DATA TRANSPORT message in its IE “ESM message container”. After the initiation of user data transport via control plane the separate ESM DATA TRANSPORT messages may be used for further transport of user data.

CoAP messages are placed into the IE “User data container” of the ESM DATA TRANSPORT message.

In case DTLS is used the same applies to the DTLS messages.

The user data container has a variable length and the maximum payload size is 32768 bytes. According to 3GPP TS 23.060 the network shall use a maximum packet size of at least 128 octets (this applies to both uplink and downlink). The maximum uplink packet size that the MS shall use can be provided by the network as a part of the session management configuration via the Protocol Configurations Options (PCO) (see [3GPP-TS_24.008] and [3GPP-TS_27.060]). According to [3GPP-TS_24.008] the maximum size for Non-IP link MTU is 1358 octets to prevent fragmentation in the backbone network. The maximum uplink packet size as indicated in the PCO may be retrieved by the LWM2M Server via the Communications Characteristics Object.

Editor’s note: Reference to Communications Characteristics Object to be added.

It has to be noted that there is no segmentation mechanism available for NAS transport. Thus, the LWM2M Client must not exceed the maximum uplink packet size as indicated via the PCO.

Furthermore, the LWM2M Server must not exceed the maximum downlink packet size supported for NAS transport.
The PCO is also used to covey a rate control instruction to the UE i.e. the maximum number of uplink/downlink messages per a specific time unit (see [3GPP-TS_23.401]). This can lead to a delay of LWM2M message delivery in case the rate is exceeded. The LWM2M server can get awareness of any applied rate control via the Cellular Network Connectivity Object (Serving PLMN Rate Control) and via the APN Connection Profile Object (APN Rate Control).

Editor’s note: Reference to above Objects to be added, including byte control
According to [3GPP-TS_24.301] the CONTROL PLANE SERVICE REQUEST message and the ESM DATA TRANSPORT message include an IE “Release assistance indication” to inform the network whether or not a downlink data transmission (e.g. acknowledgement or response) subsequent to the uplink data transmission is expected. For mobile originating LWM2M traffic this indicator SHOULD be set accordingly.
	‘Release assistance indication’ value
	Recommended use

	00 (binary)
	In case an ongoing transaction is expected after an uplink message. This ensures that the MME doesn’t initiate the connection release. Example: LWM2M Client responding to READ, WRITE, etc. operations as the LWM2M Client doesn’t know how many commands it will receive from the LWM2M Server.

	10 (binary)
	In case a single response or acknowledgement is expected after am uplink message. This leads to the MME initiating the connection release after the next downlink data transmission. Example: LWM2M Registration Update

	01 (binary)
	In case no response or acknowledgement is expected after an uplink message. This leads to the MME initiating the connection release immediately. Example: LWM2M Notification


Note: Data transmission speed for uplink and downlink via NAS is expected to be around 300 bit/s, or more.

J.5 Large data transport with NB-IoT
Even NB-IoT is mainly designed for small data delivery it does not preclude delivery of very infrequent large data (e.g. software update/software patches).

[3GPP-TS_23.401] describes a control/user plane switch which could be used e.g. to switch the device communication from control plane to user plane in case a software update is expected. However, there will be devices which do only support communication via the control plane.

IETF has defined segmentation handling at the CoAP layer for large file transfer e.g. firmware updates. Blockwise transfers in CoAP: https://datatracker.ietf.org/doc/draft-ietf-core-block/
CoAP block transfer MAY be used with for carrying CoAP over NB-IoT. This option can be used with IP-mode and non-IP-mode.

Editor’s note: The RFC will soon be finalised.
An alternative approach is the use of CoAP over TCP. Obviously, this option works only with the IP-mode.

Editor’s note: The RFC will soon be finalised.
J.6 Message buffering
NB-IoT devices are expected to be in a sleeping and power saving mode much or most of the time to enable a battery lifetime of several years. In case a device is in sleeping more, or, not reachable for other reasons downlink messages need to be buffered. 3GPP has defined such buffering operation as “extended buffering” at the SCEF (see [3GPP-TS_23.682]) and the S-GW (see [3GPP-TS_23.401]).

It has to be noted that there is a potential issue with DTLS timeout and CoAP CON retransmission timer if the messages are buffered in the mobile network. The could lead to the buffer being filled up with retransmissions.
Furthermore, in case LWM2M queue mode and network buffering are both applied then this could lead to the message being stored in each buffer resulting in duplicated delivery of the message after the device wakes up.

One way for avoiding this would be to use only LWM2M queue mode for buffering messages while the device is not reachable due to sleeping mode or other reasons. In that case “extended buffering” in the network should be deactivated. According to [3GPP-TS_23.401] “extended buffering” can be de-activated per APN, or per subscriber.

Alternatively, the LWM2M server could be configured to only send messages when the device is awake. Obvious precondition for this would be the LWM2M server being aware of the device state.
Editor’s note: The device state info is available at the MME which informs the SCEF when the device has woken up from power saving mode (see 3GPP TS 23.682). A trigger mechanism from the SCEF to AS could be used, refer ENCap-M2M API from OMA ARC for such API availability.
It has to be noted that certain NB-IoT implementations need to support also time critical use cases for NB-IoT e.g. fire alarms.
J.7 NB-IoT transport configuration options
Various configuration options for NB-IoT transport are provided via the ConnMgmt enabler.

Editor’s note: Reference to be added
J.8 Timer considerations
J.8.1 Introduction
3GPP Rel-13 LTE NB-IoT is aimed at constrained low power IoT devices which require infrequent small data transfer and have a battery life of ~10 years. To minimise power consumption these devices use certain features such as Power Save Mode and extended Idle Mode DRX (eDRX) which govern how often the device wakes up, stays up and reachable. Effective use of these parameters in conjunction with LWM2M Registration Life Time, min/max notify periods, and – if LWM2M queue mode operation is used - ACK_TIMEOUT will help the device to have synchronised set of activities that could optimise its power consumption by avoiding unnecessary wake ups and transmissions.
J.8.2 3GPP Parameters
	Parameter
	Range
	Purpose/how it’s used by the device

	PSM Timer, Extended T3412
	10min-992 days1
	Max interval between periodic TAU if there is no other transmission from the device. During this time the device is considered as unreachable and can thereby shut down/deactivate.

	Active Timer, T3324
	2sec-31 min
	The time the UE has to stay up and remain reachable after transitioning to idle state in case there is pending data from the NW to send out. At the end of T3324 UE can shut down and deactivate.

	Extended DRX2
	5.12sec- 174 min
	Extended Idle mode DRX

	Higher Priority PLMN Search Timer
	
	Interval between periodic searches for higher priority PLMNs when camped on a visited PLMN, i.e. roaming scenario; based on SIM configuration, EFHPPLMN ([3GPP-TS_31.102], section 4.2.6)

	Rate Control
	TBD
	Determines the number of allowed uplink PDU transmissions per deci hour per APN as well as per serving PLMN


Note 1: Table 10.5.163a in [3GPP-TS_24.008] specifies range N to 31*N in increments of one where the units of N  can be 2 seconds, 30 seconds, 1 min, 10 min, 1 hour, 10 hour or 320 hours. In the context of NB-IoT units of 1 or 10 hours will probably be used in most scenarios?

Note 2: Extended DRX and PSM can coexist and be configured together.
PSM Timer (Extended T3412), Active Timer (T3324) and Extended DRX can be requested by the device from the network by inclusion of requested values in Attach or TAU requests. On accepting the device request, the network will provide the device with values for these timers which the device should use.

The LWM2M server can configure the values which the device should request from the network via the xxx Resource of the Object. By observing this resource, the LWM2M also receives the finally applied timer in case the network has not accepted the device’s request.
J.8.3 LWM2M Parameters

	Parameter
	Range
	Purpose/how it’s used by the device

	Registration Life Time
	
	Max. interval between client performing registration updates

	Pmin
	
	Min. time in second between sending notifications for a resource if any of the notify conditions are met

	Pmax
	
	Max. time in seconds between sending successive notifications for a resource if none of other notify conditions are satisfied

	ACK_TIMEOUT
	
	CoAP timer used with LWM2M queue mode operation. The LWM2M Client MUST wait at least ACK_TIMEOUT seconds from the last CoAP message it sent to the LWM2M Server before intentionally going offline


J.8.4 Interactions between parameters

From the two tables above it is clear that how often the device wakes up, transmits data and stays awake, is controlled by a combination of parameters defined by 3GPP and OMA that need to be configured in unison to maximise device power efficiency. For example, in the absence of any service data transmission, the device still has to wake up on a regular basis to: a) update its registration with the LWM2M server to make sure its registration stays valid and b) carry out periodic TAU to meet 3GPP requirements. If parameters are configured such that Registration lifetime <= T3412, then the need to perform TAU will automatically be eliminated because when the registration update is performed by the device, the periodic TAU timer will automatically be reset. However, if T3412 < Registration lifetime, then the device either wakes up twice to carry out these procedures separately, or unilaterally decides to update its registration on expiry of T3412 which will result in the LWM2M server receiving updates more frequently than it had asked for.

Both Active Timer (T3324) and CoAP MAX_TRANSMIT_WAIT are aimed to achieve the same result, namely keeping the device awake long enough to allow queued messages to be sent to the device. Depending on where the queuing occurs, only one of these timers is actually required and can be meaningfully used. It’s also worth noting that these timers do not start at the same time, MAX_TRANSMIT_WAIT is started after last transmission, while T3324 starts later when the device has released the connection and returned to idle state.

From 3GPP perspective eDRX determines how often the device needs to wake up and monitor its paging channel. From LWM2M perspective, a device that is monitoring a sensor at the minimum needs to wake up every Pmax to sample sensor data and transmit its value. It also does not need to wake up any more frequently than Pmin to read the sensor data, assuming no filtering & averaging. Pmin, Pmax and eDRX need to be configured such that a device can schedule its activities to minimise the number of times it needs to wake up and transmit data; this is also contingent on any configured Rate Control value being in line with Pmin & Pmax.
J.8.5 Timer implementation options

Effective use of 3GPP timers in conjunction with LWM2M timers will help the device to have synchronised set of activities that could optimise its power consumption by avoiding unnecessary wake ups and transmissions.
The following recommendations apply:

After bootstrapping, registration or interaction with the LWM2M server, the device needs to examine above mentioned parameters and negotiate 3GPP parameters with the network as appropriate to maximise the power efficiency.

One set of possible relationships between the various parameters that could provide efficiency is given below.

The customer solution designer will define the values of Pmin and Pmax, and the Infrastructure solution provider will define the values of Extended T3412, LWM2M Registration lifetime and eDRX.

For efficient interaction between mechanisms, the following relationships can be maintained between values of LWM2M and 3GPP parameters:
· Extended T3412 > LWM2M Registration lifetime > Pmax, in the scenarios where only Pmax is configured for simple periodic reporting such as a water meter reading
Whenever Pmax expires the device will wake up, read the sensor, and sends service data to the server and can optionally send registration update at the same time. This way it will only need to wake up once every Pmax cycle.

· Pmin < eDRX <Pmax <=translated value of Rate control (in deci-hours) to time interval
The assumption is Pmin is configured alongside the setting of thresholds on a resource (greater than, less than, step) which means the device needs to wake up every so often (at a minimum every Pmax) to sample some sensor input. Therefore, when eDRX is also configured the device can simply wake up every eDRX cycle to both sample its sensor input and monitor its paging. It can then evaluate its sensor data against a threshold and decide whether to transmit any data or not. It also does not make sense for rate control to stop the device meeting Pmax requirements.

· When rate control is applied the Pmin and Pmax setting need to be chosen in a way to avoid notifications in a higher rate than rate control allows.
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