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1. Scope
(Informative)

2. References

Normative References

Informative References
3. Terminology and Conventions

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

Definitions

Abbreviations
	OMA
	Open Mobile Alliance

	CBOR
	Compact Binary Object

	SenML
	Sensor Markup Language

	
	


4. Introduction
(Informative)

Version 1_0
Version 1_1
The following are new features are introduced:

1) Improved ability to use LWM2M for device management of low power wide area network devices and the 3GPP NB-IoT in particular.
2) Alignment with better current security practices by using the recommendations from RFC 7925 and better performance with new TLS/DTLS extensions provided thereof.
3) TCP and TLS to enable better support for CoAP in environments with firewalls and other middleboxes. The use of TCP also lowers the need for frequent keepalives messages in the presence of network address translators.
5. LWM2M v1_1
(Informative)

End-to-end Service Description

LWM2M v1_0 implementation has brought us several new dimensions to get towards LWM2M v1_1, the following are enhanced solutions in the new release:
· LPWAN 

5.1.1 LWM2M Gateway functionality
<TBD>
5.1.2 Security Enhancement

<TBD>
5.1.3 Evolution of new LPWAN standards

LWM2M is the management and data plane for the application layer in constrained IoT/M2M devices. The GSMA Mobile IoT project dealing with new 3GPP standardization inputs in the area of cellular LPWAN. The Mobile IoT standards from 3GPP define similar scenarios for the three standardization threads: EC-GSM-IoT, LTE-MTC (Cat-M1) and NB-IoT (Cat-NB1).

NIDD (Non-IP Data Delivery) carries delays due to the inherent nature built to make the device smaller, efficient both in battery operations and network operations. This means NIDD path is for devices needing such possibilities. For real-time critical communications like fire alarm choose IP delivery path with right small retry timeouts.
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Figure 1: 3GPP CIoT IP & Non-IP Data Paths

3GPP CIoT architecture, described in 3GPP TR 23.720 (TS 23.628), the various scenarios indicated by Non-IP and IP paths are indicated in the following figures. Control plane and User plane options provided by 3GPP CIoT, including ability to have complete IP path. 3GPP CIoT also provides non-IP path in the last mile to make the device more efficient in amount of bytes it utilizes as well as the energy it consumes (battery saving). 

LWM2M v1_0 provides optimal model and protocol capabilities serving the management and data plane needs for the applications residing in IoT/M2M devices. The 3GPP-CIoT scenario for delivery of data over the User plane (see figure 4) is applicable in LWM2M v1_0 already and can be used with any new additions in LWM2M v1_1 without any specific modifications. The 3GPP-CIoT scenario for delivery of data over the Control plane needs the introduction of specific requirements and adaptations as part of LWM2M v1_1 in order to cater to the emerging needs from 3GPP CIoT in the scenarios indicated below (see control plane delivery figures).
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Figure 2: non-IP delivery using control plane
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Figure 3: Non-IP and IP scenarios using control plane
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Figure 4: User plane solution
6. Requirements
(Normative)

 Enabler Domains
6.1.1 Security

6.1.1.1 Authentication

6.1.1.2 Authorization

6.1.1.3 Data Integrity

6.1.1.4 Confidentiality

6.1.2 Charging Events
6.1.3 Administration and Configuration

6.1.4 Usability

6.1.5 Interoperability

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version


A.2 Draft Version 1_1 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-RD-LightweightM2M-V1_1
	11 Jan 2016
	All
	New draft

	
	11 Jul 2016
	6.2.1
	Incorporated CR:

   OMA-DM-LightweightM2M-2016-0029R01-CR_RD_5Apr2016_inputs

Editorial changes

	
	19 Jul 2016
	1, 2, 4.2, 4.2.1, 5, 5.1, 5.2.1, 6, B, C
	Incorporated CR:

   OMA-DM-LightweightM2M-2016-0041R01-CR_RD_25Apr2016_inputs

	
	14 Sep 2016
	4.2
	Incorporated CR:
   OMA-DM-LightweightM2M-2016-0096R02-CR_RD_Updates_090816

	
	29 May 2017
	3.3， 4， 5， 6， Appendix B, C, D
	Incorporated CR:
   OMA-DM-LightweightM2M-2017-0138R01-CR_new_1_1_RD_baselining


Appendix B. Use Cases
(Informative)

B.0  use case and high level requirement – all
	ID
	Use Case 
	High level requirement
	Reference
	Presented Company(s)
	Version planned

	B1
	3GPP CIoT and emergence of LPWAN technologies to be supported by LwM2M releases (NB-IoT and LTE CAT-M)
	
	2017_INP91
	Vodafone, Nokia, ARM, Orange, Gemalto, Ublox
	1_1

	
	
	Support of connection management and 3GPP CIoT parameters in LwM2M
	
	
	

	
	
	Support of SCEF path in 3GPP CIoT
	
	
	

	
	
	Support of IP path inside 3GPP CIoT
	
	
	

	B1’
	LoRA & LTE-Cat M Support
	A general framework for supporting LPWAN (non IP)   in LwM2M is expected in the field
	2017 _INP60
	ORANGE*,

Gemalto
	1_1

	B2
	Maintenance and upgrade of constrained devices would be necessary in the field once deployed. This should avoid unnecessary overheads in terms of configuration and reconfigurations. 
	
	2017_INP91
	Nokia, Qualcomm, Sierra Wireless
	1_1

	
	
	Upgrading firmware preserves pre-upgrade settings and device comes online without bootstrapping
	
	Nokia, Qualcomm, Sierra Wireless
	

	
	
	Reverting to previous firmware is made possible and device comes online without bootstrapping
	
	Nokia, Qualcomm, Sierra Wireless
	

	B3
	When supporting multiple LWM2M server instances it is sometime necessary to have a configurable timer (seconds) with which the client waits after being bootstrapped to register the first time with each to the server instances.  This provides an opportunity for a provisioning system to learn of the deviceID and bs/ created credentials and provision them to the proper server instances prior to client registering
	
	2017_INP91
	Nokia, Verizon, Qualcomm
	1_1

	B4
	In field scenarios without having ability to address resource instances directly in the LwM2M command 
	Extended addressing for multiple resource instances
	2017 _INP60
	Gemalto*,

Sierra Wireless,

ARM,

ORANGE, Nokia
	1_1

	B4’
	
	ACL to be extended for resource level. 
	2017_INP91
	Nokia, Verizon
	>1_1

	B5
	In order to reduce the size of payload further CBOR can be utilized in LwM2M to achieve better compression as well utilize all the functionalities provided by OMA-JSON.


	OMA-CBOR compact Media Type

introduction
	2017 _INP60 
	Gemalto*,

Sierra Wireless

ARM

ORANGE

Ericsson

Nokia, u-blox
	1_1

	B6
	Remove the last limitation for  Incremental Bootstrap capability
	Bootstrap Enhancement
	2017 _INP60
	Gemalto*,

ORANGE, u-blox


	1_1

	B7
	An Instance of a virtual object refers resources of various Object Instances.  
	Virtual Object Concept
	2017 _INP60
	Gemalto*,

ORANGE, u-blox, HUAWEI
	1_1

	B7’
	1) Aggregation of service and DM data in a single message

2) Observing multiple resources with a single notify
	Define New LwM2M operations with binding to CoAP FETCH and PATCH methods as specified in RFC 8132
	2017_INP89
	u-blox, Huawei, Vodafone
	1_1

	B7’’
	When a LwM2M server needs to get/observe resource data from the different objects at the same time, a mechanism that reports the data in a single message instead of in several messages is desirable to reduce the number of message exchanges, so as to save the power consumption and the bandwidth of the constrained device/network.
	Support aggregation of resource data from different objects in a single reporting message.
	2017_INP74
	Huawei
	1_1

	B9
	Generalized framework for extending LwM2M Security (SE,  eUICC-M2M support). 
	Secure Element Support
	2017 _INP60
	Gemalto*,

Ericsson,

ORANGE, Nokia
	1_1

	B10
	Make registration interface more efficient
	Add support for Patch
	0121-INP_patch_support (note also 0089R01-INP_Binding_to_CoAP_FETCH_PATCH)
	ARM, Nokia
	1_1

	B11
	When a LwM2M server needs to issue the same commands or data to a group devices, a group multicast mechanism can increase transmission efficiency and save the bandwidth.
	Support group multicast (RFC7390) for issuing the same commands or data to a group of devices.
	2017_INP83
	Huawei

u-blox
	>1_1

	B12
	Extended support of the PKI infrastructure
	Add new certificate provisioning types, and discuss secure time and revocation strategy
	OMA-DM- 2017-0042- INP_security_ features
	ARM, Sierra Wireless, Gemalto
	1_1

	B13
	Alignment with IoT DTLS/TLS security recommendations
	
	OMA-DM- 2017-0043- INP_rfc7925 _support
	ARM, u-blox
	1_1

	B14
	Adding support for user identity management
	
	OMA-DM- 2017-0044- INP_user_ identity_  management
	ARM
	>1_1

	B15
	Support for multi-tenancy
	Add additional identifier to indicate customer
	OMA-DM-2017-0045-INP_multi_tenancy
	ARM
	>1_1

	B16
	Make communication with Bootstrap Server more defined in error situations.  
	Provide more details on when a LwM2M has to re-connect to the bootstrap server to recover from error conditions
	0114-INP_bootstrap_reconnect
	ARM, u-blox, Gemalto, Sierra-wireless
	1_1

	B17
	Support non-LwM2M legacy devices (behind a gateway)
	Extend the data model so that a LwM2M server can interface with a LwM2M client running on a gateway to interface non-LwM2M-enabled devices.
	0115-INP_legacy_gateway
	ARM, Nokia, Sierra Wireless, Orange, Gemalto, Ericsson
	1_1

	B18
	Make queue mode more efficient by taking the resource volatility into account. 
	Support resource volatility
	0117-INP_volatility
	ARM
	>1_1

	B19
	Make LwM2M robust in environments where firewalls block UDP traffic.
	Support CoAP over TCP specification
	0118-INP_coap_over_tcp
	ARM, Ericsson, Sierra wireless
	1_1

	B20
	Provide Application layer end to end Security for LwM2M 
	
	INP98
	Ericsson, Nokia
	1_1

	B21
	Update the LWM2M specification to use the more updated Sensor Markup Language Reference specification
	Support SenML Version 1_1 
	CR64R02
	Ericsson, Sierra Wireless, ARM
	1_1


B.1 <Use Case Title>

B.1.1  ASK  \* MERGEFORMAT Short Description

B.1.2 Market benefits

B.2 <Use Case Title>

Appendix C. (would be deleted before candidate release of RD)
C2. Old section 5.1.2 LwM2M Gateway Functionalities

Firewall Traversal

There are several needs with which firewall is becoming an essential part of any telecommunication network. Abilities to traverse the firewall is brought by introducing some of the upcoming work in the IETF CoRE area.
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CoAP PubSub

Reuse concepts of PubSub to create a Broker in the context of LWM2M Gateway 

· Gateway as a broker would remember the state of the nodes and last known information

· Gateway to announce itself to Resource Directory if present in the network 

HTTP2

Using HTTP2 instead of CoAP would essentially reuse TCP segment. 

· To be looked for non-constrained IoT devices

· Entire information can flow in one flow as HTTP2 could accommodate more information in one message

· Message Identity could be introduced for LWM2M message context in order to push more commands/responses in one go

· Contents of existing LWM2M v1_0 can be reused inside HTTP2 messages  

· Stream method from HTTP2 should be added

· default HTTP2 could be started between client and server (no HTTP 1_1 support)

Cleanup

To cleanup and reduce unwanted topics in LWM2M v1_0 would be good to maintain the structure of the standards. Following topics are foreseen for this action

· << Open Topic >> Deprecate unwanted bootstrap procedure and recommend best way forward

· << Open Topic >> Clean up the security area for necessary approach

Refactoring the above inputs towards requirements 

CoAP over TCP

Operating over TCP would bring in default operating procedures in the network to go over the firewalls.

IETF-CORE-COAP-TCP-TLS [Ref RFCxxxx]. 

Usages to be brought into LWM2M v1_1 TS 

· TCP gives the ability providing information about the session timing during the present interaction phase.

· Header length definition for a TCP packet which indicates the overall length of the data carried by the message.

· Removing unwanted backward messages/acknowledgements due to delivery guarantee nature which is provided by TCP layer.

· Default nature providing dual origin server capability using coap+tcp and coaps+tcp, during interacting with the same namespace.

· <<Open Point>> Interaction between CoAP layer and TCP layer need to be factored into LWM2M as soon as it appears in IETF
CoAP Resource Directory

Resource Directory introduction in the network would provide opportunity to discover resources even when resources are not reachable due to various business usages. For details refer to IETF-CORE-RESOURCE-DIRECTORY (Ref RFCxxxx)

Impacts to be brought onto the LWM2M TS from CoAP Resource Directory

· Create RD server registration points for the LWM2M Clients the necessary parameters.

· Introduction of PATCH for LWM2M to add, remove or change the registered objects

· Introduction of Lookup for LWM2M to fetch the details from RD server (uses ATOM or HTML)

· Introduction of authorization parameters for RD in LWM2M Client

· Introduction of authorization mechanism for RD in LWM2M server

· <<Open Point>> use RD with only HTTP option. LWM2M to support RD in HTTP mode and not in CoAP mode?

· <<Open Point>> group concept is brought in RD, it is not clear how to port it in LWM2M

· <<Open Point>> need to interface to check the implementation of 12.2 section on LWM2M in IETF draft

Overall System Requirements (Testing Focused)
CoAP over TCP
	Label
	Description
	Release

	LightweightM2M-CoT-001
	LWM2M MUST allow communications using CoAP over TCP
	1_1

	LightweightM2M-CoT-002
	LWM2M MAY also allow CoAP over TCP function transparently without intervention from LWM2M layer 
	1_1

	LightweightM2M-CoT-003
	LWM2M SHALL allow CoAP over TCP to work with all existing content formats supported by CoAP over UDP
	1_1

	LightweightM2M-CoT-004
	LWM2M MAY allow 2 namespaces to be accessed when used with coap+tcp and coaps+TCP.
	1_1

	LightweightM2M-CoT-005
	LWM2M MAY suppress LWM2M-level acknowledgements where delivery of the TCP guarantees the delivery
	1_1

	LightweightM2M-CoT-006
	LWM2M MUST support message identity of data using CoAP over TCP
	1_1


CoAP PubSub
	Label
	Description
	Release

	LightweightM2M-CoP-001
	LWM2M SHALL announce resource directory if present in the network.
	1_1

	LightweightM2M-CoP-002
	LWM2M Gateway MAY act as a broker (as defined by IETF) if present in the network
	1_1


CoAP Resource Directory
	Label
	Description
	Release

	LightweightM2M-CRD-001
	LWM2M MAY support registration points for the LWM2M clients to the resource directory server
	1_1

	LightweightM2M-CRD-002
	LWM2M SHALL support PATCH for add, remove or change of the registered object
	1_1

	LightweightM2M-CRD-003
	LWM2M MAY support lookup for for resource and resource details
	1_1

	LightweightM2M-CRD-004
	LWM2M MAY support authorisation mechanism for resource directory in LWM2M server
	1_1

	LightweightM2M-CRD-005
	LWM2M MAY support authorisation parameters for resource directory in LWM2M client
	1_1

	LightweightM2M-CRD-006
	LWM2M SHALL support group concept for a group of resources
	1_1


HTTP2
	Label
	Description
	Release

	LightweightM2M-HTT-001
	LWM2M SHALL support HTTP2 based delivery
	1_1

	LightweightM2M-HTT-002
	LWM2M MAY also support payload directly from CoAP using HTTP2 with multiple contents together
	1_1

	LightweightM2M-HTT-003
	LWM2M MAY support the stream method using HTTP2
	1_1

	LightweightM2M-HTT-004
	LWM2M SHALL support message identity of data using HTTP2
	1_1


Note: HTTP2 is on a best effort path for LWM2M v1_1

LWM2M over Cellular LPWAN
	Label
	Description
	Release

	LightweightM2M-LPW-001
	LWM2M SHALL support external Identifier for Cellular LPWAN needs
	1_1

	LightweightM2M-LPW-002
	LWM2M SHALL support  delayed/no acknowledgement methods between LWM2M server and LWM2M client
	1_1

	LightweightM2M-LPW-003
	LWM2M SHALL support message identity for LPWAN control plane data delivery
	1_1

	LightweightM2M-LPW-004
	LWM2M SHALL support message identity for LPWAN user plane data delivery
	1_1

	LightweightM2M-LPW-005
	LWM2M SHALL support LWM2M server talking to SCEF, in order to route NIDD (non-IP Data Delivery)
	1_1

	LightweightM2M-LPW-006
	LWM2M MAY support bulk interface method between LWM2M server and SCEF
	1_1

	LightweightM2M-LPW-007
	LWM2M MAY support Time-to-Live for messages between LWM2M server and  SCEF, further to which SCEF would discard these messages
	1_1

	LightweightM2M-LPW-008
	LWM2M SHALL Support rate and byte quota in LWM2M server per device
	1_1

	LightweightM2M-LPW-009
	LWM2M SHALL exchange information on rate and byte quota between LWM2M server and SCEF
	1_1


General 
	Label
	Description
	Release

	LightweightM2M-OSR-001
	LWM2M MUST support application ID to identify the right LWM2M Server
	1_1


Appendix D. <Additional Information>

D.1 App Headers

D.1.1 More Headers

D.1.1.1 Even More Headers
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