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1. Scope
(Informative)

This document lists the requirements for the OMA DM Management Policy MO Enabler.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[MgmtPolicyMO_WID]
	“DM Management Policy MO V 1.0, Work Item Document”, November  2012, URL:http://www.openmobilealliance.org/

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	[DMDICT]
	" OMA Device Management Dictionary", Draft Version 1.0, , Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Kindly consult [DMDICT] and [OMADICT] for all definitions used in this document.
3.3
Abbreviations

	OMA
	Open Mobile Alliance

	DM
	Device Management

	ManagementPolicyMO
	Management Policy Management Object

	DMS
	Device Management Server

	MO
	Management Object

	
	

	
	


4. Introduction
(Informative)

OMA DM protocol is designed based on the approach where DMS needs to query devices for their configuration and status, prior to send them DM requests, within the context of a management session. 

Management Policy Management Object (MgmtPolicyMO) v1.0 enables a more proactive approach where the devices are able to take management actions autonomously based on management policies.  These policies are predefined by the operator and downloaded into the devices.  Afterwards the devices will continuously evaluate the policies and make necessary management actions.  If the policy conditions are met, DM actions will be triggered. Possible DM actions include, but are not limited to: software management, firmware update, parameter configuration update and initiating a DiagMon procedure.

After execution, policy management results are reported to DMS, using the Generic Alert mechanism.  

[MgmtPolicyMO_WID] describes the following policy management capabilities: 

· Ability to specify a simple condition
· Ability to specify a simple action 

· Ability to combine simple conditions to define a compound condition 

· Ability to combine simple actions to define a compound action 

· Ability to specify management policies in terms of compound conditions and compound actions

· Ability of the device to continuously evaluate the policies and trigger actions if conditions are met. Device also should issue a Generic Alert to the DMS containing the execution result or status of the management action performed, if applicable. 

4.1 Version 1.0

MgmtPolicyMO V1.0 covers:

· Download, update, activation, deactivation & removal of MgmtPolicyMO in the device

· Support to specify manangement policies, composed of conditions and actions, based on MO objects

· Reporting the results of  policy actions to DMS
5. Policy Management MO release description 
(Informative)

The MgmtPolicyMO Enabler involves the download of a management policy to a MgmtPolicyMO agent on the device.  The MgmtPolicyMO agent will evaluate the policy conditions to execute any combination of DM MOs to lead to the desired result, e.g. initiation of the device or resolution of a known problem with an application. 

Examples of management policies are:  

"If the percentage of dropped calls in the last 24 hours exceeds 10% and the battery life is greater than 5%, run diagnostic test XYZ." 

"If ABC software version is less or equal V1.9 and battery life is greater than 15%, run software update to latest version ABC V2.0 and reset device." 
"If the time is between 9:00 a.m. and 10:30 a.m. or between 3:00 p.m. and 5:00 p.m., disable the camera and put the phone in vibrate mode." 
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Figure 1: Management policy download, evaluation, execution and reporting
The MgmtPolicyMO Enabler will be compatible with DM 1.3 and later versions of the OMA DM protocol.
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 2: High-Level Functional Requirements – Security Items

6.1.1.1 Authentication

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 3: High-Level Functional Requirements – Authentication Items
6.1.1.2 Authorization

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 4: High-Level Functional Requirements – Authorization Items

6.1.1.3 Data Integrity

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 5: High-Level Functional Requirements – Data Integrity Items

6.1.1.4 Confidentiality

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 6: High-Level Functional Requirements – Confidentiality Items

6.1.2 Charging Events
	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 7: High-Level Functional Requirements – Charging Events Items

6.1.3 Administration and Configuration

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 9: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 10: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 11: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Release

	 N/A
	N/A
	N/A


Table 12: High-Level System Requirements
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(Informative)
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