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1. Scope

The scope of this document is limited to the Enabler Release Definition of  Device Management according to OMA Release process and the Enabler Release specification baseline listed in section 5. The OMA DM v1.2 specifications are based on the OMA Device Management (DM) v1.1.2 specifications and make use of the OMA SyncML Common v1.2 specifications as specified in the OMA SyncML Common specifications Enabler Release Definition [ERELDSC]. 
The SyncML Initiative, Ltd. was a not-for-profit corporation formed by a group of companies who co-operated to produce an open specification for data synchronization and device management. Prior to SyncML, data synchronization and device management had been based on a set of different, proprietary protocols, each functioning only with a very limited number of devices, systems and data types. These non-interoperable technologies have complicated the tasks of users, manufacturers, service providers, and developers. Further, a proliferation of different, proprietary data synchronization and device management protocols has placed barriers to the extended use of mobile devices, has restricted data access and delivery and limited the mobility of the users.

The  SyncML Initiative merged with the Open Mobile Alliance in November 2002.  The SyncML legacy specifications were converted to the OMA format with the 1.1.2 versions of OMA SyncML Common, OMA Data Synchronization and OMA Device Management  in May 2002.  The relationship between these documents which had been created during the SyncML Initiative  has been preserved and is depicted in Figure 1: OMA DS and DM Specification Structure and Relationship.
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Figure 1: OMA DS and DM Specification Structure and Relationship
Although the SyncML Common  specification defines transport bindings that specify how to use a particular transport to exchange messages and responses, the SyncML Common  representation, synchronization and device management protocols are transport-independent. Each package in these protocols is completely self-contained, and could in principle be carried by any transport. The initial bindings specified are HTTP, WSP and OBEX, but there is no reason why SyncML Common  could not be implemented using email or message queues, to list only two alternatives. Because the SyncML Common messages are self-contained, multiple transports may be used without either the server or client devices having to be aware of the network topology. Thus, a short-range OBEX connection could be used for local connectivity, with the messages being passed on via HTTP to an Internet-hosted synchronization server.

2. References

2.1 Normative References

	
	

	
	

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance(. 
OMA-DM-Bootstrap-V1_2_0. URL:http://www.openmobilealliance.org

	[DMDDFDTD]
	“OMA DM Device Description Framework, Version 1.2”. Open Mobile Alliance(. 
OMA-DM-DDF-V1_2_0. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-DM-Notification-V1_2_0. URL:http://www.openmobilealliance.org

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-DM-Protocol-V1_2_0. URL:http://www.openmobilealliance.org

	[DMRD]
	“OMA Device Management Requirements Document, Version 1.0”. Open Mobile Alliance(. OMA-RD-DM OMA-RD-DM-V1_0_0-20030902-A. URL:http://www.openmobilealliance.org

	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.2”. 
Open Mobile Alliance(. OMA-DM-RepPro-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSEC] 
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-DM-Security-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-DM-StdObj-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-DM-TND-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-DM-TNDS-V1_2_0. URL:http://www.openmobilealliance.org

	[ERELDSC] 
	“Enabler Release Definition for SyncML Common Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-SyncML-Common-V1_2_0. URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

None.
3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

The formal notation convention used in sections 8 and 9 to formally express the structure and internal dependencies between specifications in the Enabler Release specification baseline is detailed in [IOPPROC].

3.2 Definitions

	Enabler Release
	Collection of specifications that combined together form an enabler for a service area, e.g. a download enabler, a browsing enabler, a messaging enabler, a location enabler, etc.  The specifications that are forming an enabler should combined fulfil a number of related market requirements.

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices.

	Minimum Functionality Description
	Description of the guaranteed features and functionality that will be enabled by implementing the minimum mandatory part of the Enabler Release.


3.3 Abbreviations

	DM
	Device Management

	DTD
	Document Type Definition

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	HTTP
	Hypertext Transfer Protocol

	MIME
	Multipurpose Internet Mail Extension

	OBEX
	Object Exchange protocol

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	SCR
	Static Conformance Requirements

	SyncML
	Synchronization Mark-up Language

	WAP
	Wireless Application Protocol

	WSP
	Wireless Session Protocol

	XML
	Extensible Mark-up Language


4. Introduction


This document outlines the Enabler Release Definition for DM and the respective conformance requirements for client and server implementations claiming compliance to the Open Mobile Alliance DM v1.2 specifications.

It should be understood that the OMA SyncML Common v1.2 specifications must be used in conjunction with the OMA Device Management Enabler Release, version 1.2. Fully conformant DM client and DM server implementations can only be achieved through combining the conformance requirements outlined within this enabler release definition with those outlined within the SyncML Common Specifications [ERELDSC] enabler release definition.

Device management is the generic term used for technology that allows third parties to carry out the difficult procedures of configuring mobile devices on behalf of the end user (customer). Third parties would typically be wireless operators, service providers or corporate information management departments.

Through device management, an external party can remotely set parameters, conduct troubleshooting servicing of terminals, install or upgrade software. In broad terms, device management consists of three parts:

· Protocol and mechanism: The protocol used between a management server and a mobile device

· Data model: The data made available for remote manipulation, for example browser and mail settings

· Policy: The policy decides who can manipulate a particular parameter, or update a particular object in the device

In a wireless environment, the crucial element for device management protocol is the need to efficiently and effectively address the characteristics of mobile devices including low bandwidth and high latency. 

5. Enabler Release Specification Baseline

This section is normative.

The following section comprises the OMA DM v1.2 enabler release.

	Document
	Reference

	OMA Device Management Bootstrap, Version 1.2. URL:http://www.openmobilealliance.org
	[DMBOOT]

	OMA DM Device Description Framework DTD, Version 1.2.
URL:http://www.openmobilealliance.org
	[DMDDFDTD]

	OMA Device Management Notification Initiated Session, Version 1.2.
URL:http://www.openmobilealliance.org
	[DMNOTI]

	OMA Device Management Protocol, Version 1.2. URL:http://www.openmobilealliance.org 
	[DMPRO] 

	OMA Device Management Requirements Document, Version 1.0. 
URL:http://www.openmobilealliance.org
	[DMRD]

	OMA Device Management Representation Protocol, Version 1.2. 
URL:http://www.openmobilealliance.org
	[DMREPU]

	OMA Device Management Security, Version 1.2. URL:http://www.openmobilealliance.org 
	[DMSEC] 

	OMA Device Management Standardized Objects, Version 1.2.
URL:http://www.openmobilealliance.org
	[DMSTDOBJ]

	OMA Device Management Tree and Description, Version 1.2.
URL:http://www.openmobilealliance.org 
	[DMTND]

	OMA Device Management Tree and Description Serialization, Version 1.2.
URL:http://www.openmobilealliance.org
	[DMTNDS]


6. Minimum Functionality Description for Device Management
(Informative)
This section is informative. It describes the functionality that is delivered with the OMA Device Management specifications and their internal mandatory requirements.

The OMA DM specifications define the protocols and mechanisms for how configuration parameters can be delivered to an OMA client from a OMA DM server that is part of the overall architecture. The mandatory functionality defines a set of commands used in the DM protocol for various management procedures as well as needed security level for management session. Mandatory management tree is used as server interface to the device, which includes several mandatory management objects that are providing basic device management functionality.

The optional functionality covers several additional commands in DM protocol. Also, support for notification initiated session and bootstrapping is recommended, but optional functionality.

7. Conformance Requirements Notation Details

This section is informative 

The tables in following chapters use the following notation:

Item:
Entry in this column MUST be a valid ScrItem according to [IOPPROC].

Feature/Application:
Entry in this column SHOULD be a short descriptive label to the Item in question.

Status:
Entry in this column MUST accurately reflect the architectural status of the Item in question.

· M means the Item is mandatory for the class

· O means the Item is optional for the class

· NA means the Item is not applicable for the class

Requirement:
Expression in the column MUST be a valid TerminalExpression according to [IOPPROC] and it MUST accurately reflect the architectural requirement of the Item in question.
8. ERDEF for Device Management - Client Requirements

This section is normative.
	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-DM-C-001
	DM Client
	M*
	[DMPRO]  AND [DMREPU] AND [DMSEC]  AND [DMTND] AND [DMSTDOBJ] AND [DMDDFDTD].

	OMA-ERDEF-DM-C-002
	DM Client Bootstrap
	O
	[DMBOOT]

	OMA-ERDEF-DM-C-003
	DM Client Notification
	O
	[DMNOTI]

	OMA-ERDEF-DM-C-004
	DM TND Serialization
	O
	[DMTNDS]


Table 1 ERDEF for Device Management Client-side Requirements

*It should be understood that the OMA SyncML Common v1.2 specifications MUST be used in conjunction with the OMA Device Management Enabler Release, version 1.2. Fully conformant DM client implementations can only be achieved through combining the conformance requirements outlined above with those outlined within the SyncML Common Specifications enabler release definition [ERELDSC].
9. ERDEF for Device Management - Server Requirements

This section is normative.

	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-DM-S-001
	DM Server
	M*
	[DMPRO]  AND [DMREPU] AND [DMSEC]  AND [DMTND] AND [DMSTDOBJ] AND [DMDDFDTD].

	OMA-ERDEF-DM-S-002
	DM Bootstrap Server
	O
	[DMBOOT]

	OMA-ERDEF-DM-S-003
	DM Notification Server
	O
	[DMNOTI]

	OMA-ERDEF-DM-S-004
	DM TND Serialization
	O
	[DMTNDS]


Table 2 ERDEF for Device Management Server-side Requirements

*It should be understood that the OMA SyncML Common v1.2 specifications must be used in conjunction with the OMA Device Management Enabler Release, version 1.2. Fully conformant DM server implementations can only be achieved through combining the conformance requirements outlined above with those outlined within the SyncML Common Specifications enabler release definition [ERELDSC].
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	OMA-ERELD-SyncML_DM-V1_1_2-20031209-A
	09 Dec 2003
	ERELD for DM 1.1.2.


A.2 Draft/Candidate Version 1.2 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-ERELD-DM-V1_2_0-20041216-D
	16 Dec 2004
	All
	Initial Version

	
	07 Jan 2004
	1
	Updated picture.


Appendix B. Requirements Fulfillment
(Informative)

This informative chapter indicates any requirements either not met or partially met from the [DMRD] for this release.
	Requirements Gap Analysis
	Legend:
	F = Fulfilled
	
	

	Taken from OMA-REQ-DevMngmt-V1_0-20030724-C, Chapter 6
	
	PF = Partly Fulfilled
	
	

	 
	
	NF = Not fulfilled
	
	

	 
	
	U = Unclear
	
	

	Updated: 08.1.2005
	 
	N/A = Not Applicable
	
	

	 
	
	
	
	
	
	

	ID
	Requirement
	DM 1.1.2
	DM 1.2
	Enabler Reference
	Comment
	Recommended Action

	
	1.       Requirements
	 
	 
	 
	
	 

	
	1.1   High Level Functional Requirements
	 
	 
	 
	 
	 

	
	1.1.1               Security
	 
	 
	 
	 
	To be done

	
	1.1.1.1                   General security requirements
	 
	 
	 
	 
	 

	5
	5. Except for establishing the initial trust relationship (bootstrap) over the air, if end user confirmation is not indicated by the Device Management Server, the Device MUST NOT ask for user confirmation before incorporation of configuration data. (Use Case 5.1.5)
	n/a
	 
	 
	Should not be mandated but left to implementation. Leagal requirments may not allow this if the user owns the device.
	 

	
	1.1.1.2                   Authentication 
	 
	 
	 
	 
	 

	
	Before any Device management operations can be carried out on the Device, it must conform to the following:
	 
	 
	 
	 
	 

	9
	2. If the Device management operation is related to personal information then the user MUST successfully authenticate himself to the Device management server (Use Case 5.2.1).
	n/a
	 
	 
	Product requirement, the DMS does not know about personal information, but the User Interaction alert can be used to implement such behavior
	 

	11
	4. Whenever there is communication between Device Management Servers the Device Management Servers MUST mutually authenticate (Use Case 5.1.2).
	nf
	nf
	 
	Server to server communication not addressed.
	DM WSI

	12
	5. With local wireless interfaces, discovery is controlled between the PC Agent and Device. Secure association and authentication MUST be supported. The first connection requires a secure association be created between the Device and PC. (Use Case 5.1.5)
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM. 
	Security WS

	
	1.1.1.3                   Authorisation
	 
	 
	 
	 
	 

	
	Before the Device Management server can carry out any Device management operations on the Device, it must conform to the following:
	 
	 
	 
	 
	 

	14
	2. With local wireless interfaces, discovery is controlled between the PC Agent and Device. Secure association and authorisation MUST be supported. The first connection requires a secure association be created between the Device and PC. (Use Case 5.1.5)
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM.
	Security WS

	
	1.1.1.4                   Integrity protection
	 
	 
	 
	 
	 

	16
	2. All data communication between Device Management Server MUST be integrity protected. (Use Case 5.1.2)
	n/a
	 
	 
	Server to server communication not addressed in 1.1.2.
	DM WSI

	17
	3. The Data Link between the Software Originator (or agent) and the Device Management Server MUST maintain data integrity. (Use Case 5.5.1)
	n/a
	 
	 
	Server to server communication not addressed in 1.1.2. Would like to modify the requirement in a way that data link between SW originator and device must maintain data integrity.
	DM WSI

	18
	4. The inventory SHALL be secure from alteration when sent by the appropriate integrity protection. (Use Case 5.3.1)
	n/a
	 
	 
	at the moment no inventory exsits, but is discussed
	SW Management

	19
	5. The downloaded software SHALL be secure from alteration by the appropriate integrity protection. (Use Case 5.3.1)
	n/a
	 
	 
	 
	SW Management

	
	1.1.1.5                   Confidentiality protection
	 
	 
	 
	 
	 

	21
	2. All data communication between Device Management Servers MUST be confidentiality protected. (Use Case 5.1.2)
	n/a
	 
	 
	Server to server communication not presently addressed 
	DM WSI

	22
	3. The Data Link between the Software Originator (or agent) and the Device Management Server MAY maintain data confidentiality. (Use Case 5.5.1)
	n/a
	 
	 
	Server to server communication not presently addressed 
	DM WSI

	
	1.1.1.6                   Smart card security
	 
	 
	 
	 
	 

	25
	2. It SHALL NOT be possible for the Smart Card to reveal any secret keys it holds (UC 5.1.3)
	n/a
	 
	 
	This is not really a DM spec and this feature is inherent to the Smart Card platform.  Recommend LS to REQ stating this requirement is out of DM scope.
	 

	
	1.1.2               Recording
	 
	 
	 
	 
	 

	26
	1. The Device Management System SHALL provide sufficient information so that queries from the Device Management Server, reports from Devices, data downloads, and acknowledgements MAY be billed and tracked accordingly. (Use Case 5.1.1, 5.1.3, 5.4.1)
	pf
	nf
	DMProtocol (general) and DMRepPro 6.1, DM Notification
	DM notification message includes a parameter that can indicate who is paying the operation. WSI should revise the req.and clarify information needed.
	DM WSI

	27
	2.  If a management authority causes delegation to occur among several Device Management Servers, the Management Authority MAY request from each DMS, and each DMS SHALL provide, reports of the operations performed in a device for tracking purposes (Use Case 5.1.1, 5.1.3, 5.4.1)
	n/a
	 
	 
	Server to server communication not addressed in 1.1.2.
	DM WSI

	28
	3. The session MUST be identified as customer-care-related. (Use Case 5.4.1)
	n/a
	 
	 
	As a standalone requirement, this makes no sense.  Recommend LS to REQ w/ wording change to RD.  (If critical, may need to add another data field in protocol header to indicate type of transaction?)
	DM WSI

	30
	5. If transactions are logged, server MUST log transactions with success indicator. (Use Case 5.4.1)
	n/a
	 
	 
	Not addressed in 1.1.2.
	DM WSI

	
	1.1.3               Administration and Configuration
	 
	 
	 
	 
	 

	31
	1. The DMS SHALL provide a standardized mechanism for publishing session/message transactions, such as confirmation requests and results, etc.  (Use Case 5.1.1, 5.1.3, 5.4.1)
	nf
	nf
	 
	Alert Message functionality (future release of DM), Log for all message transaction on server and availiablity to WSI
	DM WSI

	32
	2. Confirmation request messages SHALL be uniquely identified and contain at least the subscriber id, data or data summary, and date/time.  (Use Case 5.4.1)
	pf
	pf
	DM Protocol
	The originator must be identifiable, the network may take over this functionality.
	DM WSI

	35
	5. The first connection MUST involve a secure association be created between the Device and PC. (Use Case 5.1.5)
	n/a
	 
	 
	Requirement vague.  How is a 'first' connection identified?  What constitutes a secure association?  Believe not addressed in current specs.
	PC Agent

	36
	6. The DMS shall send a notification of the update/upgrade to the appropriate management authority. (Use Case 5.3.1)
	n/a
	 
	 
	Server to server communication not presently addressed 
	DM WSI

	
	1.1.4               Usability
	 
	 
	 
	 
	 

	37
	1. If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card). 
	nf
	nf
	 
	 
	SC WS

	38
	2. If user confirmation is not indicated by smart card data, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card). (UC 5.1.3)
	n/a
	 
	 
	Should not be mandated but left to implementation. Leagal requirments may not allow this if the user owns the device.
	 

	39
	3. If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously. (UC 5.1.3)
	pf
	pf
	ProvCont + w7
	May be satisfied by using both enablers and w7.  Note that this may be clearer with the CP and DM alignment work
	SC WS

	41
	5. Except for establishing the initial trust relationship configuration (bootstrap) over the air, if user confirmation is not indicated by the Device Management Server, the Device MUST NOT ask for user confirmation before incorporation of configuration data (transferred by Device Management Server). (UC 5.1.3, 5.1.4, 5.2.1)
	n/a
	 
	 
	Duplication of previous requirements. Product related
	 

	43
	7. The Device MAY be capable for being contacted by the Device Management Server, if the Device is busy by a voice link.  (UC 5.2.1)
	n/a
	 
	 
	 
	 

	46
	10. User voice calls MUST NOT be terminated upon reception of the query. (Use Case 5.4.1)
	nf
	n/D44a
	 
	Spec should be refined to recommend simultaneous DM sessions and voice capabiltity in the terminal.
	Appendix

	47
	11. User voice calls MUST NOT be terminated upon reception of the authorization request. (Use Case 5.4.1)
	n/a
	 
	 
	Implementation detail, out of scope
	 

	48
	12. Authorization MUST be clear esp. regarding privacy issues and warranty. (Use Case 5.4.1)
	n/a
	 
	 
	 
	SW Management

	50
	14. The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)
	n/a
	 
	DMProtocol 10.2.2
	Is is possible for the user to confirm the sw update. Possibly related to billing/E911/security;  - Product requirement
	SW Management

	51
	15. The user SHALL be informed that the update/upgrade has been completed. (Use Case 5.3.1)
	n/a
	 
	 
	It is possible to inform the user of sw update; - Product requirement
	SW Management

	52
	16. The Device MUST NOT send an inventory list of applications installed in the Device without either this optional feature being added by the user or the Device asks for permission from the user when needed. 
	n/a
	 
	 
	 
	SW Management

	
	1.1.5               Interoperability
	 
	 
	 
	 
	 

	53
	1. The DMS MAY be interfaced with a Customer Care application. (Use Case 5.4.1)
	n/a
	 
	 
	 
	DM WSI

	54
	2. Errors MAY be reported to a Customer Care application. (Use Case 5.4.1)
	n/a
	 
	 
	 
	DM WSI

	
	1.1.6               Privacy
	 
	 
	 
	 
	 

	
	Requirements covered in other sections
	 
	 
	 
	 
	 

	
	1.2              Overall Systems Requirements
	 
	 
	 
	 
	 

	
	1.3              System Elements
	 
	 
	 
	 
	 

	
	1.3.1               Device
	 
	 
	 
	 
	 

	59
	1. The Device SHALL be capable of discovering the presence of nearby, active Device Management system elements if those elements are using compatible local bearers. (Use Case 5.1.1)
	n/a
	 
	 
	 
	 

	61
	3. The Device SHALL be able to communicate its capabilities and configuration (e.g., WAP/MMS settings, installed software applications, etc.) to the Device Management Server on demand. (Use Case 5.1.1, 5.1.3, 5.4.1)
	pf
	pf
	DMProtocol 8.5
	Protocol supports query and response.  Will need to standardize additional MOs to capture all 'relevant' properties.
	 

	67
	9. The Device SHALL be able to acknowledge the receipt and installation of data downloaded from the Device Management Server. (Use Case 5.1.1, 5.1.3, 5.4.1)
	pf
	F
	DMProtocol 8.5
	The FW update must be compared with the actually installed version. DMT must be on the device must be compared with the assumed device capabilty on the server side.
	 

	68
	10. The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card. (Use Case 5.1.3)
	pf
	pf
	ProvSC
	 
	 

	69
	11. The Device SHALL be capable of autonomously establishing a data link with the Device Management Server, using connectivity information stored on the Smart Card. (Use Case 5.1.3)
	pf
	pf
	ProvCont +w7
	May be satisfied by using both enablers and w7.  Note that this may be clearer with the CP and DM alignment work
	 

	70
	12. The Device SHALL be capable of participating in a mutual authentication with the Device Management Server, using authentication credentials (e.g., a challenge response) stored on or derived from the Smart Card. (Use Case 5.1.3, 5.4.1)
	pf
	pf
	DMSecurity 5.3, ProvCont +w7
	 
	 

	71
	13. Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure. (UC 5.1.3)
	pf
	NF
	 
	pf with DM 1.1.2 by the WAP profile
	Need clarification from DM chairs

	72
	14. Each Device MUST support standardized dynamic IP allocation when the Device is first connected to the network. If an IP address cannot be allocated from the network, then the Device MUST use automatic IP addressing (Auto-IP) to obtain an address. (Use Case 5.1.5)
	n/a
	 
	 
	Out of scope for the DM group.
	 

	73
	15. The Device SHOULD announce itself on the network to all control points it detects. The act of announcement does not imply the Device will receive rights, since assignment of rights is an expression of the user's decision. When the Device is added to the network, the discovery protocol allows that Device to advertise its services to control points on the network. The fundamental exchange in both cases is a discovery message containing a few, essential specifics about the Device e.g., its type, identifier, and a pointer to more detailed information. (Use Case 5.1.5)
	n/a
	 
	 
	 
	PC Agent

	74
	16. The Device MUST support the assignment of a  friendly name in relation to a network unique name(Use Case 5.1.5)
	n/a
	 
	 
	The UC does not reflect Req
	 

	75
	17. The mapping from friendly name to unique name MUST be the function of each user’s user interface in the case where the Device is shared. (Use Case 5.1.5)
	n/a
	 
	 
	The UC does not reflect Req
	 

	76
	18. A method SHOULD be available by which a Device MAY automatically configure an interface with an IPv6 link-local address, IPv4 address in the 169.254/16 range that is valid for link-local communication on that interface, or both. On top of this there is a requirement to be able to define the link-local configuration to enable hosts that support multi-homing (more than one active interface and/or, more than one active address per interface, both IPv4 and IPv6 addresses, or a combination of these).This requirement is especially valuable in environments where no other configuration mechanism such as DHCP is available. (Use Case 5.1.5)
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM.
	 

	77
	19. The Device SHOULD support IP based Device discovery based on the SSDP [http://www.upnp.org/download/draft_cai_ssdp_v1_03.txt]. The Device SHOULD support a 30 minute suggested timeout for when a Device is added or disappears from the network. (Use Case 5.1.5)
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM. 
	 

	80
	22. The Device MAY support concurrent voice calls and data exchanges. (Use Case 5.4.1)
	n/a
	 
	 
	 
	 

	81
	23. The Device MUST support at least one wireless data bearer. (Use Case 5.4.1)
	n/a
	 
	 
	Trivial, proof by reading
	 

	87
	30. The Device MUST be capable of storing the software that is downloaded. (Use Case 5.5.1)
	n/a
	F
	 
	Product requirement
	 

	88
	31. The Device MUST be able to independently verify the validity of the Software Originator of the Software and/or Data downloaded. (Use Case 5.5.1)
	nf
	N/F
	 
	Follow-up with SEC WG
	Security WS

	89
	32. The Device MAY be able to verify, with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data downloaded. (Use Case 5.5.1)
	nf
	N/A ??
	 
	 
	DM WSI

	91
	39. The Device SHALL send an inventory of its installed software to the Device Management Server. (Use Case 5.3.1)
	nf
	nf
	 
	 
	SW Management

	92
	40. The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
	nf
	PF??
	 
	Requirement assumption: Verify delivery of sw update package to the client
	Rewording

	
	1.3.1.1                   Interface to other Devices
	 
	 
	 
	 
	 

	93
	1. Data links between the Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Use Case 5.1.1) 
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM.
	 

	
	1.3.1.2                   Interface to Device Management Servers
	 
	 
	 
	 
	 

	95
	1. Data links between the Device Management Server and Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Use Case 5.1.1, 5.1.3, 5.4.1) 
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM.
	 

	96
	2. Interface MUST support traversal of corporate firewalls and Network Address Translators (Use Case 5.1.2)
	n/a
	 
	 
	DM is transport neutral
	DM WSI

	97
	3. Interface MUST be discoverable (Use Case 5.1.2)
	n/a
	 
	 
	DM is transport neutral
	DM WSI

	98
	4. The Device Management Server MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	n/a
	 
	 
	Currently no enabler spec addresses DM Server functionality
	DM WSI

	
	1.3.2               Smart Card
	 
	 
	 
	 
	 

	103
	1. The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). (Use Case 5.1.3)
	pf
	pf
	ProvCont + ProvSC
	for pf in DM, CP has to be available; SC spec for DM needed
	SC WS

	104
	2. The Smart Card SHALL be able to securely store authentication parameters, such keys, encryption mechanisms, etc. (Use Case 5.4.1)
	nf
	nf
	 
	Securely also denotes the actual transfer that will have impact on DM
	SC WS

	105
	3. The smart card MAY store data allowing the establishment of a secure connection to the Device Management Server (UC 5.1.4).
	nf
	nf
	ProvSC + ProvCont +w7
	CP no changes now, SC spec for DM needed
	Security WS

	107
	5. The data tree for containing Device management objects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to.  (Use Case  5.1.3)
	nf
	nf
	 
	Reading: … data tree for containing Device management objects…, related to ID 126
	SC WS

	108
	6.  The Device Management Server SHALL be capable of manipulating a Management object resident on a Smart Card (Use Case 5.1.3)
	nf
	nf
	 
	 
	SC WS

	109
	7. Smart card SHALL provide mechanism that allows efficient detection of its DM structure. (UC 5.1.3)
	pf
	nf
	 
	for pf in DM, CP has to be available; SC spec for DM needed
	SC WS

	110
	8. If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. (Use Case 5.4.1)
	nf
	nf
	 
	for CP sessions are to be interpreted as provisioning sessions
	Security WS

	111
	9. The Smart Card MAY be used to store data in a secure fashion. (Use Case 5.4.1)
	n/a
	N/A ??
	 
	 
	 

	
	1.3.2.1                   Interface to Device Management Servers
	 
	 
	 
	 
	 

	112
	1. The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. (Use Case 5.1.3)
	nf
	nf
	3GPP TS03.48, 31.115 & 31.116
	Note:  May be able to fulfill the spirit of this requirement by having Server -> Device and Device -> Card mechanism.
	SC WS

	
	1.3.3               PC Agent
	 
	 
	 
	 
	 

	113
	1. The PC agent SHALL to be able to support discovery of Devices so that it can identify those that should receive access rights to Devices in the local security domain. The PC MUST be able to authenticate and authorize further Device interaction. The PC is responsible for granting access rights to Devices under its control via the user's decision. (Use Case 5.1.5)
	nf
	nf
	 
	Additional PC Agent spec
	PC Agent

	114
	2. The mapping from friendly name to network unique name SHALL be the function of each user’s user interface in the case where the Device is shared. (Use Case 5.1.5)
	nf
	nf
	 
	Only interesting if the device is multi user enabled
	PC Agent

	115
	3. The PC agent SHALL be capable of launching the browser with an appropriate URL. (Use Case 5.1.5)
	n/a
	 
	 
	Not a DM requirement.  Recommend LS to REQ.
	 

	
	1.3.3.1                   Interface to Devices
	 
	 
	 
	 
	 

	116
	1. Any interested PC Agent SHALL be capable of listening to the standard multicast address for notifications that new Devices are available. (Use Case 5.1.5)
	n/a
	 
	 
	at the moment no enabler spec planned (PC Agent functionality)
	 

	117
	2. Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc) (Use Case 5.1.5)
	n/a
	 
	 
	 
	 

	
	1.3.4               Overall Device Management Server
	 
	 
	 
	 
	 

	122
	4. The Device Management Server SHALL be capable of querying the Smart Card for information about Device properties, configuration, and capabilities. (Use Case 5.1.3)
	nf
	nf
	 
	No standardized method for performing DM actions on Smart Card.
	SC WS

	124
	6. The Device Management Server SHALL be capable of manipulating a Management Object resident on a Smart Card’. (Use Case 5.1.3)
	nf
	nf
	 
	No standardized method for performing DM actions on Smart Card.
	SC WS

	126
	8. The Device Management Server SHALL be capable of add/deleting/editing the values of the Management Object present on a Smart Card. (Use Case 5.1.3)
	nf
	nf
	 
	SC spec for DM needed
	SC WS

	130
	12. The DMS SHOULD be capable of receiving fault messages from a Device, and if supported the DMS SHALL provide a standardized mechanism for publishing the messages. (Use Case 5.4.1)
	pf
	nf ??
	 
	The second requirement is not fulfilled by DM 1.1.2
	DM WSI

	131
	13. The management server SHOULD be able to poll devices for faults. (Use Case 5.4.1)
	pf
	nf ??
	 
	DMS may <get> objects from the device, however, no fault MO has been specified.
	SW Management

	133
	15. The Device Management Server SHALL support group addressing of Devices in order to transfer the changed management objects for them. (UC 5.2.1) 
	n/a
	 
	 
	Group behavior should be outlined.
	DM WSI

	136
	18. The Device Management Server SHOULD support at least one wireless data bearer. (Use Case 5.4.1)
	n/a
	 
	 
	DM protocol is transport neutral so this is out of the purvue of DM.
	 

	137
	19. The Device Management transactions SHOULD be annotated with sufficient information to enable the Device Management Server to detect the lack of response of Device in a specified time interval. (Use Case 5.4.1)
	n/a
	 
	 
	Product requirement
	 

	138
	21. The Device Management Server MUST report errors in a standardized format. (Use Case 5.4.1)
	n/a
	 
	 
	Server to server communication not presently addressed 
	DM WSI

	139
	22.  The Device Management Server MUST verify integrity of data prior to download to Device. (Use Case 5.4.1)
	n/a
	 
	 
	requirement not fulfillable
	Security WS

	140
	23 The Device Management Server MUST be able to verify that software and/or data is from an approved Software Originator or agent thereof. (Use Case 5.5.1)
	n/a
	 
	 
	Requirement for DM WSI
	DM WSI

	141
	24. The Device Management Server MUST be able to detect when a Device that needs a software and/or data update. (Use Case 5.5.1)
	pf
	nf ??
	 
	Implementation detail by comparism history . DMT
	SW Management

	143
	26. The Device Management Server MUST be capable of interrogating the Device as to its capabilities and to determine from this information if the Device is capable of receiving the software/data download using a mutually agreed upon method and format. (Use Case 5.5.1)
	pf
	pf
	DMProtocol 8.5
	Protocol supports query and response.  "Method and format" for S/W download not addressed
	SW Management

	146
	29. The Device Management Server SHOULD be able to verify, either independently or with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data to be downloaded. (Use Case 5.5.1)
	n/a
	 
	 
	Not reasonable to fulfill in a standardized specification
	 

	147
	30. The Device Management Server SHOULD be able to verify that the downloaded Software and/or Data is targeted to a particular Device. (Use Case 5.5.1)
	n/a
	 
	 
	Not reasonable to fulfill in a standardized specification
	 

	148
	32. The Device Management Server SHALL be able to query a Device for an inventory of its installed software.  
	pf
	nf ??
	 
	Deducting the inventory is possible.Installation of 3rd party elements may escape the server/DMT
	SW Management

	149
	33. The Device Management Server SHALL support group addressing of Devices in order to query multiple Devices for the purposes of a common update/upgrade to those Devices. (Use Case 5.3.1)
	n/a
	 
	 
	Out of scope for current DM specifications, Refer to the WSI for DM
	DM WSI

	150
	34. The software inventory reported from the Device SHALL be in standardised format. (Use Case 5.3.1)
	nf
	nf
	 
	 
	SW Management

	
	1.3.4.1                   Interface to Devices
	 
	 
	 
	 
	 

	152
	2. Network/Device Management Server SHALL be capable to discover a new combination of Subscriber and Device attached in the Network (UC 5.1.4).
	n/a
	 
	 
	The network discovery (actual discovery is out of scope) is not  addressed to initiate a DMS session. A WS Interface is needed.
	DM WSI

	154
	4. The DMS MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	n/a
	 
	 
	Currently no enabler spec addresses DM Server functionality
	DM WSI

	155
	5. Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc) (Use Case 5.1.5)
	n/a
	 
	 
	 
	 

	157
	9. The Device Management Server MUST be able to process the response from the Device indicating the success or failure of the download. (Use Case 5.5.1)
	nf
	F
	DM Protocol
	Future DM does fulfill the req.The DMS must be able to determine success/failure.
	 

	
	1.3.4.2                   Interface to other Device Management Servers
	 
	 
	 
	 
	 

	159
	2. Interface SHALL be discoverable (Use Case 5.1.2)
	n/a
	 
	 
	The interface is related to the WSI to retrieve Network parameters from the Network.
	DM WSI

	160
	3. The Device Management Server MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	n/a
	 
	 
	 
	DM WSI

	161
	4. The Device Management Server SHALL expose a standard interface for obtaining Network parameters (Use Case 5.1.2)
	n/a
	 
	 
	Currently no enabler spec addresses DM Server Network/Server to Server support functionality
	DM WSI

	
	1.3.4.3                   Interface to External 
	 
	 
	 
	 
	 

	162
	1. Device Management Server SHALL provide an interface for receiving subscriber data remotely, which is needed to identify the Device or smart card of new subscriber. (UC 5.1.3)
	n/a
	 
	 
	 
	DM WSI

	163
	2. Device Management Server SHALL provide an interface that allows the user to trigger the transfer of configuration data (UC 5.1.4).
	pf
	nf ??
	 
	Handset and DMS can be inplemented to support the required functionality. WSI standard would be adviseable.
	DM WSI

	164
	3. Device Management Server SHALL provide an interface that allows the Management Authority to initiate the transfer of (updated) configuration data. (UC 5.2.1)
	n/a
	 
	 
	 
	DM WSI

	
	1.3.5               Network Interfaces
	 
	 
	 
	 
	 

	
	Requirements covered in other sections
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