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1 Overview
ETSI TS 102 225 specification has been designed for the exchange of secured packets between a Network Entity and an UICC.

The OMA-DM working group, within the LWM2M Enabler2, intends to reuse the ETSI TS 102 225 specification to provide a secure transport layer of CoAP messages over SMS between a LWM2M Server and a LWM2M Client (i.e. a M2M device). The OMA DM working group specified a basic solution where the ETSI TS 102 225 security layer is managed directly by the M2M device without involving the UICC; the meaning is that the cryptographic algorithms and the keys may be handled by the device itself. The LWM2M Enabler recommends though, that the keys should be held in a smart card or other tamper-resistant component. Furthermore, the LWM2M Enabler also recommends the usage of session keys.
2LWM2M Technical Specification: (see §7.2) http://member.openmobilealliance.org/ftp/Public_documents/DM/LightweightM2M/Permanent_documents/OMA-TS-LightweightM2M-V1_0-20131105-D.zip
2 Requested Actions
1. As the OMA-DM working group intends to reuse ETSI TS 102 225 specification in a different context than the original one, the OM-DM working group would like to receive from a technical and security point of view advice from ETSI-SCP and ETSI-SCP-TEC on the potential impacts and side effects of adopting this solution in such a new context.
2. Additionally the OMA-DM working group, kindly asks the ETSI SCP group to allocate 2 new TAR values which will be referenced in the LWM2M specification as explained by the notes in section 7.2.2.1, and 7.2.2.3 of the specification. Depending of the chosen option, the application in charge of processing CoAP messages over SMS, will be located either in Smart card or in Device. According to the location, a specific TAR will be dedicated to the application. It would also be helpful to clarify the procedure for assigning TARs.
3 Conclusion
OMA DM WG thanks ETSI SCP TEC and ETSI SCP Plenary for their cooperation.
� If the “Confidential LS” box is selected, this liaison statement is intended to be Confidential per agreement by OMA and the addressed organization.  Neither side should make this communication available to non-members.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2013 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-LiaisonStatement-20130101-I]

© 2013 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-LiaisonStatement-20130101-I]

