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1 Reason for Change

Remove some unnecessary result code.
R01: Update result code in the related section 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review and accept this CR.
6 Detailed Change Proposal

Change 1:  Remove unnecessary result code
8.4 SACMO Result Code

The Result Code of the operation MUST be sent as an integer value in Item/Data element of the Generic Alert [DMPRO] message or in response to an Exec command in case of synchronous execution. The Result Code MUST be one of the values defined below:
	Result Code
	Result Message
	Informative Description of Status Code Usage

	1200
	Successful 
	Successful – The Request has Succeeded

	1250-1299
	Successful – Vendor Specified
	Successful Operation with vendor specified Result

	1400
	Client Error
	Client error – based on User or Device behaviour

	1401
	User cancelled
	User chose not to accept the operation when prompted

	1402
	Transaction Failed
	The Transaction failed

	
	
	

	1403
	Transaction failed due to Device is out of memory
	The Transaction failed due to insufficient memory in the Device to run the Transaction.

	
	
	

	
	
	

	
	
	

	1404
	Start failed
	The SACMO Start operation failed

	1405
	Stop failed
	The SACMO Stop operation failed

	1406
	Suspend failed
	The SACMO Suspend operation failed

	1407
	Resume failed
	The SACMO Resume  operation failed

	1408
	Rollback failed
	The SACMO Rollback operation failed

	1409
	Undefined Error
	Indicates failure not defined by any other error code

	
	
	

	1410
	Workflow does not exist
	The Workflow to be executed does not exist.

	1411
	Step does not exist
	The Step to be executed does not exist.

	1412
	Process does not exist
	The Process to be executed does not exist.

	1413
	Workflow aborted – authorization failure
	The Server requesting execution of a Workflow does not have access rights to an MO involved in a Process contained in the Workflow

	1450-1499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with vendor specified Result Code

	1500
	Alternate Download Server Error
	Alternate Download Server Error Encountered

	1501
	Alternate Download Server Unavailable
	The Alternate Download Server is unavailable or does not respond

	1550-1599
	Alternate Download Server Error – Vendor Specified
	Alternate Download Server Error encountered for Operation with vendor specified Result Code


Change 2:  Update the related Result Code

8. Behavior associated with the Management Object

Before running a Transaction, a SACMO Client MUST check existence of all components related to the Transaction. Then once the Transaction has started, the SACMO Client MUST also check for existence of a given component before it is to be used in the runtime.  If a component does not exist, the SACMO Client MUST stop the Transaction and act as follow: 

· If the Exec command is executed asynchronously, the SACMO Client MUST send a Generic Alert to the SACMO Server with a corresponding Result Code in the range 1410-1412.

· If  the Exec command is executed synchronously, the SACMO Client MUST return SACMO Result Code in the range 1410-1412 for the Exec command..

The detailed Exec command semantics and SACMO Client responsibility are described below. 

Change 3:  Update the related Result Code

9.  Security Considerations
Security for delivery and management of Software and Application Control Management Objects is of paramount importance. Authentication mechanisms supported by OMA DM protocol [DMPRO] SHALL be used to ensure that authenticated entities can deliver/perform management operations on Software and Application Management Objects on the Device. Similarly, authorization for management operations on Software and Application Control Management under the purview of this enabler SHALL be based on the ACL mechanisms defined by OMA DM TND [DMTND]. 
It is conceivable that a Workflow being executed under the authority of one Server may invoke MOs to which that Server does not have access rights.  For each Process, the SACMO Client SHALL check that the Server requesting execution of the Workflow has access rights to all MOs involved in that Process.  If the Server requesting execution of a Workflow does not have access rights to any MO involved in the Process being checked, the SACMO Client SHALL abort execution of the Workflow and SHALL return a Result Code of 1413 (Workflow aborted – authorization failure).
The SACMO enabler does not mandate nor restrict any mechanism to guarantee authenticity, confidentiality and integrity of Software and Application Control Management Objects delivered to the Device. It is envisioned that existing security mechanisms for this purpose such as Digital Signatures, SSL [SSL3.0], TLS [TLS1.0], etc. can easily work in conjunction with SACMO.

Security Considerations (Informative)

Security for delivery and management of Software and Application Control Management Objects is of paramount importance. Authentication mechanisms supported by OMA DM protocol [DMPRO] SHALL be used to ensure that authenticated entities can deliver/perform management operations on Software and Application Management Objects on the Device. Similarly, authorization for management operations on Software and Application Control Management under the purview of this enabler SHALL be based on the ACL mechanisms defined by OMA DM TND [DMTND]. 
It is conceivable that a Workflow being executed under the authority of one Server may invoke MOs to which that Server does not have access rights.  For each Process, the SACMO Client SHALL check that the Server requesting execution of the Workflow has access rights to all MOs involved in that Process.  If the Server requesting execution of a Workflow does not have access rights to any MO involved in the Process being checked, the SACMO Client SHALL abort execution of the Workflow and SHALL return a Result Code of 1418 (Workflow aborted – authorization failure).
The SACMO enabler does not mandate nor restrict any mechanism to guarantee authenticity, confidentiality and integrity of Software and Application Control Management Objects delivered to the Device. It is envisioned that existing security mechanisms for this purpose such as Digital Signatures, SSL [SSL3.0], TLS [TLS1.0], etc. can easily work in conjunction with SACMO.
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