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1 Reason for Change

This CR incorporates the following new requirements:

· Revision of SCOMO operations definition in order to incorporate relaying software commands and inventory requests.

· New Use Case to justify existing and new requirements related with relaying software commands.

· A way to uniquely identify the software build of the device at the manufacturing phase. This is needed to perform software update or install.

· Admin requirements that allow obtaining a single confirmation for SCOMO operations and inventory queries on the terminal and a MA access only to its software components.

· Add a new requirement to DMS and Device in order to support relaying/receiving software management commands.

It reviews the following existent requirements:

· Security: Only authenticated and authorised DM Servers can perform SCOMO operations and inventory queries on the device. Also, and editorial change.

· Usability requirements: to include inventory queries with or without user confirmation.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to review and approved this use case.

6 Detailed Change Proposal

Change 1:   Revision of SCOMO operations in order to include, relaying commands.

	SCOMO Operations
	Download, Install, Update, Remove, Activate and Deactivate operations, relaying commands and inventory requests,  which may be invoked on a Software Component MO.


Change 2:   New use case .

5.6   Relaying software commands – remotely user “click”.

5.6.1    ASK  \* MERGEFORMAT Short Description

After installing or updating some of the Software Components, the Device Management Authority may need to start or stop, a Software Component to allow the service to process the updates.


In order to solve a problem situation, Device Management Authority should be able to remotely relay a start or stop commands. This will allow Device Management Authority to simulate the user “click” but remotely. In this way Device Management Authorities can send remotely commands to start or stop Software Component like a diagnostics utility or a malware removal utility.

5.6.2.� Actors

· End User
· Device Management Authority
5.6.2.1 Actor Specific Issues

· End User: The End User may not wish to be involved in the admin tasks of installing or updating software components to its terminal when updates have been done or new features are available.

· Device Management Authority: The Device Management Authority wants to simplify the user experience by not requiring the End User to manually start or stop applications or to interact in management operations.

5.6.2.2   Actor Specific Benefits

· End User: End User gets to know about updates without checking himself. End User is not required to get involve in installing or updating Software Components when it’s not appropriate.
· Device Management Authority: The Device Management Authority is able to perform remotely management operations on Software Components in the device and carry out operations without requiring the End User to interact.

5.6.3     Pre-conditions
· Device is capable of interfacing with the Device Management system.

· Security constraints imposed by Device Management Server and the Device are met.

· The Device platform supports start and stop  Software Components.

· The Software Component in which software management operations will be performed is installed and activated on the device and its ready for these remotely commands.

5.6.4     Post-conditions

· The Software Components has been successfully started or stopped.

5.6.5     Normal Flow

1. The Device Management Authority wants to send a software command to a Software Component in the Device and prompts the user to accept it. [A1] [A2]

2. Device Management Server issues a command to the Software Component.  The Device Management Server is replacing the user “click”. 

3. The Device relays the software management command to the application handler or installer.

4. The Device sends a confirmation of the result back to Device Management Server.

5.6.6     Alternative Flow

A1: Device Management Authority needs to send software commands to a Software Component in the Device without user interaction. Proceed to step 2 of the normal flow.

A2: The End User does not want the action to be performed. The use case ends.

5.6.7     Operational and Quality of Experience Requirements

Change 3:   New inventory requirement: In order to install or update a software component it is necessary to know the software build of the terminal at the manufacturing phase.

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	SCOMO-HLFR-1
	The SCOMO enabler SHALL support the installation of software components on the Device
	SCOMO 1.0

	SCOMO-HLFR-2
	The SCOMO enabler SHALL support the removal of software components from the device
	SCOMO 1.0

	SCOMO-HLFR-3
	The SCOMO enabler SHALL support the inventory checking of software components on the device
	SCOMO 1.0

	SCOMO-HLFR-4
	The SCOMO enabler SHALL support the activate/deactivate of software components on the device
	SCOMO 1.0

	SCOMO-HLFR-5
	SCOMO enabler SHALL provide a mechanism that allows relaying software management commands to the device as e.g. stop or run. 
	SCOMO 1.0

	SCOMO-HLFR-6
	SCOMO enabler SHALL provide a mechanism that allows the Device to indicate the status of software management commands relayed to the device.
	SCOMO 1.0

	SCOMO-HLFR-7
	The SCOMO enabler SHALL support the update of software components on the device.
	SCOMO 1.0

	SCOMO-HLFR-8
	The SCOMO enabler SHALL support the download of software components on the device.
	SCOMO 1.0

	SCOMO-HLFR-9
	The SCOMO enabler SHALL provide a mechanism that uniquely identifies the software build of the device, i.e. software base line on the terminal at the manufacturing phase.
	SCOMO 1.0


Table 1: High-Level Functional Requirements

Change 4:   New Admin requirements

6.1.3    Administration and Configuration

	Label
	Description
	Enabler Release

	SCOMO-ADC-1
	SCOMO enabler SHALL support a mechanism that request end-user permission, e.g. before accepting or removing any software component update or requesting inventory of software components.
	SCOMO 1.0

	SCOMO-ADC-2
	SCOMO enabler SHALL allow SCOMO operations on the device based on a single user or subscriber confirmation or Device Management Authority confirmation.
	SCOMO 1.0

	SCOMO-ADC-3
	Management Authorities SHALL only be able to perform Device Management operations on its own software components.
	SCOMO 1.0


Change 5:   Review Security requirements

6.1.1  Security

	Label
	Description
	Enabler Release

	SCOMO-SEC-01
	SCOMO enabler SHALL provide a mechanism to verify the source of software commands relayed to the device.
	SCOMO Version 1.0

	SCOMO-SEC-02
	Only authenticated and authorised DMS  SHALL be able to perform SCOMO operations  e.g. software component install, update, remove, activate/de-activate and inventory query on the Device, etc.
	SCOMO 1.0

	SCOMO-SEC-03
	The SCOMO 1.0 enabler SHALL support confidentiality and integrity for software component delivery to the Device.
	SCOMO 1.0


Table 2: High-Level Functional Requirements – Security Items
Change 6:   Include inventory requirements in Usability section.

7.1.1 Usability

	Label
	Description
	Enabler Release

	SCOMO-USA-1
	The user SHOULD be asked for confirmation to proceed before SCOMO Operations are executed or inventory queries are accepted on the device. 
	SCOMO 1.0

	SCOMO-USA-2
	The user SHOULD be informed that the software component installation or update has been completed.
	SCOMO 1.0

	SCOMO-USA-3
	SCOMO enabler SHALL support a mechanism that requests user confirmation of software commands before the SCOMO Client accepts them.
	SCOMO 1.0

	SCOMO-USA-4
	SCOMO enabler SHALL support a mechanism to inform the user about the implications of installing and/or removing software components, gain access to information stored in the terminal, and intention of commands issue via SCOMO enabler.
	SCOMO 1.0

	SCOMO-USA-5
	The SCOMO enabler SHALL support execution of SCOMO Operations and inventory queries on the device with or without user notification or permission.
	SCOMO 1.0


Table 2: High-Level Functional Requirements – Usability Items

Change 7:   New Device Management Server requirement to ensure support of relaying software commands.

6.2.1 Device Management System

	Label
	Description
	Enabler Release

	SCOMO-OSR-DMS-01
	The DMS SHALL be able to install and remove software components on the device
	SCOMO 1.0

	SCOMO-OSR-DMS-02
	The DMS SHOULD be able to activate/deactivate software components on the device
	SCOMO 1.0

	SCOMO-OSR-DMS-03
	The DMS SHALL be able to update software components on the device
	SCOMO 1.0

	SCOMO-OSR-DMS-04
	The DMS SHALL be able to query the inventory of software components on the device
	SCOMO 1.0

	SCOMO-OSR-DMS-05
	The DMS SHALL be able to receive notifications about result of SCOMO operations from the Device
	SCOMO 1.0

	SCOMO-OSR-DMS-06
	DMS SHALL support relaying software management commands, i.e. start or  stop to the device
	SCOMO 1.0


Table 8: DMS Requirements
Change 8:  New Device requirement to ensure support of relayed software commands.

6.2.2 Device

	Label
	Description
	Enabler Release

	SCOMO-OSR-Device -01
	The Device SHALL support installation and removal of software components
	SCOMO 1.0

	SCOMO-OSR-Device -02
	The Device SHOULD support activation/deactivation of software components
	SCOMO 1.0

	SCOMO-OSR-Device -03
	The Device SHOULD support updating of software components
	SCOMO 1.0

	SCOMO-OSR-Device -04
	The Device SHALL be able to provide software component inventory information to a Device Management System
	SCOMO 1.0

	SCOMO-OSR-Device -05
	The Device SHALL be able to send notifications about result of SCOMO operations to the DMS
	SCOMO 1.0

	SCOMO-OSR-Device -06
	The Device SHOULD be able to request SCOMO operations, e.g installation, update.
	SCOMO 1.0

	SCOMO-OSR-Device -07
	Device MAY accept software management commands received from the DMS, i.e. start or stop.
	SCOMO 1.0


Table 9: Device Requirements
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