Doc# OMA-DM-SCOMO-2006-0021-Revision-security-and-usability-requirements.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-SCOMO-2006-0021-Revision-security-and-usability-requirements.doc
Change Request



Change Request

	Title:
	Revision-SCOMO-requirements-and-new-use-case
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM

	Doc to Change:
	OMA-DM-SCOMO-RD-20060412-D

	Submission Date:
	30-May-2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Joaquin Prado, Vodafone, joaquin.prado-cueva@vodafone.com

	Replaces:
	n/a


1 Reason for Change

It reviews the following existent requirements:

· Security: SEC-01 is not longer needed as relaying software commands is considered out of scope of this enabler.

· Security: Only authenticated and authorised DM Servers can perform SCOMO operations and inventory queries on the device. Also, and editorial change.

· Usability requirements: to include inventory queries with or without user confirmation.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to review and approved this use case.

6 Detailed Change Proposal

Change 1:   Review Security requirements

6.1.1  Security

	Label
	Description
	Enabler Release

	
	
	

	SCOMO-SEC-02
	Only authenticated and authorised DMS  SHALL be able to perform SCOMO operations  e.g. software component install, update, remove, activate/de-activate and inventory query on the Device, etc. 
	SCOMO 1.0

	SCOMO-SEC-03
	The SCOMO 1.0 enabler SHALL support confidentiality and integrity for software component delivery to the Device.
	SCOMO 1.0


Table 2: High-Level Functional Requirements – Security Items
Change 2:   Include inventory requirements in Usability section.

7.1.1 Usability

	Label
	Description
	Enabler Release

	SCOMO-USA-1
	The user SHOULD be asked for confirmation to proceed before SCOMO Operations are executed or inventory queries are accepted on the device. 
	SCOMO 1.0

	SCOMO-USA-2
	The user SHOULD be informed that the software component installation or update has been completed.
	SCOMO 1.0

	SCOMO-USA-3
	SCOMO enabler SHALL support a mechanism that requests user confirmation of software commands before the SCOMO Client accepts them.
	SCOMO 1.0

	SCOMO-USA-4
	SCOMO enabler SHALL support a mechanism to inform the user about the implications of installing and/or removing software components, gain access to information stored in the terminal, and intention of commands issue via SCOMO enabler.
	SCOMO 1.0

	SCOMO-USA-5
	The SCOMO enabler SHALL support execution of SCOMO Operations and inventory queries on the device with or without user notification or permission.
	SCOMO 1.0


Table 1: High-Level Functional Requirements – Usability Items
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