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1 Reason for Change

The SCOMO TS is nearly to be completed. This CR intends to improve and clean up the section 8 within SCOMO TS, e.g., change “client” to “SCOMO Client”, clerical improvements, add missing references, etc. 

Please note that not all content are copied from TS. Some content without changes are not copied in this CR. Those content are not affected by this CR.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees this CR and incorporates into SCOMO TS.
6 Detailed Change Proposal

Change 1:  Add informative references used by security section 9
2.2 Informative References

	[DLOTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile Alliance(, OMA-Download-OTA-v1_0, URL:http://www.openmobilealliance.org/ 

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-Notification-V1_2 

URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2

URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2 

URL:http://www.openmobilealliance.org

	[TLS 1.0]
	“The TLS Protocol Version 1.0”, T. Dierks, C. Allen, January 1999.

URL:http://www.ietf.org/rfc/rfc2246.txt

	[SSL 3.0]
	The SSL Protocol, Version 3.0, <draft-freier-ssl-version3-02.txt>, Transport Layer Security Working Group, Alan O. Freier et al, November 18, 1996.

URL:http://www.netscape.com/eng/ssl3/draft302.txt


Change 2:  Change ‘Client’ to ‘SCOMO Client’ in section 7

8. SCOMO Usage (Informative)

This section describes some common flows for the purpose of Software Component management.
8.2 Delivery of Deployment Components

SCOMO allows a Deployment Component to be delivered either via OMA DM delivery mechanism or using an alternate download mechanism such as [DLOTA]
8.2.1 OMA DM Delivery

OMA DM delivery is achieved by the DMS sending a Replace command containing the actual Deployment Component data to the /Inventory/Delivered/X/Data/ node. The DM large object mechanism may be used. 
8.2.2 Alternate Download

Step 1: DMS sets the appropriate values in Download/<X>/ sub-tree as specified in section 7.2 
Step 2: DMS performs an Exec on one of the nodes under Download/<X>/Operations

Step 3: The Device returns an appropriate Generic Alert indicating status of the requested operation as specified in section 7.4
 Generic Alert Usage.

8.3 Installation of Deployment Components

Step 1: The DMS performs an Exec on one of the supported installation nodes such as Inventory/Delivered/<X>/Operations/Install or Inventory/Delivered/<X>/Operations/InstallInactive

Step 2: The Deployment Component installation process is initiated on the device and upon completion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.

8.4 Activation/De-activation of Deployment Components

Step 1: The DMS performs an Exec on Inventory/Deployed /<X>/Operations/Activate or Inventory/Deployed /<X>/Operations/Deactivate depending on whether activation or deactivation is desired.

Step 2: The Deployment Component activation or deactivation process is initiated on the device and upon completion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4
 Generic Alert Usage.

8.5 Removal of Software Components

Step 1: The DMS performs an Exec on Inventory/Deployed /<X>/Operations/Remove or Inventory/Delivered /<X>/Operations/Remove

Step 2: The Deployment Component removal process is initiated on the device and upon completion an appropriate status is returned to the DMS using a Generic Alert as specified in section 7.4 Generic Alert Usage.

8.6 Retrieving Inventory of Deployment Components

Step 1: The DMS can perform a GET on the Inventory/ node (or the Inventory/Delivered or Inventory/Deployed nodes directly) to find out what components are delivered or deployed on the mobile device.

Step 2: The device returns the inventory to the DMS.
Change 3:  Change ‘Client’ to ‘SCOMO Client’ in section 7

9. Security Considerations (Informative)

Security for delivery and management of Software Components is of paramount importance. It is envisioned that authentication mechanisms supported by OMA DM protocol [DMPRO] will be used to ensure that authenticated entities can deliver/perform management operations on Software Components on the device. Similarly, authorization for management operations on Software Components under the purview of this enabler will be based on the ACL mechanisms defined by OMA DM TND [DMTND]. 

The SCOMO enabler does not mandate nor restrict any mechanism to guarantee authenticity, confidentiality and integrity of Software Components delivered to the device. It is envisioned that existing security mechanisms for this purpose such as Digital Signatures, SSL [SSL3.0], TLS [TLS1.0] etc. can easily work in conjunction with SCOMO.
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