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1 Reason for Change

The current SCOMO TS has inconsistency in how reporting functionality is described. 

In section 7, it says 

In SCOMO Client’s response message for reporting purpose, the SCOMO Client MUST include the Delivery Package or Deployment Component information in addition to the status code described above:
· URI(s) of newly created dynamic node(s) <x> for Delivery Package or Deployment Component as a result of the Primitives executed in <Item>/<Target> element
· URI of the Primitive node on which the Exec command was invoked in <Item>/<Source> element
· Delivery Package PkgID or Deployment Component ID in <Item>/<Data> element which format is ‘xml’
· SCOMO Result Code of the Primitive executed in <Item>/<Data> element which format is ‘xml’
However, in subsequent sections, the above mechanism relying on embedded xml (see sec 7.1) is only used in an example in the case of asynchronous reporting (sec 7.6) and is NOT used at all for synchronous reporting (sec 7.5).
There are two ways forward.

1. If the embedded xml mechanism described in sec 7 and 7.1 is to be used, section 7.6 needs to be updated to show exactly how this will work.

2. Remove usage of embedded xml altogether 
This CR proposes option 1 as way forward.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM WG is recommended to review and approve the proposal.
6 Detailed Change Proposal
7. Behavior associated with the Management Object

In the SCOMO tree the Exec command is only allowed to target Primitives under Operations nodes. After an Exec command to one of the Primitives under Operations node, the SCOMO Client MUST send response to the SCOMO Server in either of the following ways:

1. Asynchronously if the Exec command is acceptable and will be executed asynchronously. 
· The SCOMO Client MUST return status code 202  (“Accepted for processing”) for the Exec command as defined in [DMREPRO] 
· Upon completion of the asynchronous operation, the SCOMO Client MUST send an alert back to the SCOMO Server by using the Generic Alert defined in [DMPRO]. 

2. Synchronously: If the Exec command is acceptable and executed synchronously.
· If the Exec command is performed successfully, the SCOMO Client MUST return status code 200 (“Command completed successfully”) for the Exec command as defined in [DMREPRO]. 
In SCOMO Client’s response message for reporting purpose, the SCOMO Client MUST include the Delivery Package or Deployment Component information in addition to the status code described above:
· URI(s) of newly created dynamic node(s) <x> for Delivery Package or Deployment Component as a result of the Primitives executed in <Item>/<Target> element
· URI of the Primitive node on which the Exec command was invoked in <Item>/<Source> element
· For  asynchronous reporting, Delivery Package PkgID or Deployment Component ID in <Item>/<Data> element which format is ‘xml’
· For  asynchronous reporting, SCOMO Result Code of the Primitive executed in <Item>/<Data> element which format is ‘xml’
After an Exec command to one of the Primitives under Operations node it is the SCOMO Client’s responsibility to reflect the changes in the Inventory subtree as follows:

· After successful installation of Deployment Components, the SCOMO Client MUST create their nodes in Deployed subtree. 

· The SCOMO Client MUST create nodes for Delivery Package in the Delivered subtree, in the case a Download Primitive was executed successfully.
· The SCOMO Client MAY create nodes for Delivery Package in the Delivered subtree, in the case a DownloadInstall or DownloadInstallInactive Primitve was executed successfully. In this case it MAY also remove these nodes after Deployment Components were installed successfully.
The detailed Exec command semantics and SCOMO Client responsibility are described below. 

7.3 Structure Elements of <Item>/<Data> for Reporting
As described above, the Delivery Package PkgID or Deployment Component ID will be included in xml structure in <Item>/<Data> element. The xml structure is defined below:

7.3.1 ResultCode
Usage: Specify the SCOMO Result Code of the Primitive executed

Parent Elements: none

Restrictions: The Format of this element MUST be int.

Content Model: (#PCDATA)
7.3.2 Identifier
Usage: Specify the Delivery Package ID or Deployment Component ID

Parent Elements: none

Restrictions: The Format of this element MUST be chr.

Content Model: (#PCDATA)
7.4 Exec command semantics on Download subtree

Before receiving the Exec command, the following pre-condition needs to be satisfied:

· Download/<X> dynamic node creation

· At least the following nodes need to be set with an appropriate value:

· Download/<X>/PkgID

· Download/<X>/PkgURL

· Download/<X>/Operations… (at least one Operation sub-node for the Primitive to be executed)

The Exec command targeting a child node of an Operations node starts the execution of a chosen Primitive. For example: 

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>./SCM/Download/Package123/Operations/DownloadInstall</LocURI>



</Target>


</Item>

</Exec>
If the Exec command is targeting any Primitives under the Download subtree, the SCOMO Client MUST start the download of the Delivery Package. If the Exec command is targeting the DownloadInstall or the DownloadInstallInactive Primitive, after successful download the SCOMO Client MUST start the installation of the Deployment Components. 

The SCOMO Client responsibilities are described in the following table. Grey cells describe the case and white cells show the resulting responsibilities:

	Primitive
	Download
	DownloadInstall or DownloadInstallInactive
	DownloadInstall or DownloadInstallInactive

	download procedure
	succeeds
	Succeeds
	Succeeds

	installation procedure
	N/A
	Fails
	Succeeds

	create nodes in Delivered subtree and send Delivery Package information to the SCOMO Server
	MUST
	MAY
	MAY

	Create nodes in the Deployed subtree and send Deployment Component information to the SCOMO Server
	N/A (no installation)
	N/A (installation failed)
	MUST

	Remove nodes from the Download subtree
	SHOULD
	MAY
	SHOULD


Table 3 – Responsibilities associated with Exec on Download subtree
After the nodes are created in the Delivered or the Deployed subtree as described above, the SCOMO Client MUST assign ACL permissions to the new <x> node and its subnodes to ensure the originally authorized DM Servers have the same permission to the Delivery Package or Deployment Component as before download or installation.
In addition to applying ACL inheritance rules as defined in [DMTND], the SCOMO Client copies permissions into the ACL property value of new dynamic node <x> and its sub nodes as described below:

· The ACL permissions of parent node <x> of the Primitive node on which the Exec command was invoked are copied to the new <x> node in Delivered or Deployed subtree. These copied permissions are added to those inherited as per [DMTND]
· The ACL permissions of Primitive node on which the Exec command was invoked are copied to new Primitive nodes under new <x>/Operations node in Delivered or Deployed subtree. These copied permissions are added to those inherited as per [DMTND].
· The ACL permissions of other sub nodes under new <x> node inherit the ACL permissions from its parent node according to ACL inheritance rules as defined in [DMTND]. 
· The ACL permissions of Ext nodes are implementation specific.
7.5 Exec command semantics on Delivered
Before receiving the Exec command, the following pre-condition needs to be satisfied:

· Delivered/<X> dynamic node creation

· At least the following nodes need to be set with an appropriate value:

· Delivered /<X>/PkgID

· Delivered/<X>/Data

· Delivered/<X>/Operations… (at least one Operation sub-node for the Primitive to be executed)
The Exec command targeting a child node of an Operations node starts the execution of a chosen Primitive. For example: 

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>./SCM/Inventory/Delivered/Package456/Operations/Install</LocURI>



</Target>


</Item>

</Exec> 
If the Exec command is targeting Install Primitives, the SCOMO Client MUST start the installation of the Deployment Components. 

The SCOMO Client responsibilities in that case are described in the following table. Grey cells describe the case and white cells show the resulting responsibilities:

	Installation procedure
	succeeds
	failed with data (Delivery Package data remains in the Device)
	failed without data (Delivery Package data lost)

	Create nodes in the Deployed subtree and send Deployment Component information to the SCOMO Server
	MUST
	MUST NOT
	MUST NOT

	Remove nodes from the Delivered subtree
	MAY
	MUST NOT
	MUST


Table 4 - Responsibilities associated with Exec on Delivered subtree
If the Exec command is targeting Remove Primitives under the Delivered subtree, the SCOMO Client MUST remove the Delivery Package from the Device. In this case the SCOMO Client MUST remove nodes of the Delivery Package from Delivered subtree.

After the nodes are created in the Deployed subtree as described above, the SCOMO Client MUST assign ACL permissions to new <x> node and its subnodes to ensure the originally authorized DM Servers have the same permission to the Delivery Package or Deployment Component as before installation.
In addition to applying ACL inheritance rules as defined in [DMTND], the SCOMO Client copies permissions into the ACL property value of the new dynamic node <x> and its sub nodes as described below:

· The ACL permissions of the parent node <x> of the Primitive node on which the Exec command was invoked are copied to the new <x> node in the Deployed subtree. 
· The ACL permissions of the Primitive node on which the Exec command was invoked are copied to the new Primitive sub nodes under new <x>/Operations node in the Deployed subtree.
· The ACL permissions of other sub nodes of the new <x> node inherit the ACL property value from its parent node according to ACL inheritance rules as defined in [DMTND].
· The ACL permissions of Ext nodes are implementation specific.
7.6 Exec command semantics on Deployed
Before receiving the Exec command, the following pre-conditions need to be satisfied:

· Deployed/<X> dynamic node creation

· At least the following nodes need to be set with an appropriate value:

·  Deployed /<X>/PkgIDRef

· Deployed/<X>/Operations… (at least one Operation sub-node for the Primitive to be executed)
The Exec command targeting a child node of an Operations node starts the execution of a chosen Primitive. For example: 

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>./SCM/Inventory/Deployed/Component789/Operations/Activate</LocURI>



</Target>


</Item>

</Exec> 
If the Exec command is targeting Remove Primitive under the Deployed subtree, the SCOMO Client MUST remove Deployment Component from the Device and remove nodes of the Deployment Component from the Deployed subtree.

7.7 Use of Synchronous Reporting
If the Exec command is executed synchronously and succeeds, the SCOMO Client MUST send Delivery Package or Deployment Component information in a <Status> command for Exec command as described below:

· The URI of the Primitive node on which the Exec command was invoked – Used to identify the source MUST be included in the <Source>/<LocURI> of <Status>/<Item> element.

· The URI(s) of the newly created dynamic node(s) <x> under the Delivered or Deployed tree for the Delivery Package or Deployment Component – used to identify the result MUST be included in the <Target>/<LocURI> of <Status>/<Item> element.
In case nodes are created for multiple Deployment Components after package installation, they MUST be individually represented in multiple Item elements in a <Status>. In each Item element, the Target/LocURI element contains the URI of the newly created dynamic node(s) <x> under the Deployed subtree, and the Source/LocURI contains the URI of the executable Primitive node on which the Exec command was invoked.
The following is the example message:

<Status>

<MsgRef>1</MsgRef>

<CmdRef>2</CmdRef>

<Cmd>Exec</Cmd>

<Data>200</Data>        <!-- status code defined by [DMREPRO] for Exec command -->
<Item>

<Source>

<LocURI>./SCOMO/Download/Package1/Operations/DownloadInstall</LocURI> 

</Source>

<Target>

<LocURI>./SCOMO/Inventory/Deployed/Component1</LocURI>   

</Target>

</Item>
<Item>

<Source>

<LocURI>./SCOMO/Download/Package1/Operations/DownloadInstall</LocURI> 

</Source>

<Target>

<LocURI>./SCOMO/Inventory/Deployed/Component2</LocURI>   

</Target>

</Item>

</Status>

7.8 Use of the Generic Alert

If the Exec command is executed asynchronously, the SCOMO Client MUST send a notification to the SCOMO Server about the outcome of the operation via a Generic Alert [DMPRO] message. The SCOMO Client MAY send the alert message during the same or subsequent DM session. The alert message includes the following data:

· Delivery Package PkgID or Deployment Component ID in <Item>/<Data> element which format is ‘xml’ (see sec 7.1)
· An integer Result Code – Used to report status of the operation. The appropriate SCOMO Result Code defined in section ‎7.6.1 MUST be included in an Item/Data element which format is ‘xml’ (see sec 7.1). 

· The URI of the Primitive node on which the Exec command was invoked – Used to identify the source MUST be included in the Source/LocURI element within the Generic Alert.

· The URI(s) of the newly created dynamic node(s) <x> under the Delivered or Deployed tree for the Delivery Package or Deployment Component – used to identify the result MUST be included in the Target/LocURI within the Generic Alert.

· An alert type – Used to identify the operation MUST be included.

Alerts that are reporting an error or failure condition SHOULD report an importance level defined in [DMPRO] higher than Informational in the Mark field of the Meta information. If the SCOMO Server needs to retrieve additional information, such as download or install status described in Download/<X>/Status node, then the SCOMO Server MAY query the Device for those specific nodes.

In case nodes are created for multiple Deployment Components after package installation, they MUST be individually represented in multiple Item elements in a single Generic Alert message. In each Item element, the Target/LocURI element contains the URI of the newly created dynamic node(s) <x> under the Deployed subtree, and the Source/LocURI contains the URI of the executable Primitive node on which the Exec command was invoked.

The following is the example message:

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>
<!-- Generic Alert -->

   <Correlator>correlator1</Correlator>

   <Item>      
      <Source><LocURI>./SCM/Inventory/Delivered/Package456/Operations/Install</LocURI></Source>

      <Target><LocURI>./SCM/Inventory/Deployed/Component1</LocURI></Target>
      <Meta>

         <Type xmlns="syncml:metinf"> 
              Reversed-Domain-Name:org.openmobilealliance.softwarecomponent.OperationComplete
         </Type>

         <Format xmlns="syncml:metinf">text/plain</Format>

         <Mark xmlns="syncml:metinf">warning</Mark>  

      </Meta>

      <Data>200
<![CDATA[

<ResultCode>200</ResultCode>          <!—SCOMO Result Code -->
<Identifier>Component1ID</Identifier>

]]>
      </Data>

   </Item>
   <Item>      
      <Source><LocURI>./SCM/Inventory/Delivered/Package456/Operations/Install</LocURI></Source>

      <Target><LocURI>./SCM/Inventory/Deployed/Component2</LocURI></Target>
      <Meta>

         <Type xmlns="syncml:metinf">
                 Reversed-Domain-Name:org.openmobilealliance.softwarecomponent.OperationComplete
         </Type>

         <Format xmlns="syncml:metinf">text/plain</Format>

         <Mark xmlns="syncml:metinf">warning</Mark>  

      </Meta>

      <Data>200
<![CDATA[

<ResultCode>200</ResultCode>          <!—SCOMO Result Code -->
<Identifier>Component2ID</Identifier>

          ]]></Data>

   </Item>

</Alert>
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