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1. Scope
(Informative)

This document defines the requirements for Software Component Management architecture, which is based on OMA DM v1.2 specifications and makes use of the functionalities provided by OMA DM v1.2 specifications to define special capabilities to manage software components in the client device.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Interface
	See [OMA-DICT].

	Archiving of applications
	The process initiated by the Device Management System or the Device itself that, together with DRM policies, allows applications to be moved to an offline or online storage medium. These remotely stored applications may run on request by the User, and be transparently restored to the device or the User may take explicit action to restore the application.  The process includes all actions required to temporarily replace applications on demand.

	Backup and Restore
	The secure and reliable offline storage of personal information, parameters and applications that can be used at a later date to restore the device. The backup copy can be stored locally, remotely or as a combination of both.

	Bootstrap Provisioning
	The process of installing parameters and/or applications on a Device to establish a given service for the first time, or for the purposes of resetting a Device to initial settings.

	Content Provider
	An entity that provides data which forms the basis of a service.

	Continuous Provisioning
	The process where a Device is updated with new data, parameters, or application upgrades to replace pre-existing versions.

	Device
	In this context, a Device is a voice and/or data terminal that uses a Wireless Bearer for data transfer.  Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication, unattended data-only Devices (e.g., vending machines), and smart cards if associated with these Devices. If within a particular context an associated smart card should not be regarded as part of a Device this is marked explicitly.

	Device Discovery
	A mechanism to allow devices to identify each other for the purposes of performing some data exchange.

	Device Query
	The process of polling a mobile Device for a specific piece of information.

	Device Reporting
	The process whereby a Device sends specific information to a management server in the network.  This can occur as a response to a Device Query (pull) or it can occur autonomously in response to a state change in the Device (push).  The information that is sent may either be parameters stored in data fields in the Device, information about the configuration of the Device, information about the capabilities of the Device, or data that has been collected, stored, and assembled for later forwarding (e.g., performance metrics).

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes:

-      Setting initial configuration information in Devices

-      Subsequent updates of persistent information in Devices

· Retrieval of management information from Devices
· Processing events and alarms generated by Devices

	Device Management System
	A background system capable to interact with a (set of) Device(s) for the purpose of Device Management.

	Enterprise
	A business with deployment and Management Authority for WLAN Bearers, Local Wired Bearers, computers, Devices, software, and employees.

	Enterprise Device Management Server
	Part of the Device Management System that is under administration of an Enterprise Management Authority.

	Friendly Name
	A human readable string which is created by the user.

	Local Wired Bearers
	Serial, USB, Ethernet

	Management Authority
	An entity that has the right to perform a specific Device Management function on a Device or manipulate a given data element or parameter. For example, the Network Operator, handset manufacturer, enterprise, or Device owner may be the authority or share authority for managing the Device. One Management Authority may own all Device resources or may share or delegate all or parts of these with/to other Management Authorities

	Management Object
	A logical element that can contain or represent and manage configurable data and software within a Device. The data and/or software includes but is not limited to

· Parameters such as connectivity address, User preferences, proxy settings, User Identity, etc.

· Software such as applications, applets, drivers, modules, firmware and their updates.

A management object may represent the complete device configuration or a portion of a device configuration. There may be multiple Management Objects on a Device with a pre-specified relationship between them. Each Management Object will support the following operations.

· Add/Install – insert new elements into a Management Object.

· Replace/Update – modify existing and/or insert new elements into a Management Object.

· Delete/Uninstall – remove existing elements from a Management Object.

· Query/Enumerate – List all or part of a Management Object.



	Network Bearers
	Wireless Bearer and Local Wired Bearers

	Network Device Management Server
	Part of the Device Management System that is under administration of a Network Management Authority

	Network Operator
	An entity that is licensed and allocated frequency to operate a public mobile wireless telecommunications network for the purpose of providing publicly available commercial services.

	Network Unique Name
	A full qualified domain name.

	Parameters
	In this context, parameters are service-related data elements that are stored in the Device and can be manipulated (i.e., changed, added, or deleted) over Network Bearers.  For example, system parameters can be used to establish or maintain a bearer session, and application parameters can be used to specify the profile of a particular service, or some parameters may be related with performance characteristics.

	PC Agent
	Application running on a PC or PC-like device in User's proximity, not the Device itself, that facilitates Device Management functionality, and which MAY involve a logical association with a DMS.

	Policy
	The set of Service configuration settings and installed applications which are mandated by the Management Authority.

	Provisioning Mechanisms
	Network bearers, smart card, and Media card

	Regulatory Agency
	A governmental agency (typically) that regulates the use and/or sale of Devices. For example the FCC in the USA.

	Regulatory Agency Label
	A digital signature or digital certificate that securely identifies a piece of software and/or data as being approved by a particular Regulatory Agency.

	Removable Media Card
	A removable card for the purpose of storing and/or exchanging mass data as e.g., music, video.

	Radio Software
	The software within a Device that is coupled with the radio hardware to derive the overall “radio” functionality.  Radio software is not to be confused with User applications and content, but has certain commonality for functional requirements for device management.

	Service Provider
	An entity that provides and administers a service to a Subscriber and/or User.  The Network Operator is often a Service Provider.

	Software Originator
	The entity that creates, directly or through a third party, software and/or data targeted for use in a Device, Platform or Base Station. In the event that the software and/or data is controlled by a Regulatory Agency, the Software Originator is responsible for obtaining any Regulatory Agency license and Label.

	Subscriber
	The individual or organisation that is paying for service.

	User
	The individual who is in possession of and operates the Device.

	Wireless Bearer
	WAN Network Bearers ( e.g. GPRS, GSM Data, CDMA), WLAN Bearers (802.1x), Local Wireless Network Bearers (e.g. Bluetooth, IR)


3.3 Abbreviations

	DM
	Device Management

	DMS
	Device Management Server

	IR
	InfraRed

	MMS
	Multimedia Messaging Service

	OMA
	Open Mobile Alliance

	OTA
	Over The Air

	PDA
	Personal Digital Assistant

	POST
	Power On Self Test

	WAP
	Wireless Application Protocol


4. Introduction
(Informative)

Software Component Management aims to enable remote operations for software components in the Device. Software Component Management specifications will provide capabilities of processing management actions such as installation, upgrading or removing of software.
A Device is any terminal that is primarily used in mobile scenarios.  They may be equipped with a smart card (where applicable), which is under the sphere of influence of a specific Management Authority.  The scope of Device Management includes both the Device itself and smart card. A Device could be, e.g. a WAP- or MMS-capable handheld, a smart phone, PDA, or a notebook computer. PDAs, handhelds, smart phones and notebooks can be attached to a wireless modem via hardware integration, cable, IR, and Bluetooth. 

The actors involved in Device Management include Management Authorities (including Network Operators, Enterprise Managers, Service Providers), Device Management Systems, Subscribers and Users.

A management tree object [DMTND] defined for software components (SCOMO) will be used for setting up parameters and operational functionality necessary for managing a software component.

The objective of this document is to describe the architecture for managing Software Components.
4.1 Use Case - Software component installation initiated by the device management server

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
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	X
	X
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Table 1: Affected Areas for Software Component Management Object Specifications

4.1.1  ASK  \* MERGEFORMAT Short Description

Cheol is a device User and very interested in the latest SW Updates and the newest Applications. He is subscribed to “Fun Applications Co.” and this service provider installes always the newest updates on his phone as soon as they are available.

4.1.2 Actors

· End User
· Service Provider
· Device Management Server
4.1.2.1 Actor Specific Issues

· End User: The End User wants to have the newest releases of applications on his device.

· Service Provider: The Service Provider assigns what application software should be installed by default on a specific Device type.
· Device Management Server: The Device Management Server issues and handles the commands in the service.
4.1.2.2 Actor Specific Benefits

· End User: End User receives latest software components and is able to use services.
· Service Provider: The Service Provider is able to deliver the software components into the Device.
· Device Management Server: The Device Management Server is able to manage the softare component in the Device.
4.1.3 Pre-conditions

· Installed software (or SW versions) on a Device is incorrect or incomplete or non-existent or is to have added functionality applied or is to be enhanced for security or performance reasons.

· Device is capable of interfacing with the Device Management system.

· Security constraints imposed by Device Management Server and any Device Client are met.

4.1.4 Post-conditions

· All software and/or software updates target at the device have been delivered and installed.

· Device and all purchased services are fully operational.

4.1.5 Normal Flow

1. The Device Management Server issues a request to the Device to install an application.

2.    The Device issues a request to the User for authorization to install application.

3. Upon confirmation by the User, the Device sends the response to the Device Management Server.
4. The Device Management Server initiates software download, installation, and execution.
5. The Device sends a confirmation back to the Device Management Server.
4.1.6 Alternative Flow

Before starting the process of downloading and installing new sapplication into the device, the Device Management server may fisrst check the inventory of installed applications on the device.
4.2 Requirements

a) The SCOMO architecture SHALL support the following activities in order to acomplish software component management:

1. Software Component Management Initiation

2. Device Information Exchange

3. Software Component Download

4. Software Component Installation

5. Notification of Software Component status

b) The device MUST be capable of either large object downloads [DMERELD] or an alternate download mechanism.

c) The DM client in the device MUST be capable of supporting a software component management object (SCOMO).

d) The DM server MUST be able to manage the SCOMO’s in the device.
4.3 Planned Phases

The SCOMO specification 1.0 implements all the requirements enumerated above. 

5. Architectural Model

5.1.1  ASK  \* MERGEFORMAT OMA DM Download of a SCOMO

5.1.2 Download of a SCOMO over Alternate Download Mechanisms

5.2 Dependencies

The software component architecture diagram indicates dependencies on the OMA DM architecture.  It also optionally depends upon the OMA Download [DLOTA] architecture.

.

5.3 Architectural Diagram

[image: image2.wmf]
Figure 1: Example Diagram of an Architectural Model

5.4 Functional Components and Interfaces

5.4.1 The OMA-DM Enabler 

The OMA-DM Enabler Component provides device discovery, parameter setup and OMA-DM dowbload facilities.  It also provides a Generic Alert [DMPRO] mechanism that enables communicating a final notification at the end of a successful or unsuccessful software component managment activity in the device.

The OMA DM Enabler also provides an asynchronous mechanism for invoking software component management in the device.

5.4.2 The DLOTA Enabler 

The DLOTA component provides an alternate download mechanim that is based on HTTP protocols.  It provides device descriptors that may be processed by a device to determine if the software component management object is appropriate for the device.  

5.4.3 The DMWSI 

The DMWSI component makes it possible to initiate software component management from an external system, such as customer care.  The incorporation of this enabler is scheduled for future releases of the SCOMO architecture.

5.4.4 The DM Client component 

The DM Client component makes it possible to initiate software component management in the device from a DM server. The DM Enabler provides support for device discovery and parameter setup by the DM Client component.  The SCOMO enabler provides a management object for software components that the DM Client component provides access to, such that the DM server can manipulate it.  The DM client interacts with a Software Component Agent in the device that is responsible for conducting the management activities using a delivered software component management object.  The DM client employs the Generic Alert [DMPRO] mechanism to communicate the final notification comprising the status of the management activity.

5.4.5 The Large Object Download component 

The large object download component is an optional feature of the DM Client component that makes it possible to download software component management objects using the OMA-DM protocol.

5.4.6 The Alternate Download component 

The alternate download component is an optional feature of the device that makes it possible to download software management objects using the alternate download mechanism, such as DLOTA.

5.4.7 The DM Server component 

The SCOMO architecture requires the DM server component to support device discovery, determination of an appropriate software component and delivery of a software component management object to the device over Large Object downloads if the device can support that. It also facilitates receipt of a final notification from the device employing the Generic Alert mechanism.

5.4.8 The Software Component Agent 

The software component agent is responsible for the manegment activity.  It consumes the SCOMO delivered to the device.  It is expected to communicate a success or failure result to the DM client at the termination of the SCOMO activity for communication back to the DM server.

5.4.9 The Interface IF-1 

The interface IF-1 describes interactions between the DM Server and the device in setting up the DM sessions, delivering update packages over large object download and communicating results over Generic Alerts.

5.4.10 The Interface IF-2 

The interface IF-2 describes interactions between the DM Server and external system; such as a Customer care system that might initiate software component management. This interface will be addressed in a future release.   This interface may also, in the future, address software component ingestion into the DM server from an external system.

5.4.11 The Interface IF-3 

The interface IF-3 describes interactions between the device and a download server, such as a DLOTA based download server, that might be used deliver software components. This interface is an optional one to be used by devices that do not support, or network operators who do not want to use, large object downloads for software components.

5.4.12 The Interface IF-4 

The interface IF-4 describes interactions between the DM Client and a SmartCard that might be used to deliver security services (authentication, integrity, etc.) for software components and related activities.

5.4.13 The Interface IF-5 

The interface IF-5 between the DM client in the device and the download client in the device is currently out-of-scope.

5.4.14 The Interface IF-6 

The interface IF-6 between the DM client in the device and the update agent in the device is currently out-of-scope.
5.5 Flows

5.5.1  ASK  \* MERGEFORMAT OMA DM Download of a SCOMO

This flow describes the interaction between device and the DM server wherein the DM server delivers an software component management object over the OMA-DM protocols to the device.

5.5.1.1 Normal Flow

1. The DM server initiates a session with the device.

2.  The device provides DevInfo [DMSTDOBJ] information to the DM server.

3.  The DM server determines an appropriate SCOMO for delivery.

4.  The DM server delivers the SCOMO over large object download.  An Install command is sent to the device to install an SCOMO under the /Inventory/Delivered/x leaf node.

5.  The device acknowledges the receipt of the SCOMO.

5.5.1.2 Alternative Flow - 1 

In the step 1, the device initates a session with the DM server to request a SCOMO for software component management.

5.5.1.3 Alternative Flow - 2 

In the step 2, DM server optionally retrieves the DevDetail [DMSTDOBJ] to determine an appropriate SCOMO.

5.5.2 Download of a SCOMO over Alternate Download Mechanisms

This flow describes the interaction between device and the DM server wherein the DM server delivers an SCOMO over alternate download mechanisms to the device.

5.5.2.1 Normal Flow

1. The DM server initiates a session with the device.

2.  The device provides DevInfo information to the DM server.  

3.  The DM server determines an appropriate SCOMO for delivery.

4.  The DM server determines an appropriate alternate download mechanism.

5.  The DM Server sets the URI element under the /Download/x node.

6.  The device retrieves the software component using the alternate download mechanism.

7.  The device acknowledges the receipt of the software component.

5.5.2.2 Alternative Flow - 1 

In the step 3, DM server optionally retrieves the DevDetail to determine an appropriate SCOMO.

5.5.3   Server Initiating Management Functionality with Device already has a SCOMO

This flow describes the interaction between device and the DM server wherein the DM server initiates a SCOMO functionality on the device
5.5.3.1 Normal Flow

1. [Optional] The Network Operations / Service provider provides a request to DM server for invoking a SCOMO on a device.

2. The DM server initiates a session with the device.

3.  The DM server instructs the device to start an Activate/Deactivate/Remove using an Exec command on the /Inventory/Deployed/x node, 

4.  The device initiates an Activate/Deactivate/Remove functionality.

5.  The device completes the Activate/Deactivate/Remove functionality and reports results to the DM server.

5.5.3.2 Alternative Flow - 1 

In the step 1, the device initates an Activate/Deactivate/Remove functionality.

5.5.4   Server Initiating Combined Download and Activate Function 

This flow describes the interaction between device and the DM server wherein the DM server initiates a combined download and activate functionality on the device
5.5.4.1 Normal Flow

1. [Optional] The Network Operations / Service provider provides a request to DM server for invoking a SCOMO function on a device.

2. The DM server initiates a session with the device.

3.  The DM server instructs the device to start a download from an URI provided, and then start an download.  It uses an Exec command on the /x/Operations/DownloadAndInstallAndActivate node, 

4.  The device initiates a download function followed by an Install function and finally Activate the software component.

5.  The device completes the combined download and activate functionality and reports results to the DM server.

5.5.4.2 Alternative Flow - 1 

In the step 1, the device initates a combined download and activate function.

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


Appendix B. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

B.1 App Headers

<More text>

B.1.1 More Headers







( 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ArchDoc-20050121-I]
( 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ArchDoc-20050121-I]

