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1 Reason for Change

This document requests to add some informative security considerations. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend to agree this CR.
6 Detailed Change Proposal

Change 1:  In section 5.3 Security Consideration section
5.3  Security Consideration                                           (Informative)
Since the Server can be authenticated, as specified in [DMSEC], during the DM Session to install or reconfigure a Schedule, and the content of the <x>/Task/XML or <x>/Task/Binary, the OMA DM message to be executed during the Task Execution stage, is being delivered just as an opaque content as a part of the DM Session, the OMA DM message doesn’t need its own credentials for authentication. While in storage, however, the OMA DM message might be vulnerable to undesirable exposure or modification. To combat this problem, the OMA DM message may be protected by content signing or encryption method such as [XMLSIGN] or [XMLENC] as described in Appendix C of [DMSEC].

Also consider that, depending on the device platform, it might be safer to implement any mechanism to make sure that the received triggers, especially Trap Notifications, are not modified en route and originated from the trusted sources. The <x>/Trap/<x>/Ext node might be used for that purpose.
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