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1. Scope
(Informative)









This document defines the requirements for Device Management Smart Card (SC) functionalities, which are based on OMA DM v1.2 specifications and makes use of the functionalities provided by these latter specifications. 
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2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


This is an informative document, which is not intended to provide testable requirements to implementations.


3.2 Definitions


	Card Issuer
	Issues and sells to its customers smart cards including a subscription over a mobile network. Network Operator are Card Issuers.

	
	

	
	


3.3 Abbreviations


	DM
	Device Management

	DMS
	Device Management Server

	FUMO
	Firmware Update Management Object

	MMS
	Multimedia Messaging Service

	MO
	Management Object

	OMA
	Open Mobile Alliance

	OTA
	Over The Air

	RD
	Requirement Document

	SC
	Smart Card

	WAP
	Wireless Application Protocol

	
	

	
	


4. Introduction
(Informative)





As differentiation between Device (i.e. any User terminal) types grows and Device functionality broadens, the difficulty in provisioning these Devices with service-specific parameters and software increases. 

Device equipped with a smart card may use this latter element in order to provide efficient, secure and swift provisioning information of some of its services and/or application.  
This document defines the requirements for Smart Card functionalities in the scope of Device Management in the following areas:

· Dynamic provisioning of data to a Device (configuration, parameters, …).


· Securisation and control of FUMO operation.


· Management of smart card  information related to Device Management.


5. Use Cases
(Informative)

The use cases are classified into the following categories:

· Provisioning 

· Device Firmware update 
· Smart Card DM data management

5.1 Provisioning

5.1.1 Use Case CORP, Smart Card based Provisioning

This Use Case has been extracted from the DM RD.
	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	
	X
	X

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for Smart Card based Provisioning

5.1.1.1  ASK  \* MERGEFORMAT Short Description

A smart card is inserted into the Device for the first time.   The smart card contains pre-configured service parameters that enable access to a Service Provider’s infrastructure and a key that allows to establish a trust connection to the Device Management system.  The User inserts the smart card into the Device and the Device is provisioned (with optional user interaction) with parameters from the smart card.  Upon use, the Device then establishes a relation to the Service Provider’s management server in the network.

5.1.1.2 Actors

· User/Subscriber

· Service Provider

5.1.1.2.1 Actor Specific Issues

5.1.1.2.2 Actor Specific Benefits

5.1.1.3 Pre-conditions

· The User/Subscriber has established a contractual relationship with the Service Provider for service and has obtained a pre-configured smart card with a key (Issuing aspects of the smart card are not within scope of this document).

· The Device is equipped with a Device Management User Agent

· The Device is equipped with an User Agent associated with the pre-configured service, if required (or the Device has the ability to download such a User Agent)

5.1.1.4 Post-conditions

· The Device is fully provisioned with parameters necessary to allow delivery of the purchased service.

5.1.1.5 Normal Flow

1. The User inserts the smart card into the Device.

2. If applicable (parts of) provisioning data is transferred from the smart card to the Device.

3. With the key on the smart card a trusted connection is established between the Device and the Device Management server. 

4. The Device Management server queries the Device for actual configuration.
5. The Device responses to the query.
6. The relevant provisioning data is downloaded towards the Device.

7. The Transfer of the Provisioning data is confirmed.
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Smart Card based Provisioning including a partial transfer of provisioning data (Normal Flow)

5.1.1.6 Alternative Flow

a) Instead of having parameters pre-configured on the smart card, the card could contain only a key that enables establishment of a trust relationship with the Service Provider’s management server.  Service parameters could then be subsequently provisioned onto the Device by the Service Provider over the air.

b) Instead of purchasing a new smart card with a Device, a Subscriber could purchase a service from a Service Provider and have their existing smart card configured with parameters or keys by an entity with Management Authority of the smart card.

As described in variation a) the trusted relationship can be established without prior transfer of provisioning data from the smart card to the Device (omission of step 2).

5.1.1.7 Operational and Quality of Experience Requirements

5.1.2 Use Case CORP, Bootstrap Provisioning for used Devices

This Use Case has been extracted from the DM RD.

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	
	X
	X

	Additional Keywords
	
	
	
	
	


Table 2: Affected Areas for Bootstrap Provisioning for used Devices
5.1.2.1  ASK  \* MERGEFORMAT Short Description

A Subscriber acquires a Device outside the operator's normal sales lines, e.g. second-hand. An inappropriate configuration in this case is very likely. The only connection to the operator is the smart card, where applicable. The Subscriber's first time use of the Device is detected automatically by the operator's infrastructure.

Alternatively the Subscriber asks explicitly for a configuration parameter set, e.g. by Customer care call or an abbreviated dialling request. The characteristics of the Device (e.g., Device capabilities, resident applications, configuration parameters) are determined and transmitted to the operator's management server. The appropriate provisioning parameters are transferred to the Device; optionally after a confirmation by the Subscriber. In addition User-specific preferences are defined by the User.

Difference to the use case in section 5.1.1 is that here already inserted configuration data has to be overridden; the Device is not in a 'fresh' state, but might be highly mis-configured, so standard values do not necessarily apply.

5.1.2.2 Actors 

· Subscriber: The Subscriber has decided to connect to a particular Network Operator.

· User : The User is authorised to define and change the User Preference Parameter. 

· Network Operator:  The selected Network Operator is authorised to define and change the Network Configuration Data.

5.1.2.2.1 Actor Specific Issues

5.1.2.2.2 Actor Specific Benefits

5.1.2.3 Pre-Conditions

· The Subscriber has purchased a service contract with the Network Operator.

· Device  is capable of interfacing with the Device Management system.

5.1.2.4 Post-Conditions

· Device  is provisioned with parameters necessary to obtain the services the User/Subscriber has purchased.

· Device is configured with User-specific parameters as defined by the User.

· Device and all purchased services are fully operational.

5.1.2.5 Normal Flow

· User inserts smart card (where applicable)

· Radio Network detects a new combination of Subscriber (e.g. IMSI) and Device (e.g. IMEI).

· Establishment of trusted relationship between Device and Device Management Server.

· Management server queries the Device for its capabilities

· Device responses to the request

· Appropriate configuration is transferred by the Device Management Server.

· The provisioning of the Device is confirmed.





5.1.2.6 Alternative Flow

The Device Management data transfer is triggered by the User. In this case step 2 is replaced by the User's request.

Figure 2 Provisioning for used Devices including network detection (Normal Flow)
5.1.2.7 Operational and Quality of Experience Requirements

5.2 Fault Detection, Query and Reporting

5.2.1 Use Case CORP, Helpdesk problem determination

This Use Case has been extracted from the DM RD.

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	
	X
	X

	Additional Keywords
	
	
	
	
	


Table 3: Affected Areas for Helpdesk problem determination
5.2.1.1  ASK  \* MERGEFORMAT Short Description

A Subscriber calls the operator’s customer care facility or corporate help desk complaining that their Device is reporting an error, or a service is failing to work.  The corporate help desk or operator’s Customer care server Help Desk agent can query the Device to determine key information, e.g.:

· Device type

· Serial number

· Operating system version

· Capabilities

· Installed applications

· Connectivity/application configuration

· Event/performance logs 

Based upon this information, the Help Desk agent may be able to determine the cause of the issue, and take Device Management actions that resolve it.

5.2.1.2 Actors 

· Subscriber (User or Corporate Customer): A Corporate Customer may be able to specify aspects of the configuration and issue resolution procedures for its Devices. 

· Smart Card: the SC may store authentication parameters (such as keys, encryption mechanisms) allowing a mutual authentication between the device and the Device Management Server
· Device: The Device protects its configuration from unauthorized access.

· Management Authority: The Management Authority can access the Device configuration, and change it.

5.2.1.2.1 Actor Specific Issues

5.2.1.2.2 Actor Specific Benefits

5.2.1.3 Pre-Conditions

· Devices support Device Management queries and actions from the management server.

· The Network Operator has a Device Management server supporting Device Management queries and actions.

5.2.1.4 Post-Conditions

N/A

5.2.1.5 Normal Flow

1. User calls Customer Care

2. Customer Care sends query to Device

3. Device reports its configuration information to the Customer Care server

4. Customer Care sends request to User for authorisation to download application to Device

5. User grants authorisation

6. Customer Care downloads application to device, installs and executes it

7. Device sends acknowledgement to Customer Care server

Figure 3: Fault Detection, Query, and Reporting
5.2.1.6 Alternative Flow

5.2.1.7 Operational and Quality of Experience Requirements

5.3 Firmware Update

5.4 Smart Card Data Management

5.5 Open Issues

An “old” Use Case relating to SC in the DM RD has been included in this document without modification. The problem is that the template and information necessary to describe a use case have changed. Should this “old” use case be updated in order to better comply to the new template of RD document?

6. Requirements
(Normative)

6.1 High-Level Functional Requirements


	<Ref: Use Case Title> 
	


Table 4: High-Level Functional Requirements

6.1.1 Security


	<Ref: Use Case Title, HLFR>
	Provisioning data on smart card SHALL be protected against unauthorized modification. 

	<Ref: Use Case Title, HLFR>
	


Table 5: High-Level Functional Requirements – Security Items

6.1.2 Charging


	<Ref: Use Case Title, HLFR>
	


Table 6: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration


	<Ref: Use Case Title,  HLFR>
	


Table 7: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability


	<Ref: Use Case Title, HLFR>
	If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card).

	<Ref: Use Case Title, HLFR>
	If user confirmation is not indicated by smart card data, the Device MAY ask or MAY NOT ask for user confirmation before incorporation of provisioning data (stored on smart card).

	<Ref: Use Case Title, HLFR>
	If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously.


Table 8: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability


	<Ref: Use Case Title, HLFR>
	


Table 9: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy


	<Ref: Use Case Title, HLFR>
	


Table 10: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>
	


Table 11: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements


	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 12: System Elements

6.3.1 Device


	<Nr.>
	The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card. 

	<Nr.>
	The Device SHALL be capable of autonomously establishing a data link with the Device Management Server, using connectivity information stored on the Smart Card. 

	<Nr.>
	The Device SHALL be capable of participating in a mutual authentication with the Device Management Server, using authentication credentials (e.g., a challenge response) stored on or derived from the Smart Card. 

	<Nr.>
	Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure. 


Table 13: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X


6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Smart Card


	<Nr.>
	The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). 

	<Nr.>
	The Smart Card SHALL be able to securely store authentication parameters, such keys, encryption mechanisms, etc. 

	<Nr.>
	The smart card MAY store data allowing the establishment of a secure connection to the Device Management Server 

	<Nr.>
	Device Management Server SHALL be capable of manipulating a Device’s Management object 

	<Nr.>
	The data containing Device management objects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to.  

	<Nr.>
	The Device Management Server SHALL be capable of manipulating a Management object resident on a Smart Card 



	<Nr.>
	Smart card SHALL provide mechanism that allows efficient detection of its DM structure. 

	<Nr.>
	If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. 

	<Nr.>
	The Smart Card MAY be used to store data in a secure fashion. 


Table 14: Requirements for System Element <A>

6.3.2.1 Interfaces to Device Management Servers

	<Nr.>
	The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. 



6.3.2.2 Interfaces to System Element Y

<etc>

6.3.3 Overall Device Management Server


	<Nr.>
	The Device Management Server SHALL be capable of querying the Smart Card for information about Device properties, configuration, and capabilities. 

	<Nr.>
	The Device Management Server SHALL be capable of manipulating a Management Object resident on a Smart Card’. 

	<Nr.>
	The Device Management Server SHALL be capable of add/deleting/editing the values of the Management Object present on a Smart Card. 


Table 15: Requirements for System Element <A>

6.3.3.1 Interfaces to Device Management Servers

	<Nr.>
	The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. 



6.3.3.2 Interfaces to System Element Y

<etc>

6.3.4 Network interfaces


	<Nr.>
	<Ref: SE (letter)>
	


Table 16: Requirements for Network Interfaces
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B.1 App Headers
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