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1 Reason for Change

This CR aims to create a new Smart Card Use Case Clearly different from the current existing ones.
With growth of mobile device technologies, mobile device has more and more functions, such as IR, Bluetooth, camera, etc. The management of mobile device are concerned by enterprises in order to protect their secret, especially for some companies that the appearance of the product is very important. Many companies have set policy to forbid the use of some function on the employee’s mobile device at work, such as camera, Bluetooth. The enterprise administrators have to spend much time and cost to carry out the policy. With the service of Device Management, it is much easier to carry out the policy to protect the enterprise information. 
Because the Smart Card can provide enterprise security credential and  management function conveniently, it is rational to add this use case to the Smart Card RD.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to review and approve the proposed changes.
6 Detailed Change Proposal
5. X enterprise monitor service
5. X.1  ASK  \* MERGEFORMAT Short Description
In order to protect the enterprise secret information, the B Company sets some policy to limit the use of some function on the employee’s mobile device at work. In the office, the employee are forbid to use some function, e.g. Bluetooth, IR, USB, camera etc. 
The B Company make out the data about the enterprise policy on security issue and enterprise security credential that is used to establish the trust between the employee’s mobile device and the enterprise administrator. Then these data are moved to the Smart Card. The B Company delivers the Smart Card to its employees. The employee inserts the smart card to their mobile device. They then configures their device using the data in smart card.  
The B company administrator could monitor the use of the function on the employee’s mobile device based on the enterprise policy which stores in the Smart Card.
5. X.2 Actors

· Device Management Server:  The DM Server provides the management services typically operated by a Network Operator and needs to provide a WSI to external systems so that external systems are able to interact with the DM Server.
· The B company:  The Enterprise subscribe to the service of the Device Management Server through the WSI
· The Enterprise Administrator: the administrator of the B company who manage the use of the irrational function   on the employee’s mobile device. 
· User: the employee of the B Company.

5. X.2.1 Actor Specific Issues

· Device Management Server:  The DM Server receives the request from the Enterprise Administrator through WSI and can carry out the request.

· The User: He SHOULD NOT use the irrational function during the work hours..
· The Enterprise Administrator: He SHOULD monitor the use of the function on the employee’s mobile device with the service of the Device Management Server.
5. X.2.2 Actor Specific Benefits

· Device Management Server:  The DM Server can provide service to the enterprise solution.
· The B Company:  It could easily monitor the using of the employee’s function. By the greatest extent it can protect the security of the enterprise’s information.
· The User: He can not offend the policy of the enterprise.
5.X.3 Pre-conditions

· The B company have the requirement which it have to work out some policy to forbid the irrational function of employee‘s mobile device. 
· The B Company has subscribed to the service of monitor his employee’s mobile device.
· The enterprise administrator SHALL access DM server by appropriate authentication.
· The enterprise administrator SHALL submit the operation through the WSI.
· The employee has been the user of the Network Operator which provides the service of the Device Management Server.
5. X.4 Post-conditions

The B Company can monitor the using of the managed function on its employer’s mobile device during the work hours. The enterprise can prevent from leaking of the information.

5. X.5 Normal Flow
1. The B Company make out the data of enterprise policy and the enterprise security credential used to enable the enterprise administrator to manage the use of the managed function.
2. These data is moved to the Smart Card, then 
3. 
4. the B Company delivers the Smart Card to its employees.

5. The employee insert the Smart card to their mobile 
6. device. The mobile device is configured using the enterprise policy and the enterprise security credential in the Smart Card. Then
7.  the policy is valid.
8. The B Company sends an enable or disable operation through the Device Management Server to his employee’s mobile device. 
9. After the operation is validated by the enterprise security credential in the smart card, the device executes the operation. 
10. 
Alternative Flow1
· How and when to execute the enable and disable maybe store in the smart card. At the appropriate time, the device executes the enable or disable operation automatically.
· 
Alternative Flow 2

· The administrator of the B Company can monitor the managed function. If the employee use the managed function in the office, this event is reported to the DM Server and the enterprise administrator  obtain the information from the DM Server.
6. Requirements
(Normative)

6.1 High-Level Functional Requirements
	Label
	Description
	Enabler Release

	DM-SC-GEN-×
	The Smart Card SHOULD be capable to store data of the enterprise policy and the enterprise security credential.
	DM_SC 1.0

	DM-SC-GEN-×
	Device Management Server SHOULD disable and enable the enterprise policy on the Smart Card
	DM_SC 1.0

	DM-SC-GEN-×
	Smart Card SHOULD provide the mechanism to notify the Device Management Server.
	DM_SC 1.0


Table 1: High-Level Functional Requirements
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