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1 Reason for Change

Inappropriate firmware update packages and software components may cause faulty operation of the device if installed, which in turn could affect other users or network performance. To minimize this risk the Management Authority may wish to indicate to the device if a certain firmware package or software component is suitable for installation.

This CR introduces a new use case for the Smart Card RD that will allow the device to check approval for firmware or software updates using a cryptographic mechanism stored in the smart card (SC). The way this mechanism is used and how the check is performed are left to implementation 

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to review and approve this use case for inclusion in the DM SC RD.

6 Detailed Change Proposal

Change 1:  New use case text in section 5 of SC RD

6.3 Firmware / Software approval 

6.3.1 Short description

At Juan’s request a DM server initiates a firmware update or software installation process in his device. Once the firmware package or software component has been downloaded and before installation starts, the device checks, using a cryptographic mechanism stored in the SC, if the package has been approved by the Management Authority.

After this verification is performed the update or installation process continues.

6.3.2 Actors

· User
· Device
· Device Management Server
· Smart Card
· Management Authority
5.2.1.1 Actor Specific Issues
· User: The User does not want firmware or software that could cause incorrect device operation to be installed in the device.
· Management Authority: Management Authority does not want users and devices being affected by inappropriate firmware update or software installation.
6.3.2.1 Actor Specific Benefits

· User: The User’s device operation is not affected by inappropriate firmware update or software installation. 
· Management Authority: Management Authority reduces Customer Care operations necessary to repair devices affected by inappropriate firmware update or software installation. 
6.3.3 Pre-conditions
There is a cryptographic mechanism stored in the SC and shared with the Management Authority.

The device is able to check if a firmware package or software component has been approved using a cryptographic mechanism stored in the SC.

6.3.4 Post-conditions

n/a

6.3.5 Normal Flow

1. The DM server initiates a Firmware Update or Software Component installation or update process.

2. The Device downloads the firmware package or software component. 

3. Before installation, the Device checks, using the cryptographic mechanism stored in the Smart Card, if the firmware package or software component has been approved by the Management Authority. If approved then the installation proceeds normally.

4. If the package is not approved then the Device (depending on its policy) 

a) rejects the package, or 

b) asks the user for confirmation before proceeding.

5. In the latter case (b), if the user accepts, the package is installed in the device.

6.3.6 Alternative Flow

1. The Firmware Update or Software Component is not downloaded from the DM server but obtained from a different source (e.g. memory card or PC connection)

Change 2:  New requirement added in section 6.1

6.4 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-11
	The Device SHALL be capable of using the cryptographic mechanisms stored in the SC to check approval of firmware packages and software components.
	DM_SC 1.0


Change 3:  New requirements added in section 6.1.4

6.4.1 Usability

	Label
	Description
	Enabler Release

	DM-SC-USE-6
	If the check for Management Authority approval of a firmware update package or software component fails, the Device MAY reject the installation of the package/component.
	DM_SC 1.0

	DM-SC-USE-7
	If the check for Management Authority approval of a firmware update package or software component fails, the Device MAY ask for user confirmation before proceeding with the installation.
	DM_SC 1.0
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