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1 Reason for Change

This CR is provided to close following 4 editorial comments.
	A010
	2007.02.07
	E
	6.1.1.1
	Source: REQ

Form: mtg

Comment: REQ stated that the requirements are labelled incorrectly under the Authentication section and that the numbering need to begin at 1. 

Proposed Change: <Recommended action>
	Status: OPEN

A CR will be provided to renumber the requirements in sections 6.1.1 and 6.1.1.1.

	A011
	2007.02.07
	E
	6.1.1.1
	Source: REQ

Form: mtg

Comment: REQ also stated that two of the Authentication requirements use “MUST” and 2 use “SHALL”.  They asked if they have a different meaning and if not to use “SHALL” consistently. 

Proposed Change: DM stated that the normative language in the 4 authentication requirements had the same meaning and therefore they will change all to SHALL.
	Status: OPEN

A CR will be provided changing MUST to SHALL.

	A012
	2007.02.07
	E
	6.1.1.2

6.1.1.3

6.1.1.4

6.1.2

6.1.5


	Source: REQ

Form: mtg

Comment: REQ recommends that where there are no requirements the sections should be removed.  Either the tables need to be removed and “No requirements identified” stated or remove the tables and the headers. 

Proposed Change: <Recommended action>
	Status: OPEN

A CR will be provided that will remove the tables and add in the text “No requirements identified.”

	A013
	2007.02.07
	E
	6.1.3
	Source: REQ

Form: mtg

Comment: REQ stated that under DM-SC-ADM-2 the wording “manipulate provisioning data” should be changed to “manage….” 

Proposed Change: <Recommended action>
	Status: OPEN

A CR will be provided to change the text from “manipulate” to “manage”.


2 Impact on Backward Compatibility

No
3 Impact on Other Specifications

No
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM Group agrees with this CR and incorporates it into SC RD.
6 Detailed Change Proposal

Change 1:  Editorial Changes
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-1
	The Smart Card SHALL be capable of storing Management Objects and provisioning data. 
	DM_SC 1.0

	DM-SC-GEN-2
	The Device Management Smart Card Enabler SHALL allow the Device to determine if provisioning data is available on an installed activated Smart Card. 
	DM_SC 1.0

	DM-SC-GEN-3
	The Device Management Smart Card Enabler MAY provide a mechanism to allow authorized applications in the Device to manipulate their own provisioning data available in the smart card.
	DM_SC 1.0

	DM-SC-GEN-4
	The Device Management Smart Card Enabler SHALL provide a mechanism based on the Smart Card to be used to ensure authenticity, integrity and non-repudiation of session between Device and Device Management Server. 
	DM_SC 1.0

	DM-SC-GEN-5
	The Device MAY be capable of comparing MOs in the SC with the MOs installed in the device.
	DM_SC 1.0

	DM-SC-GEN-6
	The Device Management Smart Card Enabler SHALL define a mechanism to allow retrieval and incorporation of provisioning data stored on the Smart Card into the Device configuration.
	DM_SC 1.0

	DM-SC-GEN-7
	The Device Management Smart Card Enabler SHALL provide a mechanism that allows Device Management Server to indicate the Device to store Management Objects in the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-8
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow the Device to request information from the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-9
	The Device Management Smart Card Enabler SHALL allow Devices to use cryptographic mechanisms in the SC to support verification and signing of firmware packages, software components and, other operative data.
	DM_SC 1.0

	DM-SC-GEN-10
	The Device Management Smart Card enabler SHALL allow to group a selection of Management Objects that have some relation between them
	DM_SC 1.0

	DM-SC-GEN-11
	The Device Management Smart Card enabler SHALL allow a Device to request the selection of a specific group of Management Objects in the Smart Card
	DM_SC 1.0

	DM-SC-GEN-12
	A mechanism SHALL allow the Smart Cards to store Management Objects containing large blocks of data.
	DM_SC 1.0

	DM-SC-GEN-13
	The Device Management Smart Card Enabler SHALL provide a discovery mechanism to allow Smart Cards and Devices to identify the support of this enabler.
	DM_SC 1.0

	DM-SC-GEN-14
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow Smart Card to indicate the Device to initiate a session with the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-15
	The Device Management Smart Card Enabler SHALL provide a mechanism to indicate to the Smart Card changes in the Device’s configuration data.
	DM_SC 1.0

	DM-SC-GEN-16
	The Device Management Smart Card Enabler SHALL provide an error handling mechanism.
	DM_SC 1.0

	DM-SC-GEN-17
	The Device Management Smart Card Enabler SHALL define a mechanism that allows the Device to consume data directly from the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-18
	The Device Management Smart Card Enabler SHALL provide a mechanism to be used to verify cryptographically signed data.
	DM_SC 1.0

	DM-SC-GEN-19
	The Device Management Smart Card Enabler SHALL define a mechanism that allows Management Authorities to provide policies in the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-20
	The Device Management Smart Card Enabler SHALL enforce continuous provisioning from the smart card providing one or several mechanism(s) that allow the smart card to indicate to the device the presence of provisioning data in the smart card.
	DM_SC 1.0

	DM-SC-GEN-21
	The Device SHALL look for provisioning data in the smart card at each power on.
	DM_SC 1.0


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	DM-SC-SEC-1
	The Smart Card SHALL be able to securely store cryptographic parameters and mechanisms. 
	DM_SC 1.0


Table 2: High-Level Functional Requirements – Security Items

6.1.1.1 Authentication

	Label
	Description
	Enabler Release

	DM-SC-AUTH-1
	The Device Management Smart Card Enabler SHALL support a transport mechanism that allows a variety of authentication methods to be used between the Smart Card and Device.
	DM_SC 1.0

	DM-SC-AUTH-2
	The Device Management Smart Card Enabler SHALL ensure the successful completion of the authentication process before allowing any operation between Device and Smart Card.
	DM_SC 1.0

	DM-SC-AUTH-3
	The Device Management Smart Card Enabler SHALL allow the Smart Card to indicate that authentication is required between the Smart Card and the Device.
	DM_SC 1.0

	DM-SC-AUTH-4
	The Device Management Smart Card Enabler SHALL provide a mechanism to protect personal data in the Smart Card by authenticating the end-user.
	DM_SC 1.0


Table 3: High-Level Functional Requirements – Authentication Items
6.1.1.2 Authorization
	Label
	Description
	Enabler Release

	DM-SC-AUT-1
	Provisioning data on smart card SHALL be protected against unauthorized modification. 
	DM_SC 1.0


Table 4: High-Level Functional Requirements – Authorization Items

6.1.1.3 Data Integrity
No requirements identified

	
	
	

	
	
	



6.1.1.4 Confidentiality
No requirements identified

	
	
	

	
	
	



6.1.2 Charging
No requirements identified

	
	
	

	
	
	



6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	DM-SC-ADM-1
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow authorized Device Management Servers to establish a data link with a Smart Card installed in a Device. 
	DM_SC 1.0

	DM-SC-ADM-2
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow authorized Device Management Servers to manage provisioning data available in the Smart Card.
	DM_SC 1.0


Table 5: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	
	
	

	DM-SC-USE-1
	If smart card data contains user confirmation indication which explicitly requests user confirmation, the Device SHALL ask for user confirmation before incorporation of provisioning data stored on an installed activated smart card.
	DM_SC 1.0

	DM-SC-USE-2
	If smart card data contains user confirmation indication which explicitly requests no user confirmation, the Device MUST NOT ask for user confirmation before incorporation of provisioning data stored on an installed activated smart card. 
	DM_SC 1.0

	DM-SC-USE-3
	If smart card data does not contain any user confirmation indication, the Device MAY ask for user confirmation before incorporation of provisioning data stored on an installed activated smart card.
	DM_SC 1.0

	DM-SC-USE-4
	If the check for Management Authority approval of a firmware update package or software component fails, the Device SHOULD reject the installation of the package/component and delete the downloaded data.
	DM_SC 1.0

	DM-SC-USE-5
	If the check for Management Authority approval of a firmware update package or software component fails, the Device MAY ask for user confirmation before proceeding with the installation.
	DM_SC 1.0


Table 6: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability
No requirements identified

	
	
	

	
	
	



6.1.6 Privacy

	Label
	Description
	Enabler Release

	DM-SC-PRV-1
	The Device Management Smart Card Enabler SHALL define a mechanism to allow the Device to consume data from Smart Card without being copied in the Device.
	DM_SC 1.0


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	DM-SC-OSR-1
	The Smart Card SHALL decide the allocation and management of space for provisioning data inside the Smart Card.
	DM_SC 1.0


Table 8: High-Level System Requirements
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